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1 Introduction to Private Cloud Private Access (PriCPA)

1.1 What is PriCPA?

Private Cloud Private Access (PriCPA) is a cloud-native solution for WAN communications that
covers the scenarios of site-to-site, site-to-cloud and cloud-to-cloud, following the principles of
Zero Trust. Legacy security networking solutions cannot be forklifted to the cloud. There are
technical, operational and security limitations when using Legacy solutions. Networking engineers
designed Legacy networking solutions to communicate branches, central offices and data centres.

Cloud communications arrived with new challenges of networking, security and, mainly,
operational agility. Applications are now distributed in multiple VNET/VPCs of different clouds, APIs
are required to be accessed from numerous sites, and we still need to communicate with on-prem
services. An agile method of any-to-any secure encrypted communications with zero trust is
required, and Private Cloud Private Access is the answer to this challenge.

pnojo ainzy

B
o
Q:
g -
c
st
On Premises (VMware, Hyper-v, KVM) On Premises (VMware, Hyper-v, KVM)
Benefits: Benefits:

DevOps automated deployment.

2 Steps configuration: Onboard the Node to PriCPA and Depiloy Policies.
Traffic visibility End to End.

Traffic Logs.

Blocks Lateral movement.

High Performance: 1 Gbps traffic per CSC.

= B0% savings compared with VPN Gateways or Service Broker Cloud.
= Any to Any Communications. (Crypto Key Routing)

« All traffic is encrypted

+ All protocols are supported,

. - Multiple sites and multiple PriCPA clouds.

« Zero Trust.
= Networking as a code.
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1.2 The evolution of WAN communications

1.2.1 MPLS & SDWAN

Internet
and SaaS Applications

Intermst
and Saa$s Applications

Security

Security ‘

18

Internal e
Applications = :%1

Internal =l
Applications F=

Router (CE) Router (CE) Router (CE) Router (CE)
Branch Branch Branch Branch
Benefits: Drawbacks: Benefits: Drawbacks:

1. Any to Any Communications. (Label Switching) 1. Unencrypled Private Traffic. 1. Cheap Internet Links as Transport 1. Lack of Scalability for Any to Any Traffic: Ten

2. Traffic Engineering. 2. Expensive Links, 2. Encrypted Private Traffic. sites require 99 tunnels! [nx(n-1)]

3. All protocals are supported, 3. Battleneck to the Internet. 3. Al protocols are supported, 2. Outdated / Unmaintained Linux Kernels -

4. Not Zero Trust. Security Risk.

3. Not Cloud friendly.
4. Not Zero Trust
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Maidenhead Bridge

Datancentre / Office

Benefits:

1. Encrypted Private Traffic.
2. Al protocols are supported.

Datancentre / Office

Drawbacks:

1. Expensive VPN Gateways.

2. Lack of Scalability for Any to Any Traffic: Ten
sites require 99 tunneis! [nx(n-1)].

3. Not Zero Trust,

4. Complex to set up and maintain. IPsec + BGP
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1.2.3 Service Broker Cloud

Maidenhead Bridge

anzy

aunzy

Datancentre / Office
[Benefits:
1. Zero Trust.
2. Site scalability (if Nodes available in your
country)

1. Very Expensive.
2. No support for all protocols.
3. Data in transit Is not encrypted. Extra license

required.
4. Poor performance. Reduced even more If full

encryption is activated.
5. Natied Traffic. Not visibility end to end.
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1.2.4 Maidenhead Bridge: Private Cloud Private Access

pnojD ainzy

i

a8 :

0 -

g:

a8

On Premises (VMware, Hyper-v, KVM) On Premises (ViMware, Hyper-v, KVM)
Benefits: Benefits

+ B0% savings compared with VPN Gateways or Service Broker Cloud. = DevOps automated deployment.
« Any to Any Communications. (Crypto Key Routing) = 2 Steps configuration: Onboard the Node to PriCPA and Deploy Policies.
« All traffic is encrypted. =« Traffic visibility End to End.
* All protocols are supporied, = Traffic Logs.
= Scalable: Multiple sites and muiltiple PriCPA clouds. = Blocks Lateral movement.
« Zero Trust. = High Performance: 1 Gbps traffic per CSC.
+ Networking as a code.

Maidenhead Bridge
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1.3 Comparing WAN technologies

The following table compares the differences among WAN solutions available:

Feature PriCPA Secure Broker VPN SD-WAN MPLS
Gateways

Full path Encryption Yes Yes Yes No
Supports all protocols Yes No Yes Yes Yes
DevOps deployment Yes Yes No No
Networking as a code Yes No No No
Zero Trust Yes Yes No No No
Cloud Native Yes Yes No No
Scalable any-to-any Yes Yes No No Yes
Internet as transport Yes Yes Yes Yes No
Simple Setup Yes No No No
Traffic visibility end-to-end Yes No Yes Yes Yes
Per Packet Encryption Yes No No No No
Crypto Key Routing Yes No No No No
Very Cost effective Yes No No No No

Maidenhead Bridge
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2  Key benefits of the Cloud Security Connector PriCPA.

With Private Cloud Private Access, you can connect all sites securely on a Zero Trust model. The
CSC PriCPA secures your Private Traffic between your physical and cloud locations. The key benefits

are:

* Savings:

@)

@)

80% savings compared with Cloud VPN Gateways or Service Broker Clouds.

Reduced TCO.

* Performance and Scalability:

o

o

@)

High Performance: 1 Gbps encrypted traffic per CSC.
Multiple sites can be deployed.

Multiple PriCPA clouds can be created.

* Flexibility:

@)

@)

Any to Any Communications. (Crypto Key Routing).

All protocols are supported.

* Security:

o

@)

Full hardened device.

All traffic is encrypted using latest state of the art encryption protocols.*
Zero Trust.

Blocks Lateral movement.

Automatic Security Group provisioning (Azure. AWS. Gcloud)

*  Simplicity:

o

No Networking knowledge required.
No operational burden for Administrators.

Networking as a code: Single JSON file for policies.

DevOps automated deployment: Azure ARM, Cloudformation Template, Terraform, etc.

2 Steps configuration: Onboard the Node to PriCPA Cloud and Deploy Policies (Single

JSON file).

1 The CSC PriCPA uses Wireguard protocol. Wireguard is a trademark of Jason Donenfeld.

Maidenhead Bridge
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Visibility:

o Traffic Logs and System Logs.

o Traffic visibility End to End.

o Source IPs preserved.

High Availability:

© Local Clustering.

©  Multiple uplinks supported. .

Compatibility:

©  100% Compatible with CSCs for Zscaler and Netskope.

o 100% Compatible with devices that supports Wireguard?® Protocol.
Simple Management:

©  Local Management: SSH Admin Console with configuration wizards, full status
reporting.

©  Remote Management: No proprietary software required. You can use any change
management tool to configure and update the CSC, such as Azure CLI "Run Command",
AWS System Manager (SSM agent), Ansible, Rundeck, scripting via SSH or similar.

© SNMP v2c and v3 support.

o Radius/MFA for SSH Admin Console access.

o SIEM/Syslog integration for Traffic and Systems Logs.
© TCPDump integrated in the SSH Admin Console.

o Linux terminal console allowed (csccli user).

2 The CSC PriCPA uses Wireguard protocol. Wireguard is a trademark of Jason Donenfeld.
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3  Network Diagrams

3.1 PriCPA over Internet

Desktops

Servers

Internal LAN

—-\\‘-‘—.“/
CSC PriCPA Cluster

Maidenhead Bridge

Firewall

Other
Locations




Maidenhead Bridge

MPLS Metwork or Private Links or LAN

Router

CsC

. B9,

On Premises (ViMware, Hyper-v, KWVM)

Router

CsC

. B9

On Premises (\VMware, Hyper-v, KVM)

On Premises (VMware, Hyper-v, KWVM)
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Designing your Private Cloud

The following network diagram shows an example of IP addressing for PriCPA.

192.168.7.1/24

H ﬁ E Public IP:Port Public IP:Port =
: 200.1.1.1:51820 200.1.1.2:51820
n Private IP : - @
H E Private IP :
: - 192.168.7.2/24 =

Subnets behind:

10.1.1.0724 Subnets behind:
10.1.2.0/24 10.1.3.0/24
........................................... & 10.1.4.0/24 _/
Azure Cloud Private Cloud

Subniet 192.168.7.0/24 :
ks On Premises (VMware, Hyper-v, KVM)

te==a | 20011351820 S i

/@
gl
1 Securityl !
G Group Public IP-Port Public IP:Port

Private IP :
192.168.7.3/24

Subnets behind: Private IP - Compute

10.1.5.0/24 192 168.7.4/24 Engine

10.1.6.0/24 Subnets behind:
- 10.1.7.0/24

10.1.8.0/24

GCloud

Steps to Design Your Private Cloud:

1. Select a Subnet for your Private Cloud. The example above is 192.168.7.0/24. Due to the
Subnet being /24, up to 255 CSCs can participate in this Private Cloud.

2. Assign a Cloud Private IP to each CSC. In this example, we are assigning 192.168.7.1 to
192.168.7.4

3. The CSC on Public Clouds will automatically select the Public IP®. When the CSC is On-Prem,
you must choose a public IP configured on your Firewall. You can select the UDP port to use
at each location. For simplicity, using the same port at all locations is recommended. The
default UDP port is 51820.

4. Gather the information on the Private Subnets behind each CSC. This information will be
required when configuring the Peers.

5. Firewall Rules (or Security Group Rules): The CSC for Azure, AWS and Gcloud will implement
the firewall rules automatically. Manual FW rules are required when the CSC is "On-
Premises". The CSC provides a JSON file with the necessary rules for FW configuration

IMPORTANT: The "Public IP" can be an Internet Public IP or an RFC 1418 IP (10/8, 172.16/12 and 192.168/16)
when using private networks as transport. (e.g. MPLS). You can mix the type of IPs if the CSC has an uplink on the
Internet and another on an MPLS network.
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5 Creating the CSC PriCPA for Virtual Platforms

5.1 Filling the form

After you buy the CSC, you will receive a welcome email indicating that you must fill out the form
with your data.

Maidenhead Bridge - Cloud Security
Connector PriCPA - Cluster

IMPORTANT: Before filling this form, you need the following information. See image below.

1) Three consecutive IPs for the internal interface of the CSC PriCPA Cluster and its
gateway |P.

2) Three consecutive IPs for the external interface of the CSC PriCPA Cluster and its
gateway IP

3) (optional) DNS servers Primary and Secondary.

Sign in to Google to save your progress. Learn more

* Indicates required question

Emiail *

Your email address

| am not a Robot *

20+12=7

Your answer

CSC PriCPA - Cluster - Network Diagram

Caskiops

Lapiaps.

B

CSC PrCRA Clustar

O Prosmises. (Viars, Hyporos, 5VM]
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5.1.1 General Information

Maidenhead Bridge - Cloud Security
Connector PriCPA - Cluster

Sign in to Google to save your progress. Learn more

* Indicates required question

| Company Name * | 1

Please, insert your Company Name

Your answer

[ocomoneme ] 2

Please, put a name for the Location.

Your answer

Your Virtualisation Platform (or Hardware) * 3

Please, select your Virtualisation Platform (VMware, KVM, XEN, Hyper-V, Virtual Box) or
Hardware (Industrial Server)

Choose

1 VMware

| I Page 2 of 5 Clear form
—= KVM
Meje
¥EN . .
Mzidenhead Bridge. Report Abuss
Hyper le Forms

Hardware (Mini Industrial Server)

Oracle Virtual Box
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5.1.2 IP Addressing (Internal)

Please mote that all addresses are PRIVATE (RFC 1918)

CSC GRE - Cluster - IP Addresses

Firewall

Intamal LAN
3) DNS Servers

2) INT-GW| 5) EXT-GW

linkernal VILAN) {Estenial WLAN)

4) EXT-First IP | Bitmask
[Mote: Three consecutive IPs
will be used)

1} INT-First IPJ Bitmask
{Note: Three consecutive IPs
will be used)

CSC PriCPA Cluster

Internal IP address (Private IPs - RFC 1918)
IMPORTAMT! The CSC PriCPA Cluster requires THREE IPs of the same submet for Internal

Interfaces . For simplicity, we ask for the first one and the system will configure the other
e

For example, if you put INT-First-IP/BitMask = 192.168.24.100/24 , the IPs 192.168.24.101-
102 will be alzo reserved.

The First IP is the Internal Cluster IP (and GW to other locations). The second is the VM-a
internal interface and the third is VM-b internal interface.

(1) INT-First-IP/BitMask "| ].

This is the First IP of Internal Interfaces. Please, ingress it on the format of <ip»/<bitmask=
_ For example: 192.168.24. 100,24

172.19.0.22/24

[onrow: ] 2

Please, enter the value of Internal Gateway

172.19.0.254

(3) DN Servers* | 3

The CSC has Google DMS Servers configured (8.8.8.8, 8.8.4.4). If you want to configure
your Corporate DNS servers, please do it here. Do you want to use your DNS servers?

Yes -
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5.1.3 DNS servers

| (3a) DNS Server Primary * | ]_

Please, enter the value of your Primary DMS Server. This can be an Internal ONS or External
OMS.

172.19.0.100

(3b) DNS Server Secondary * | 2
Plesse, enter the value of your Secondary DNS Server. This can be an Internal DNS or

External DMS.

172.19.0.101

Back Mext S  Poge d of 5 Clear form
» Click "Next"
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5.1.4 External IP address

CSC GRE - Cluster - IP Addresses

Firewall
8
Inbarmal LAN
3) DNS Servers
gl 20

2) INT-GW

{Esteenal WLAN)

|Imtarnal VLAM)

4) EXT-First IP | Bitmask
(Mote: Three consecutive IPs
will be used)

1) INT-First IP | Bitmask
{Note: Three consecutive IPs
will be used)

CSC PriCPA Cluster

External IP address (Private IPs - RFC 1918)

IMPORTANT! The C5C PriCPA Cluster reguires Three IPs of the same subnet for External
Interfaces . For simplicity, we ask for the first one and the system will configure the other
o,

For example, if you put EXT-First-IP/BithMask = 172.16.0.100/24 , the IPs 172.16.0.101-102
will be also reserved.

The Firat IP is the External Cluster I[P {and PriCPA IP). The second is the YM-a external
interface and the third is VM-b external interface.

(4) EXT-First-IP/BitMask * ]'

This 15 the First External IF of the CSC GRE PrCPA. Please, ingreas it on the format of
«ip=/<bitmask=> . For example: 172.16.0.100/24

192.168.1.22/24

mexrewe | 2
Please, enter the value of the External Gatewsy

192.168.1.254]

A copy of your respanses will be emailed to the address that you provided.

Back Page Sof 3 Clear form

Mever submit pa e ereytr®ehgle Forms.

Important: After filling out the form, you will receive the URL links to download the CSC VM
images in the format you selected: VMware (OVA), HyperV (.vhdx disk) or KVM (gcow?2 disk)
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6 Firewall Requirements

The CSC PriCPA Cluster uses three IPs on the external interface, and it is required to set up specific
NAT and Allow Rules in your Firewall for all of them.

The following table shows the name and purpose of each one.

External IP# Name Purpose

First PriCPA IP Source IP of this PriCPA Node.
Second CSC IP(eth0) -a External IP of the VM -a

Third CSC IP(eth0) -b External IP of the VM -b

6.1 NAT requirements

External IP# Name NAT Type required: via Public IP

First PriCPA IP STATIC* or DYNAMIC. The selected Public “Static IP” for this PriCPA
Node.

Second CSC IP(eth0) -a | DYNAMIC (also called 1:N NAT) | Any Public IP

Third CSC IP(eth0) -b | DYNAMIC (also called 1:N NAT) | Any Public IP

4 When using Private Access, it is advisable to use Static Nat to avoid changing the packet's Source Port.
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6.2 Allow Rules required

6.2.1 Firewall Local Rules JSON file

The CSC provides a JSON file with the list rules required for the PriCPA cloud. This file is updated
every time you reload or refresh the Peers JSON file.

You can consult the file via SSH Admin Console:

1) Show PriCPA Configuration and Status. - 5) Show Firewall Local Rules

Here is an example:

{
"nodeName": "pricpa-vm-c001001-b",
"localPrivatelp": "192.168.1.25",
"inboundFirewallRules": [

{
"localUdpPort": "51820",
"peersPublicSourcelP": [
"20.124.34.7",
"92.40.213.220",
"74.235.124.204",
"4.246.221.166"
]
}
1,
"outboundFirewallRules": [
{
"remoteUdpPort": "51820",
"peersPublicDestinationIP": [
"20.124.34.7",
"92.40.213.220",
"74.235.124.204",
"4.246.221.166"

If you want to retrieve the JSON from the CSC, the location is:

/usr/local/etc/mhb-csc/privateAccessLocalFirewallRules.json
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6.2.2 Outbound Rules:

The following table shows the allow rules required.

External IP# | Source Protocol |Ports / Service |Destination
First PriCPA IP uDP Configurable Public IP of other PriCPA nodes. See
( "localPrivatelp": ) "outboundFirewallRules" on Local Firewall JSON
File.
TCP 443 ip.maidenheadbridge.com
Second and | CSC IP(eth0) -a ICMP echo-request FW Gateway (°) .
Third CSC IP(eth0) -b TCP 80, 443 Internet (or specific to Ubuntu repos,
ip.maidenheadbridge.com AWS Systems Manager (°),
Others (7))
ubpP 53 If using Public DNS servers. (ie. 8.8.8.8, 8.8.4.4)
ubpP 123 If using Public NTP servers (i.e. ntp.ubuntu.com)
6.2.3 Inbound Rules:
External IP# | Destination Protocol |Ports / Service |Source
First PriCPA IP uDP Configurable Public IP of other PriCPA nodes. See
( "localPrivatelp": ) "inboundFirewallRules" on Local Firewall JSON File.
Second and | CSC IP(ethO0) -a n/a n/a n/a
Third CSC IP(eth0) -b

5 The CSC PriCPA Cluster pings the Gateway IP of the Firewall to check reachability.

6 When using AWS SSM Agent, allow HTTPS from the csc-external-a (-b) to AWS. The AWS destinations are:
ssm.<AWS region>.amazonaws.com, ec2messages.<AWS region>.amazonaws.com

7 The CSC retrieves the Private Access JSON URL via csc-external-a (-b).
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Installing the OVA or Disk file in your Virtual Platform.

The following examples shows the installation on Vmware, Hyper-V and KVM.

7.1 Using VMware 5.x
1. Go to vSphere, File > Deploy OVF template

2. Select the OVA File:

Source

OVF Template Details

Mame and Location

Resource Poal

Disk Format

Metwork Mapping Deploy from a file or URL

Ready to Complete - =
WB( Uadrian\csc-a CASD0016-v-2-4.0va Browse... |

Enter a URL to download and install the OVF package from the Internet, or
spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

OVF Template Details: Click Next

Name and Location: Put the Name you want.
Resource Pool: Place the VM where you want.
Disk Format: Click Next

Network Mapping: Please map the interfaces EXTERNAL and INTERNAL to your
interfaces. Here an example:

@ Ceploy OVF Ternplate

Network Mapping
What networks should the deployed template use?

ij#rf:amglate Dietails Map the networks used in this OVF template to netwarks in your inventory
Mame and Location

Resource Pool Source Metworks | Destination Networks
Disk Format EXTERNAL Met-192-168-1-0
Network Mapping INTERNAL Net-172-19-0-10

Ready to Complete

8. Click "Next"

9. Click "Finish"
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7.2 Using VMware 6.x
1. Go to Virtual Machines = Create/Register VM

vmware ESXi”

r= - Virtual
~ [ Host 2
Manitor [ | Virtual machine a ~ | Status ~  Used space
@ Virtual Machines O | B cacooozz @ Normal 43268
O | G caso0z42 @ Normal 388GB
Monitor B | & coc00017-av-25 @ Normal 30968
b 3 cas00242 B | & cgc00017-bv-2-5 @ Normal 28GB
» [ cao00022 O | & coco0024-a @ Normal 7.02 GB
lie 1| @& cocnnnza-n # Normal 702 GR

2. Deploy a virtual machine from an OVF or OVA file

) New virtual machine

*(ECCIITI  Select creation type

2 Select OVF and VMDK files.

How would youlike to create a Virtual Machine?

This option guides you through the process of creating a

Create a new virtual machine
virtual machine from an OVF and WVMDK files

& Additional settings. Deploy a virual machine from an OVF or OVA file
7 Ready to complete

Register an existing virtual machine

[ e |[_nea ]| rmen | [ corem |

3. Click "Next"

4. Puta"Name" and "Select the OVA File"

#) New virtual machine - cgs00040

¥ 1 Select creation type Select OVF and VMDK files

Select i OVF and VMO lesor OVA o the VM you veuld et deply
5

Enter a name for the virtual machine.

& Additional settings. [ casooos0 I

7 Ready to complete

Virtual machine names can contain up to 80 characters and they must be unique Within each ESXI instance.

* @ cgs00045v-26.0va | 2

Back Newt || Fnen | [ Cancel

5. Click "Next"
6. Select Storage and click Next

7. On "Deployment options", Select:
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a) "Network Mappings" = Select "EXTERNAL" and "INTERNAL" interfaces of the CSC.
b) Disk Provisioning: Thin

c) Power on Automatically

¥31 New virtual machine - cgs00040

¥ 1 Select creation type Deployment options
/' 2 Select OVF and VMDK files Select deployment options

V' 3 Select storage

B4 4 Depioyment options
Network mappings 1

5 Ready to complete EXTERNAL | Net-192-168-1-0 2 v

INTERNAL | Net-172-18-0-0 3 v
Disk provisioning 4 ‘.‘Thick
Power on automatically 5

{ Back H Next J\ Finish -I Cancel I

8. Click "Next"

9. The next screen will show all values:

%7 New virtual machine - cgs00040

+ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
¥ 3 Select storage

+ 4 Deployment options

Product gs00045
B4 5 Reaay to complete

VM Name ©gs00040
Disks cgs00045-v-2-6-disk1.vmdk

Datastore datastore 1

Provisioning type Thin

Network mappings EXTERNAL: Net-192-168-1-0 INTERNAL: Net-172-19-0.0
Guest OS Name Unknown

2\
i 1 } Do not refresh your browser while this VM is being deployed.
-

Back || mext 7| Finish Icannel

10. Click "Finish"
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7.3 Using Hyper-V

Before to start: You will receive the CSC disk (.vhdx) on zip format. Please unzip it and place it on

your Virtual Machine directory before to start this wizard.

1. Go to Hyper-V and Click > Action > New

EH Mew Virtual Machine Wizard x

Ea Before You Begin

This wizard helps you create a virtual machine, You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to canfigure the virtual machine now, and
you can change the configuration later using Hyper-V Manager

Specify Name and Location

S EET To create a virtual machine, do one of the fallowing:
Assign Memary

) « Click Finish to create a virtual machine that is configured with default vaiues.
Configure Networking o Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

summary

[ Do not show this page again

creoe | [(Nets || Fos || cance

2. Click Next > and Specify Name and Storage

Mewe Wirtual Machine Wizard X

= ] Specify Name and Location

Eefore You Begin Chanse & name and location For this virtual machine,

The name is displayed in Hyper-+ Manager. We recommend that you Use & name that helps you easly
identify this virtual machine, such as the name of the guest operating system or workioad.

Specify Generation

Assign Memary Mame:  [cgs00005]
Canfigure Netwarking You can create a Folder o Use an existing folder to store the virtual maching. IF you dont selsct a
R folder, the virtual machine is stored in the deFault Folder canfigured for this server.
Installation Options [ Store the virtual machine in a different location
Summary Location: | C:\ProgramData|MicrosoftiWindows)Hyper-¥), Browse. .

A\ TF vou plan ko take checkpoints of this virtual maching, select 2 location that has enough fres
space. Checkpoints include virtual machine data and may require  large amount of space.

< Previous ‘ | Next = | ‘ Finish ‘ ‘ Cancel

3. Click Next > Select "Generation 1"
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Mew Virtual Machine Wizard

=] Specify Generation

Before You Bagin Choose the generation of this virtual machine,

Specify Name and Location

® Generation 1

This virtual machine generation sUpports 32-bit and 64-bit quest operating systems and provides
} vittual hardware which has been avallable in al previous versions of Hyper-V.
Assign Memory

Configure Networking O Generation 2
s O firmiare, and requires a supported 54-bIE quest operating system.

LSt el A\ Once & vitus| machin has besn crestd, you cannct changs 5 gensrstion,
Summary

More about virtual maching generation support

This virtual machine generation provides support for newer virtualization features, has UEFI-based

< Previous H Next > H Finish H Cancel

4. Click Next > Assign Memory: 4096 MB

B New Wirtual Machine Wizard
=) Assign Memory

Before You Begin Specify the amourkt of memory to allacats to this virtual machine, You can spedfy an amount from 32

ME through 12582912 ME, To improve performance, specify more than the minimum amount

Phec iyjapel bocatiog recommended for the operating system

Specify Generation

Startup memory:

[ Use Dynamic Memory For this virtusl machine.
Canfigure Networking

@ vhen you decide how much memory o assign t  virtual machine, consider how you intend b

Coecialonies use the virtual machine and the operating system that it wil ran.

Instalstion Options

Summary

< Previous H Next > H Finish H Cancel

5. Click Next > Configure Networking

IMPORTANT: This is the EXTERNAL interface of the CSC. We are going to add the Internal Interface

later.

Configure Networking

Before Vou Bagin Each new virtual machine includes a network adapter. You can configure the network adapter to use a

virtusl switch, or it can remain disconnected,
Specify Name and Location

Specify Generation Connection; |Mek192-0-2-x v

Assign Memory:

Connect ¥irtual Hard Disk.
Installation Options

Summary

<previous | [ Mext> || Freh || Cancel

B Mew virtual Machine Wizard X
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6. Click Next > Connect Virtual Hard Disk

Select the unzipped disk on "Use an existing virtual disk"

EH Mew Virtual Machine Wizard

Connect Virtual Hard Disk
Before You Begin A virtual machine requires storage so that you can instal an operating system. You can specfy the
e storage now or configure i later by modifying the virtual machine’s properties.
Spedy Generation (O Create a virtual hard disk
A — Use this option ta create a YHDK dynamically expanding virtual hard disk,
Configure Networking Hame:  cqs0000S.vhox

Location: | CiUsersiPubliciDocumentsiHyper-4irtual Hard Disks!,

Summary

Size: 127 GB (Maximum: &4 TB)

(®) Use an existing virtual hard disk
Use this option o attach an existing virtual hard disk, sither VHD o WHDX format,
Location:

() attach a virtual hard disk later

Use this option o skip this step now and attach an sxisting virtual hard disk later.

<previous | [ mewt= || Frish

7. Click Next > Summary > Finish .

The machine will be created but we need to add the INTERNAL Interface.

8. Right Click the machine created > Settings > Add Hardware > Network Adapter

B Settings for cgs00005 an HYPERV

egs00005 MR
# Hardware A | B addHardwars
B ndd Hardware
o s105 You can use this setting to add devices ko your virtual machine,
Bk from CD Select the devices you want to add and click the Add button,
@ security SCSLCortroller
Key Storage Drive disabled o
W Memary RremoteFY 30 Yideo Adapter
1024 ME Legacy Metwork Adapter
I Processar Fibre Channel Adapter

1 Virtual pracessor

. Hard Drive

&l scst Controller
[ Wetwork Adapter
Nek192-0-2%
& com1
None
§ comz
None
[ pisketts Drive
None
A Management

cgs00005

[ integration Services
Some services offered

t#, Checkpoints
Production

(=1} 5

S Smart Paging File Lacation
Cr\ProgramDataMicrosoft\Win...

(= [ IDE Controller 0

COsO0005-diskL v ¥irtual machines are created with one network sdapter. fou can add addiional network
1 [ E controler 1 adapters as needed.
() DND Drive
None

9. Click Add > and connect it to your INTERNAL virtual switch
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[ Settings for cgs00005 on HYPERY!

| cgson0s

v 4> B

# Hardware
B add Hardware
3 B10s
Boot from CD:
@ Security
Key Storage Drive disabled
W Memory
1024 WG
I Processor
1 Virtual processar
IDE Controller 0
= Hard Drive
cgs00005-ciskL vhilx
= [ 1DE Controller 1
() DvDDrive:
Hone
&l 5Cs1 Controller
I Network Adapter
Met192-0-2+%
I Network Adapter
Net172-19-0-x
§ comt1
Mone
§ comz
Mone

[ Diskett= Drive
Mone

Name
Cgs00005

[ Integration Services
Some services offered

1 Checkpaints
Froduction

4 Management

~

U Network Adapter

Specify the configuration of the network adapter or remove the network adapter,
Virtual switch:
|Met172-13-0 v

WLAN ID

[ Enable virtual LAN identification

The YLAN idenitfier specifies the virtual LA that this virtual maching will use for al
netwark communicatians through this network adapter,

H

Bandwidth Management

[] Enable bandwidth management

Specify how this network adapter utilizes netwark bandwideh, Both Mirimum
Bandwidth and Maximurn Bandwidth are measured in Megabits per second,
Minimum bandwidth: 0| Mbps

Maximum banduwidth: 0| mbps

@ Toleave the ninimum or maximum unrestricted, specify 0 as the valus,

To remeve the network adapker From this virkual maching, click Remoswe,

Remove

@) Use a legacy network adapter instead of this network adapter ko perform a
network-based installation of the quest aperating system or when integration
services are not installed in the guest operating system,

oK |

Cancel || Apply

10. Click Apply and OK.

7.4 Using KVM

When using KVM, you will receive the disks of the CSC PriCPA Cluster in gcow?2 format.

The following example shows the installation on a KVM server using Virtual Machine Manager

(VMM)

1. Go to New -> Create a new Virtual Machine and select "Import existing disk image"
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m Create a new virtual machine

Connection: QEMU/KVM: 192.168.1.166

) Local install media (IS0 image or CDROM)
() Network Install (HTTP, HTTPS, or FTP)
() Network Boot (PXE)

© Import existing disk image 2

Cancel | |

Choose how you would like to install the operating system

Back | | Forward

2. Click "Forward"

3. Browse for the Disk and select Ubuntu 22.04 (or another Ubuntu version if 22.04 is not

available)

m Create a new virtual machine

Provide the existing storage path:

|/home/kvm[)6/VM5/n5—cgc00002—a-v—‘l -0.gcow2 | Browse... |

Choose the operating system you are installing:

Q. Ubuntu 20.04 Q |
Cancel | ‘ Back | | Forward |

4. Click Forward.

5. Select 2 x CPU and 4 GB Memory (or more).
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New VM

m Create a new virtual machine

Choose Memory and CPU settings:

Memory: |4096 - |+ |

Up to 7871 MiB available on the host

CPUs: | 2 =[=r

Up to 4 available

Cancel

| | Back | | Forward .

6. Click Forward.

7. Put the Name of the CSC, Select "Customise configuration before install" and choose here

the External Interface.

New VM

m Create a new virtual machine

Ready to begin the installation

Name: | csc-cluster—a|

: untu 20.04
Install: Import existing OS image
Memory: 4096 MIiB
CPUs: 2
Stora

B Customise configuration before install

2 - IMPORTANT!

+ Network selection

Bridge br1: Host device enp1s0 » |

Cancel

3 (External Interface)|

|| Back | | Finish

8. Click Finish.
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9. We need to add now the Hardware for the Internal Interface. Click "Add Hardware", select
"Network" and on Network Source choose the Internal Interface of the CSC.

csc-netskope-cluster-a on QEMU/KVM: 192.168.1.166 x

v Begininstallation € Cancel Installation

| Details || xmL

Bl osinformation Basic Datails.
ﬁ CPUs w3 Add New Virtual Hardware %
E= Memory uul |[] storage Nobwok
% BookOptions stal Bl _controller 2
VirtiO Disk 1 - = Network [ Details | xML 3 - Internal Interface
e
ey " Input - =
= Nic:1dateT 5 Network soul 9-‘ Bridge br2: Host device enp2s0 v ‘
|’ i Des M Graphics
B sound
: 3 52:54:00:C5:73:50
B Display vNC 7S o R Carkles ﬂ‘ci‘
@ Console @ rarallel Device model; | virtio -
=5 Channel gemu-ga Hynd @ console
Bl video QxL Hy @ channel
USB Host Devi
m Controller USB 0 Are : osLoeee
PCI Host Device
% RNG /dev/urandem Emi B video
& B watchdog
Fil - Filesystem
& Smartcard
@ s Redirection
1 O Tem
% RNG
A % Panic Notifier
_M‘ Virtio VSOCK
cancel | | Finish

10. Click Finish.

11. The last step is: "Begin Installation'

csc-netskope-cluster-a on QEMU/KVM: 192.168.1.166 x
' Begin Installation | €3 cancel installation

| Details || xmL
B o5 information Basic Details
3 crus Name: ‘G(—netsknus-clns-ter-a ‘
B8 memory uuID: 47314897-6a71-4261-ba7e-ba146b583a91
% Boot Options Status: B shutoff (shut Down)
Virtio Disk 1 :
Title: ‘ ‘
= Nic1daner
Description:
& NIC:c573:50
[/ Tablet
Bl Display YNC
@& Console Hypervisor Details
G channel gemu-ga Hypervisor:  KVM
B video QXL Architecture: x86_64
m Controller USB 0 Emulator:  /usr/bin/qemu-system-x86_64
% RNG/dev/urandom Chipset: ‘st -
Firmware: ‘ BIOS A4
Add Hardware cancel | [ apply

12. Done! Repeat the same process for the other CSC.

7.5 VM sizing

The CSC is a very efficient device and consumes few CPU and RAM resources. By default, we ship it
with 2 x CPU, 4 x GB RAM and 16 GB disk. If you are going to have high PriCPA traffic from several
Peers, please increase CPU to 4 and RAM to 8 GB.
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8 Powering up the CSC GRE

1. Power on the Virtual Machines.

2. SSH to the CSC using : ssh cscadmin@< CSC IP(eth1) -a > or < CSC IP(eth1) -b >. On the CSC
PriCPA Cluster CSC IP(eth1) -a is the second internal IP and CSC IP(eth1) -b is the third.

When prompted, put the following username and password to login on the CSC Console:

Username: cscadmin

Password: maidenheadbridge

Note: SSH to the EXTERNAL interface IPs is not allowed.

Maidenhead Bridge
Cloud Security Connector PriCPA for Virtual Platforms - Admin Console

Company : Maidenhead Bridge
Location : PriCPA-81-MHB

CSC ID : pricpa-vm-c08leal-a
Soft Version : 1.0.6

Please select an option by typing its number

Monitoring Tasks
Show PriCPA Configuration and Status.
Show CSC Node Configuration and Status.
Show Interfaces Traffic.

4) Tcpdump and NetScanner.

Configuration Wizards

5) Configure PriCPA: Local and Peers Configuration.

6) Configure CSC Remote Management Networks via PriCPA.
7) Reserved for future use.

CSC Admin tasks

8) AWS SSM Agent (Register or De-Register).
9) Manage Administrators, Restrict SSH access and Radius Configuration.
10) Configure DNS, SMMP, NTP and Timezone.

System and Traffic Logs
11) View System Logs.
12) Configure Syslog and Traffic Logs.
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o
,
——————=

z PR

Select 1) Show CSC Node Configuration and Status and verify the IPs configurations:

Selection:

GENERAL Information

INTERFACES Information
External: PriCPA IP: 192.168.1.2
rnal: CSC GW IP:

DNS Information
DNS Server (1) IP: 8.
DNS Se - (2) IP: 8.

CONNECTIVITY Test
CSC External Interface 192.168.1. £ tes e | s://ip.maidenhe com) via Public IP 82.68.6.73
PricPA Interface 192.168.1. 3 ) a Public IP 82.68.6.73

SIEM (IP/TCP PORT)
/ SIEM IP:

HIGH AVAILABILI Information
This CSC (pricpa-vm- B01-b) 1is Cluster ACTIVE

Congratulations! Your CSC is up and running.

In the next chapter, we are going to discuss the PriCPA configuration in detail.
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9 Configuring PriCPA

The Main Menu has a section with Configuration Wizards:

Configuration Wizards
5) Configure PriCPA: Local and Peers Configuration.

Configure CSC Remote Management Networks via PriCPA.
served for future use.

In a few simple steps, you can configure PriCPA:

1. Create the Local Node configuration. This step will initialize and enable Private Access on
the Node. The result of this operation will show a "Token" and "Private Access Local JSON
file".

2. Initialize the second Node of the HA pair using the "Token" and "Private Access Local JSON
file".

3. Create and distribute the Private Access Peers JSON file to all nodes.

IMPORTANT: We strongly recommend using software with a JSON formatter to create the Peers
JSON file, like Visual Code or Notepad ++ . See Appendix C for more detail about how to install
these programs and the plugins required.

9.1 Create the Local configuration (First node of the HA pair)

Configuration Wizards
5) Configure PriCPA: Local and Peers Configur

re C5C Remote Management Networks via PriCPA.
ved for future use.

» From Main Menu, select "5) Configure PriCPA: Local and Peers Configuration."

» Select "1) Create (or change) Private Access Local Configuration"

ess Local Configuration
configuration file

or example, to configure second CSC on HA Pair.
o enable Private

Configuration
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IMPORTANT: The "Token" and "Private Access Local Config JSON file" will be used to create the
local configuration on the second node of the HA pair. Please, keep these values in a safe place.
You can use these values to reconfigure any node of the HA Pair if necessary in the future. For
example, if you want to change the IPs or descriptions.

9.2 Create the Local configuration (second node of HA Pair)

SSH the second node of the HA Pair and input the "Token" and "Private Access Local Config JSON
file".

Go to 5) Configure PriCPA: Local and Peers Configuration. = 1) Create (or change) Private Access
Local Configuration - 2) Token and JSON
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te Access Configuration wizard
ps to configure Private Access:

- Create Pri Access Local Configuratien. (This selection also allows to change Local Configuration)
- Copy Local Configuration to the other CSC in the HA pair.
- Load Private Access Peers JSON configuration file.

1) |Create (or change) Private Access Local Configuration
2) Load Privat ss Peers JSON configuration file

3) Quit

Enter your choice: 1

Private Access 1s not enabled.
IMPORTANT :

Use 'Manual Configuration' to generate keys and
'Token and JSON' to load previous gene es. ample, to configure second CSC on HA Pair.

Do

1)
2)

3)

you want to enable Private Access?

Manual Configuration
Token_and JSON
Quit

Enter your choice: 2
Before continuing, you need to have ready the values generated on the Fist CSC on the HA Pair.:

1 - Token (string)
2 - Pri Access Local config Json file. (JSON File)

Do you want to continue?

Enter your choice: ]ﬂ

Do you want to continue?

1) Yes
2) No
Enter your choices 1

Please, input the following valu

[Token (string): YU9WVk9zSUdKRVNnb1UzZVmZI SDIVU2RYSWVpdHFp0GO1aTAyUB4zTTOK

Please, paste ‘Private Access Local Config JSON file' and press '‘Enter’ if required.

NOTE: If the json file has errors, it is possible that the script will hang. Press '}' and 'Enter’ to end the operation.

ccess Local Config JSON file: {
E

“nodeNam "2zs-csc-mux-4-as-d”,
"location": "Azure US East",
“"description”: "CSC 4 AS D",

QJI7QPswdTx+mrLMbgLBubed/ rw9ssuny780k1jTZ1
"publicIpAndUdpPort”: "74.235.173.101:51280",
"privateCirdIp": "192.168.7.16/24",

e Access Local Config JSON file imported successfully

lues to configure are:

Node Name: "zs-csc-mux-4-as-d"

Public IP and UDP Port: 74.235.173.101:51280
Private IP/Subnet of Local Interf

Location Name: “Azure US East”

Description: "CSC MUX 4 AS D"

Persistent KeepAlive: no

Do you want to apply this values?
1)

2) No

Enter your choice:| 1

(MHB-CSC) (INFO) Private Access - Privi Access service is enabled on zs-csc-mux-4-as-d-2.
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9.3 Create the Private Access Peers JSON file

The Private Access Peers JSON file contains:

1. The Local configuration of each Peer.

2. The "backupPubliclPs" (used when you two or more uplinks to the internet)
3. The "networks" behind each Peer.

4. The "privateApps" allowed to be reached on each Peer.

Here some examples.

9.3.1 Full mesh Private Access Peers JSON file

Consider the following example:

We have 3 nodes and we want to allow full communication between sites for all port and
protocols. The Local Config JSON file of each node is:

ns-cgc00001
{

"peers": [
{

"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIgJBgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",
“privateCirdip": "192.168.7.1/24",
"persistentKeepAlive": "no",
"backupPublicIPs": []
"networks": [],
"privateApps": []

ns-cgc00002
{

"peers": [
{

"nodeName": "ns-cgc00002",
"description": "Node on VMware Server 2",
"location": "Datacentre 2",
"publicKey": "xTIBASrboUvnH4htodjb6e697QjLERtINAB4mZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",
"privateCirdip": "192.168.7.2/24",
"persistentKeepAlive": "no",
"backupPubliclPs": []
"networks": [],
"privateApps": []
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ns-cgc00003

{
"peers": [
{
"nodeName": "ns-cgc00003",
"description": "Node on VMware Server 3",
"location": "Branch",
"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71I0WWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",
"privateCirdip": "192.168.7.3/24",
"persistentKeepAlive": "no",
"backupPublicIPs": []
"networks": [],

"privateApps": []

Firstly, we need to create our "basic" Peers Configuration JSON file: It contains the Local

Configuration of each Node plus the "networks" behind each node.

Basic Peers Configuration JSON file

{
"peers": [
{
"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIgJBgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",
"privateCirdIp": "192.168.7.1/24",

"persistentKeepAlive": "no",
"backupPubliclPs": [],

"privateApps": []

"nodeName": "ns-cgc00002",

"description": "Node on VMware Server 2",

"location": "Datacentre 2",

"publicKey": "xTIBA5rboUvnH4htodjb6e697QjLERtINABAmMZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",

"privateCirdlp": "192.168.7.2/24",

"persistentKeepAlive": "no",

Maidenhead Bridge Cloud Security Connector PriCPA for Virtual Platforms | 40




"backupPublicIPs": [],

"privateApps": []

"nodeName": "ns-cgc00003",
"description": "Node on VMware Server 3"
"location": "Branch",

"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71lIOWWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",

"privateCirdlp": "192.168.7.3/24",

"persistentKeepAlive": "no",

"backupPublicIPs": [],

’

"privateApps": []

In this "Basic Peers Configuration JSON file" we have:

* Green: The Local values generated at each node, and "backupPubliclPs".
. The Subnets behind each node
* Red: Nothing. No private Apps configured.

If you deployed this "Basic Peers Configuration JSON file" to all CSCs, you have created the Private
Cloud. All Peers will be visible to each other, but no traffic between subnets will be allowed
because there is no "privateApps" configured.

If we want to allow traffic to any between subnets, we need to add the corresponding "private
apps" to each node. For example, for node: "ns-cgc00001"

ns-cgc00001
{

"nodeName": "ns-cgc00001",

"description": "Node on VMware Server 1",

"location": "HQ",

"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIg)BgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",

"privateCirdlp": "192.168.7.1/24",

"persistentKeepAlive": "no",

"backupPubliclPs": [],
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"privateApps": [
{

"description": "Allow all traffic to this site",

"ipProtocol": "all",

"sourceCirdlp": [
"0.0.0.0/0"

1,

"destinationCirdlp": [
"10.1.1.0/24",
"10.1.2.0/24"

]I

"destinationSinglePorts": [

1,

"destinationPortRange": {
"fromPort": "",
"tOPOI’t": nn

b

In this case, we added a "privateApp" that allows any source IPs (0.0.0.0/0) to reach the
"networks" (10.1.1.0/24 and 10.1.2.0/24) using "all" protocols ("ipProtocol" : "all".)

Now, completing our "Peers Configuration JSON file":

Full Mesh Peers Configuration JSON file.

{
"peers": [
{
"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIg)BgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",
"privateCirdlp": "192.168.7.1/24",
"persistentKeepAlive": "no"
"backupPubliclPs": []

"privateApps": [
{
"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdlp": [
"0.0.0.0/0"
I
"destinationCirdlp": [
"10.1.1.0/24",
"10.1.2.0/24"
1

"destinationSinglePorts": [

1

"destinationPortRange": {
"fromPort": "",
“toPort": ""
}

}
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"nodeName": "ns-cgc00002",

"description": "Node on VMware Server 2",

"location": "Datacentre 2",

"publicKey": "xTIBASrboUvnH4htodjb6e697QjLERtINABAMZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",

"privateCirdlp": "192.168.7.2/24",

"persistentKeepAlive": "no",

"backupPublicIPs": []

"networks": [

"privateApps": [
{

"description": "Allow all traffic to this site",

"ipProtocol": "

"sourceCirdlp": [
"0.0.0.0/0"

I

"destinationCirdlp": [
"10.2.1.0/24",
"10.2.2.0/24"

1

"destinationSinglePorts": [

1
"destinationPortRange": {
"fromPort": """
"toPort":
}
}
1
b
{

"nodeName": "ns-cgc00003",

"description": "Node on VMware Server 3",

"location": "Branch",

"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71IOWWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",

"privateCirdip": "192.168.7.3/24",

"persistentKeepAlive": "no

"backupPublicIPs": ]

"privateApps": [
{
"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdlp": [
"'0.0.0.0/0"
I
"destinationCirdlp": [
"10.3.1.0/24",
"10.3.2.0/24"
1
"destinationSinglePorts": [
1
"destinationPortRange": {
"fromPort": """
"toPort": ""

Done! Your task is to implement this JSON file on all CSCs and you will have full connectivity any to

any for all protocols.
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9.3.2 Understanding "privateApps" configuration and values

Question 1: Where to configure the "privateApps"?
Only on the node that has the "destinationCirdlp": [], that belongs to its "networks".

Example: | want to allow access to "destinationCirdlp": ["10.1.1.50/32"]. The rule must be created
on node ns-cgc00001 that has "networks": ["10.1.1.0/24","10.1.2.0/24"]

Question 2 : What about the values to configure?

On "privateApps" section there are two types of values to input:

Accepts single value only ->

Accepts single or multiple values -> []

"privateApps": [
{
"description": "",
"ipProtocol": "",
"sourceCirdIp": [],
"destinationCirdlp": [],
"destinationSinglePorts": [],
"destinationPortRange": {
"fromPort": "",
"toPort": ""
}
}
]

Examples:

Single value (""):

"description": " Intranet Servers",
"ipProtocol": "tcp",

Single or Multiple values ([1):

"sourceCirdlp": ["0.0.0.0/0"],

"destinationCirdlp": ["10.1.1.100/32", "10.1.2.100/32"],
"destinationSinglePorts": [ "80", "443" ],

The following table shows all fields and values accepted:
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Field Value Type |Values to configure |Example
"description": "", Single String "description": "Intranet Server Access",
"ipProtocol": "", Single tcp,udp,icmp or all "ipProtocol": "tcp",
"sourceCirdIp": [], Single or Networks in the "sourceCirdlp": [
Multiple range of: "10.2.1.0/24",
10.0.0.0/8 "10.2.2.0/24",
172.16.0.0/12 "10.3.1.0/24",
192.168.0.0/16 "10.3.2.0/24"
and 1
0.0.0.0/0
"destinationCirdlp": [], Single or Networks in the "destinationCirdlp": [
Multiple range of & "10.1.1.100/32",
10.0.0.0/8 "10.1.1.200/32"

172.16.0.0/12
192.168.0.0/16

]I

"destinationSinglePorts": [], | Single or Single Port of the "destinationSinglePorts": [
Multiple range 1 to 65535 "80",
l|443ll
1,
"destinationPortRange": { |Single Single Port of the "destinationPortRange": {

"fromPort": "",
"tOPOrt": nn

range 1 to 65535

"fromPort": "3780",
"toPort": "3784"

IMPORTANT: For PriCPA, 0.0.0.0/0 represent the private network segments: 10/8, 172.16/12,
192.168/16 and not the entire internet addresses.

8 The expected value here is a value that belongs to the "network" defined behind the CSC. For example, of the

network behind the CSCis 10.1.1.0/24, any destination configured must belong to 10.1.1.0/24, like 10.1.1.100/32.
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9.3.3 Example of "privateApps" for a Windows Domain controller

The following example shows how to create rules to allow access to your Domains Controllers.
The port information was taken from this article:

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/config-firewall-for-ad-
domains-and-trusts

Example: Domain Controllers IPs: "10.2.1.100/32" and "10.2.2.100/32" on Node ns-cgc00002 of previous example

"privateApps": [
{
"description": "Domain Controllers TCP",
"ipProtocol": "tcp",
"sourceCirdlp": [ "0.0.0.0/0" ],
"destinationCirdIp": [ "10.2.1.100/32", "10.2.2.100/32" ],
"destinationSinglePorts": [ 135", "464", "389", "636", "3268", "3269", "53", "88", "445" ],
"destinationPortRange": { "fromPort": "49152", "toPort": "65535" }

"description": "Domain Controllers UDP",

"ipProtocol": "udp",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.2.1.100/32", "10.2.2.100/32" ],
"destinationSinglePorts": [ 123", "464", "389", "53", "88" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

"description": "Domain Controllers Ping",

"ipProtocol": "icmp",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdIp": [ "10.2.1.100/32", "10.2.2.100/32" ],
"destinationSinglePorts": [],

"destinationPortRange": { "fromPort": "", "toPort": "" }

9.3.3.1 Example of "privateApps" for Internal Web Server.

In this example, we are showing how to configure access to users on ns-cgc00001 to an Internal
Web server located behind node Node ns-cgc00003.

Example: Web Server "10.3.1.200/32" on Node ns-cgc00003 of previous example. Allow access to all users behind ns-cgc00001

"privateApps": [
{

"description": "Web Server 3",
"ipProtocol": "tcp",
"sourceCirdlp": [ "10.1.1.0/24", "10.1.2.0/24" ],
"destinationCirdlp": [ "10.3.1.200/32" ],
"destinationSinglePorts": [ "80", "443" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

Maidenhead Bridge Cloud Security Connector PriCPA for Virtual Platforms | 46




9.4 Load the "Private Access Peers JSON file" to the CSCs.

After the Local Configuration is done and the "Private Access Peers JSON file" is created, the next
task is to distribute and apply it on each CSC.

There are three methods available:

1. URL: (Recommended) Using "Private Access Peers URL" and running the command "Refresh
Private Access Peers URL" using AWS Systems Manager, Rundeck or Azure CLI commands.

2. DevOps: Distribute the JSON file on all CSC and run the command "Reload Private Access
Peers URL" using AWS Systems Manager or Rundeck.

3. Manual: Copy/Paste the JSON file on each CSCs.

In this section we are going to explain two methods: URL and Manual Copy. The DevOps method is
explained on Section12: DevOps operations.

9.4.1 Using "Private Access Peers URL"

This is the recommended method. The steps to configure are:

1. Place the Private Access Peers JSON file on an internal web server or an AWS bucket® or
similar. Obtain the download URL.

Example of AWS bucket:

Amazon 53 mhb-netskope-private privateAccessPeersConfig-LAB2 json

Copy 53 URI H M pownload H open [4 H Object act

privateAccessPeersConfig-LAB2.json i«

Properties Permissions Versions

Object overview
Owner S3 URI
sales 53://mhb-netskope-private /privateAccessPeersConfig-LAB2 Json

AWS Region
EU (ireland) eu-west-1

Amazon Resource Name (ARN)

tskope-pi /p cessPeersConfig-LAB2.json

Last modified
November 20, 2021, 10:26:09 (UTC+00:00) Entity tag (Etag)

d3aeba11009b98bf5622d9b948f151d9
Size

6.6 KB Object URL
Type https://mhb-netskope-private.s3.eu-west-1.amazenaws.com/privateAccessPeersconfig-LAB2.Json

json

Key

privateAccessPeersConfig-LAB2.Json

2. Configure the URL on each CSC.

Ssh the each CSC and go to Main Menu -> 5) Configure PriCPA: Local and Peers Configuration.

9 See Appendix D to learn how to secure an AWS S3 bucket by Source IP.
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1) Create (or change) Private Configuration
2)| Load Private Access Peers JSON configuration file

ur choice:| 2
is enabled.
Please, Select Method:
1) Private Al ess Peers URL
E aste Private Access Peers JSOM File)
et t(l Default Values
Enter your cho

*+* Private Acces Peers URL is not configured **#

nt to configure the Private Acces Peers URL?

es Peers URL
: https://mhb-netskope-private : om/privateAccessPeersConfig-LAB2. s

sh the Private Access Peers List?

successful

Please, Select 'Compact' or 'Json' format.

cIpAndUdpPort: 4.246.221.16! 8 192. T Private Apps Qt
: numﬂe loud Europe, publicIpAndudpPort: 35.246.67.148: rive : 1 102/24, Private Apps Qt
, publicIpAndUdpPort 3.109.84:51 gtl‘ privateCi . . / te Apps Qt
0 0, public pm-thijmt 52.4.62.40:51!
Kum publicIpandUdpPort: B2.68.6.74:51821, privat
smartphone, publicIpAndUdpPort: 92.48.213.105:51
publicIpAndUdpPort: 217.155.19 151820, privateCirdIp:

ant to apply this values?

ur choice: 1

At this moment, you have the option to review the privateApps to configure in Compact or JSON
format and to apply the values.

(Index: N H ( ) Private App
) Private App '
d) Pri P from MGF’IT Networl
ivate App 'Allow all to Google C
) App 'Manag
v-1-8e) Pri * AW H and ROP to Remote Serve
v-1-0e) Pri App ' Ak ' not applicable to this
Private (2 H e-v-1-8e) Private App 'Allow iperf tcp' not :
Private ( X -1-0e) Priva A v iperf udp' not applicabl node.
Node: ate App 1 H and RDP to 10.3. .0/24" v reated succesfu . (destinationSingleParts)
Node: ) App 'Allow SNMP to 10. applicable to this node.
Nod ) Pr App 'Allow iperf tep' d fully. (destinationSinglePor
d App low iperf udp' lly. (destinationSinglePor:
de: Private App :net S S cre cesf ( tionSinglePorts)
d c0eee4) Private App 2 C roll 2 Lly. (destinationsinglePorts
i ) Private App ntrolle fully. (destinationPortRange)
Node: ) Private App ain Controllers UDP 5 sfully. (destinationSinglePorts
Node: c ) Private App .0. .
Nod. ) Private App
d 0 Private App
od 0 Private App
d 8004) Private App
i ) Private App
(Index: Node: c| ) Private App

HNod
Node: pricpa-gcloud-v-0-2
HNod gre-v-1-0e :

Private
Private
Private

Group Exter
- Inbound Port Rules 'mhb-
- Outbound Port Rules 'mhb

JIINFO) Private Access - Private
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3. The next time you want to refresh the Private Access Peers JSON file, update the file,
deploy it on the same location URL and Run Command: "Refresh Private Access Peers URL"
using AWS SSM Agent or Rundeck.

AWS System Manager:

» Go to AWS Systems Manager -> Run Command -> and Select "MHB-CSC-Refresh-Private-

Access-Peers-URL"

|AW5 Systems Manager » Run Command

Run a command |

Run a command

Command document

Select the type of command that you want to run.

Q

‘ owner: Owned by me X ‘

| Clear filters

Copy-AWS-RunshellScri

pt

‘ o MHEB-CSC-Refresh-Priva

ite-Access-Peers-URL

MHB-CSC-Refresh-Proxy-Bypass-URL

> Move down the screen and select all CSCs:

Targets
Choose a method for selecting targets.

Specify instance tags

Specify one or more tag key-value pairs to select instances that share those

tags.

2

© Choose instances manually

Manually select the instances you want to register af targ

mi-0f3837028ad9fcdfe X | ‘ mi-0b9178c22b03ce2bf X ‘ ‘ mi-0e234f4278cd74e27 X ‘ ‘ mi-Obeef6eaa? 1c2f0bf X ‘ [

Instances

Q

Ping status: Online X ‘

‘ Clear filters

Name Instance ID nstance state Availability zone Ping status
ns-cgc00006-b mi-0f3837028ad9fcdf8 Online
ns-cgc00004-b mi-0b9178c22b03ce2bf online
ns-cgc00005-a mi-0e234f4278cd74e27 online
ns-cgc00004-a mi-Obeef6eaa?1c2fobf online
ns-cgc00006-a mi-08c465d750d2689ae online
ns-cgc00005-b mi-0650bce2872f405¢0 online
[«

» Go to the bottom of the page and click "Run". The next page shows the status of the

command on each CSC.
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AWS Systems Manager » RunCommand » Command ID: e7c8bfa2-e045-4df0-8216-4721be8d4249

Command ID: e7c8bfa2-e045-4df0-8216-4721he8d4249

Command status

Overall status Detailed status # targets # completed
@ success @ success 6 6

Targets and outputs

Qa
Instance ID Instance name Status Detailed Status
mi-0650bce2872f405c0 ns-cgc00005-b @ Success @ Success
mi-08c465d750d2689ae ns-cgc00006-a @ Success @ Success
mi-Obeef6eaa?1c2fObf ns-egc00004-a @ Success @ Success
mi-0e234f4278cd74e27 ns-cgc00005-a @ success @ success
mi-0b9178c22b03ce2bf ns-cgc00004-b @ success @ success
mi-0f3837028ad9fcdf8 ns-cgc00006-b @ Success @ Success

» To see the individual result, right click on the Instance ID and open it on a new TAB. Check

the "Output"

AWS Systems Manager > RunCommand » Command ID: e7c8bfa2-e045-4df0-8216-4721be8d4249 > OQutput on: mi-0650bce2872f405¢0

Output on mi-0650bce2872f405¢0

Step 1- Command description and status

Status Detailed status

@ success @ success

Step name Start time

Runscripts Sat, 20 Nov 2021 22:39:33 GMT
¥ Output

The command output displays a maximum of 48,000 characters. You can view the complete command output in efther Amazon S3 or CloudWatch Logs,

Private Access - Private Access Peers JSON file imported successfully.

Creating Private Apps
Private Access - (Index: 0, Node: ns-cge00004) Private App 'Intranet Server' was cCreated succesfully.
(destinationSinglePorts)

Private Access - (Index: 0, Node: ns-cgc00004) Private App 'Domain Controllers TCP' was created succesfully.

(destinationSinglePorts)

if )
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Using Rundeck

» Go to the Project <name> -> All Jobs -> Run " Refresh Private Access Peers URL"

[ W NS-CSC-MGMT v ]

All Jobs

Expand All  Collapse All

» Check CSC Status - Netskope This

» Refresh Private Access Peers URL Thij

» Refresh Proxy Bypass URL

> Select ALL nodes and click Run.

x

Execute Job

Refresh Private Access Peers URL

This job downloads the Peers from the URL and applies the changes.

Nodes Change the Target Nodes (6]

E select All

Matched Nodes (6) ¥

hl ] L J
& ns-cgc00004-g ns-cgc00004-b & ns-cgc00005-a & ns-cgc00005-b

=
& ns-cgc00006-a & ns-cgc00006-b

Select Nodes (6] 0 Select None

Follow execution  Nodes hd

» Wait to succeeded. You can click on "command" to see the results node by node.

NS-CSC-MGMT

© Refresh Private Access Peers URL ‘ Succeeded [ 0.0 pm » ‘
2 you

This job downloads the Peers from the URL and applies the changes.

Log Output »
100% 6/6 COMPLETE 0 FAILED 0 INCOMPLETE
Node Start time
& ns-cgc00004-a Al Steps OK
@ Command oK 1056:35 pm
22:56:39
22:56:39  Private Access - Private Access Peers JSON file imported successfully.
22:56:39

22:56:39  Creating Private Apps
22:56:42  Private Access - (Index: 0, Node: ns-cgco@0ed) Private App 'Intranet Server' was created succesfully. (destinationsinglePorts)
22:56:44  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'Domain Controllers TCP' was created succesfully. (destinationsinglePorts)
22:56:44  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'Domain Controllers TCP' was created succesfully. (destinationPortRange)
22:56:47  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'Domain Controllers UDP' was created succesfully. (destinationsinglePorts)
22:56:48  Private Access - (Index: 0, Node: ns-cgc@eoe4) Private App ‘Domain Controllers PING' was created succesfully

22:56:51  Private Access - (Index: 0, Node: ns-cgc@@0e4) Private App 'Syslog server' was created succesfully. (destinationsinglePorts)
22:56:53  Private Access - (Index: 0, Node: ns-cgc@o0ed) Private App 'ICMP to 172.19.0.133' was created succesfully.

22:56:54  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'All protocol 192.168.6.0/24' was created succesfully.

22:56:58  Private Access - (Index: 2, Node: ns-cgc@@0e6) Private App 'BH - SSH and RDP' was created succesfully. (destinationsinglePorts)
22:57:00

22:57:00  Adding Peers

22:57:03  Private Access - Node: ns-cgc@eees added successfuly

22:57:05  Private Access - Node: ns-cgce0e06 added successfuly

> & ns-cgc00004-b ‘Al Steps OK
> & ns-cgc00005-a Al Steps OK
> & ns-cgc00005-b Al Steps OK
> & ns-cgc00006-a Al Steps OK
> & ns-cgc00006-b Al Steps OK
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9.4.2 Manual: Copy and Paste "Private Access Peers Json file"

From Main Menu, go to 5) Configure PriCPA: Local and Peers Configuration., follow the steps below
and Paste the Private Access Peers Json File:

1) Create (or r. Local Configuration

2) Load Private A S onfiguration file
quit

Enter your choice:

Private Access is enabled.

Please, Select Method:

1) Private 3

2] Manual (Pa i C JSON File)
Reset to Uefault Values

4) Quit

Enter your choice:|2

(WARNING: Manual Configuration will remove the Private Access Peers URL if configured

nt to paste the Private Access Peers JSON File?

your choice:
Please, paste Private Ac JSON File and pr 'Ent
NOTE: If the json file h rs, it is possible that the s }' and 'Enter' to end the operation.

Peers JSON file

dTx+mriMbgLBubed/ rwdsSunY78
pAndUdpPort": "74. 17 :
rdIp"
istentKeepAlive"
"networks":
"10.2.2.8/24",

file

* format.

irdIp: 192.168.7.11

pPort: 4 : 192.168.7.1:

publicIpAndUdp! 5.246.67. 146

pAndUdpPort: 18.213.1 privateCirdIp: 192.

.+ publicIpAndUdps 52, 820, : 192,16
pPort: 82. 5 §.7.11/24, Priva

192.16

creat
t applicable t.

PHB-CSC) (INFO)
(MHR_CSC) (THED) Private Arce:

Changes
Privat
Privat

Done!

w
N
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10 Show Configurations and Status Private Access.

10.1 Using SSH Admin console

From Main Menu, go to 1) Show PriCPA Configuration and Status.

Monitoring Tasks
Show PriCPA Configuration and Status.
Show CSC Node Configuration and Status.
Show Interfaces Traffic.
Tcpdump and NetScanner.

10.1.1 Show Peer/s Status

In this menu you can see "All Peers Status" or by peer "Select Peer".

Show
Show
Show Peers Json file (complete)
Show Local Configuration
Show Firewall Local Rules
Quit
Enter your choice: |1

1. Show All Peers Status

w ALL Peers Status

Enter your choice: |1

.271 / [Public IP:Port=
blic IP:Port= 92.4
.30] / [Public IP:Por
[Public IP:

' 1s not hab [ A 4 [Public IP:Port= 8
is Alive. (rtt= 16.2 ms) - [PriCPA IP= 192.168.7.20] / [Public IP:Po 96.81:51820] / [ Source Port OK. Using '51820°]

IMPORTANT: This section shows the Peer is Alive, the Round Trip Time (RTT) to the Peer, the PricPA IP and Public IP of
the Peer and the "Source Port" that arrives at this node from the Peer. The Source Port information is essential to
validate that the NAT on the Remote Peer is correct or if the FW on the other end is changing the Source Port. Please
correct the NAT on the remote Peer if the Source Port differs from the one expected. Also, consider enabling
KeepAlives on peers where the FW changes the Source Port.

It is unusual to see "Source Port was changed" when the CSC is on Public Clouds (Azure, AWS or Gcloud), but it often
happens when the CSC is On-Prem behind a traditional FW.

2. Select Peer

Maidenhead Bridge Cloud Security Connector PriCPA for Virtual Platforms | 53




This section shows a more detailed information about the Peer.

1) Show ALL Peers Status
2) Select Peer

3) Quit

Enter your choice: 2

Please, select a Peer
1) "pricpa-csc-a 1-8-5" 3) "csc-mux-1-az-mgmt-services” | 5) "ns-csc-mux-4-as" 7) "ns-csc-g 9) "zs-cgceeleel”
2) "pricpa- 1-a" 4) "demo-csc-pricpa-ha" 6) "pricpa-gcloud-v-8-2-a" 8) "ns-csc-g 4 10) "ns-cgcO0OO6"

Enter your choic

Peer Status:
Peer ""csc-mux-l-az-mgmt-services"' is Alive. (rtt=88.5 ms) - [PriCPA IP= 192.168.7.30] / [Public IP:Port= 20.102.119.153:51280] / [ Source Port OK. Using '51280']

Peer Counters:
Latest Communication: Sat 9 Dec 19:57:33 UTC 2023
Transfer: 302Mi received, 83Mi sent

Peer Configuration:

10.1.2 Show this node in Peers Json file

This menu shows the configuration of the local peer on the Peers Json file.

Show Peer/s Status
Show this node in P s Json file
Show Peers Json file (complete)
Show Local Configuration
Show Firewall Local Rules
) Quit
Enter your choice: 2

{
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10.1.3 Show Peers Json file (complete)

This menu shows the active Private Access Peers Json file.

Show Configuration and Status Private Access
Please, select an option:

Show Peer/s Status
Show this node in Peers Json file
Show Peers Json file (complete)
Show Local Contiguration
Show Firewall Local Rules
) Quit
Enter your choice:| 3

{

10.1.4 Show Local Configuration

This menu shows the Local configuration of the node.

1) show Peer/s Status
2) Show t

3)_show P

4)] Show L onfiguration
5) Show Fire 1 Local Rules
6) Quit

Enter your choice:| 4

[The Local Configuration menu shows the initial configuration of the node. Private Apps and Networks are not shown here. Check 'Show Peers Json file' to see all information|

opy the following values in a safe place to configure the other CSC on the High Availability Pair. Discard this message if you are doing a single deployment.

o 1 20K

ccess Local Config JSON file:
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10.1.5 Show Firewall Local Rules

This menu shows in JSON format the Rules required on your Firewall for the PriCPA cloud.

Note: The CSC on Public Cloud (Azure, AWS, Gcloud) does the refresh of the External Security Group every time you
update the Peers configuration. No manual configuration is required. When the CSC is "On-Prem" (VMware, Hyper-V,
KVM) use this information to configure your firewall.

{
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10.2 Using AWS Systems Manager or Rundeck

In this case, the information provided is only "Show ALL Peer Status"

10.2.1 AWS Systems Manager

Go to AWS Systems Manager and Run Command: "MHB-CSC-Show-Private-Access-ALL-Peers-
Status" and select the Nodes. The result will show:

AWS Systems Manager » Run Command > Command ID: caa5bcf8-3946-4408-b394-d92dd45cb4%e > Output on: mi-08c465d750d2689ae
Output on mi-08c465d750d2689ae

Step 1 - Command description and status

Status Detalled status

@ success @ success

Step name Start time

Runscripts Sun, 21 Nov 2021 09:46:15 GMT

v Output

The command output displays a maximum of 48,000 characters. You can view the complete command output in either Amazon S3 or CloudWatch |

Peer 'ns-cgc00004' —> 192.168.7.11 1s Alive. Source Port OK. Using '51821'

Peer 'ns-cgc00005' -> 192.168.7.21 1s Alive. Source Port OK. Using '51820°

10.2.2 Rundeck

On Rundeck, run Job: "Show Private Access ALL Peers Status". Select the nodes. The output will
show:

@ Show Private Access ALL Peers Status

Succeeded
. - - 2 you
This job shows the reachability of all peer of an specific node.
Log Output »
100% 6/6 COMPLETE 0 FAILED 01
Node
& ns-cge00004-a All Steps OK
* [ Command oK
89:50:20

09:50:21 Peer 'ns-cgcB0005' -> 192.168.7.21 is Alive. Source Port OK. Using '51828'
09:50:22 Peer 'ns-cgc@@O6' -> 192.168.7.20 is Alive. Source Port OK. Using '5182@'

& ns-cgc00004-b All Steps OK
> @ Command oK

> & ns-cgc00005-a All Steps OK

> & ns-cgc00005-b All Steps OK

> & ns-cgc00006-a All Steps OK

> & ns-cgc00006-b Al Steps OK
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11 Configure CSC Remote Management via Private Access.

Only the active node belongs to the Private Cloud when the CSCis in the HA pair. For this reason, if
you want to reach "the Other CSC" node using SSH via PriCPA (wg0 interface), you must configure
Remote Management on both CSCs of the HA pair.

The configuration is via SSH Main Menu. You need to add the "Management Networks". For
example, in your primary data centre, you have the Subnet 10.63.1.0/24, and from that Subnet,
you want to reach ALL CSCs on the Private Cloud.

The configuration will be:

Configuration Wizards
5) Configure PriCPA: Local and Peers Configuration.
6) re CSC Remc nagement Networks via PriCPA.

m and Traffic Logs
12) Configu Syslog and Traffic Logs.
e) Exit
selection: 6
WARNING! You can isol. his node if the configuration is wrong.
Be reful . recommend to be precise with the Host or Subnet configured here.
t accepted.
No Management orks are configured.
Do you want to configure Management Networks?
1)
2)
Enter your choice: 1
Input Management Metwork (IP/Subnet Prefix):
Do you want to add another Management Network?
1) Yes
2)| No
Enter your choice:| 2

Management Networks to configure:

Management Ne
T N

ter vour choice: 1
(MHB-CSC) (INFO) Private Access - Management Network 10.63.1.8/24 was added on pricpa-vm-c@016061-b

Important: This setting is unnecessary if you can reach the CSC from the management network
via eth1 of the CSC. Enable Remote Management only when you need to get the CSC via PriCPA
(interface wg0)

Maidenhead Bridge Cloud Security Connector PriCPA for Virtual Platforms | 58




12 The Cloud Security Connector Admin Console:

The CSC's SSH Console simplifies administrative tasks showing what is essential to administrators

for operation and troubleshooting.

When accessing the console via SSH (using the CSC GW IP), you will receive the Admin Console.

Maidenhead Bridge

Cloud Security Connector PriCPA for Virtual Platforms - Admin Console

Company : Maidenhead Bridge
Location : PriCPA-81-MHB
CSC ID : pricpa-vm-c801081-b
Soft Version : 1.0.6
Please select an option by typing its number
Monitoring Tasks
Show PriCPA Configuration and Status.
Show C5C Node Configuration and Status.
Show Interfaces Traffic.
4) Tcpdump and NetScanner.

Configuration Wizards

5) Configure PriCPA: Local and Peers Configuration.

6) Configure CSC Remote Management Metworks via PriCPA.
7) Reserved for future use.

CSC Admin tasks

8) AWS SSM Agent fRegister or De-Regist
9) Manage Administrators, Restrict SSH
18) Configure DNS, SNMP, NTP and Timezo

er).
ccess and Radius

System and Traffic Logs
11) View System Logs.
12) Configure Syslog and Traffic Logs.

The Main Sections are:

Configuration.

* Monitoring Tasks: To check configuration, statuses, real-time traffic, run tcpdump and scan

the local network.

* Configuration Wizards: Configure PriCPA and Remote Management Networks.

* CSC Admin Tasks: To register the CSC for AWS management, manage administrators,
restrict SSH, configure radius, DNS Servers, SNMP, NTP and Timezone.
» System and Traffic Logs: Shows Systems logs, configure Syslog Servers and enable/disable

traffic logs.

Maidenhead Bridge
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12.1 Monitoring Tasks

12.1.1 Show PriCPA Configuration and Status.

See previous section for detailed information.

Show Configuration and Status Private
Please, select an option:

Show Peer/s Status
Show this node in Peers Json file
Show Peers Json file (complete)
Show Local Configuration
Show Firewall Local Rules
Quit

Enter your choice: [}

12.1.2 Show CSC Node Configuration and Status.

GENERAL Information
Company : Maidenhead Bridge

-b
uTC 2023
soft version : 1.8.6

INTERFACES Information
External: PriCPA IP: 192.168 25 | €sC IP(eth 92.168.1.27/24 | Network Gateway: 192.168.1.240 is Alive
Internal: CSC GW IP: 172.19. 5 | CSC IP(e 172.19.1.27/24 | Network Gateway: 172.19.1.188 is Alive

tion
(1) IP: 8.8.8.8 is Alive
(2) IP: 8.8.4.4 is Alive

CONNECTIVITY Test
CSC External Interface 192.168.1.27 can reach test pag ://ip.maidenheadbridge.com) via Public IP 82.68.6.73
PricPA Interface 192.168.1.25 can reach test page (htt .maidenheadbridge.com) via Public IP 82.68.6.73

AWS Agent
AWS SSM Agent is not registered

SYSLOG Information
SIEM (IP/TCP PORT): 10.63.1.18/5514 is Alive
/ SIEM IP: Not configured
(IP packets) are enabled.

HIGH AVAILABILITY Information
This CSC (pricpa-vm-c@81€01-b) is Cluster ACTIVE

12.1.2.1 GENERAL Information

This section contains general information about the instance:

GENERAL Information

Company : Maidenhead Bridge

Location : PriCPA-81-MHB

CSC ID : pricpa-vm-c@81801-b

Sat 9 Dec 21:54:17 UTC 2823
1.0.6
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12.1.2.2 INTERFACES Information
This section contains the interfaces information:

INTERFACES Information
External: PriCPA IP: 192.168.1.25 | CSC IP(eth®): 192.168.1.27/24 | Network Gateway: 192.168.1.240 is Alive

Internal: CSC GW IP: 172.19.1.25 | CSC IP(ethl): 172.19.1.27/24 | Network Gateway: 172.19.1.188 is Alive

12.1.2.3 DNS Information

This section displays the DNS information. You can use the default DNS server from Azure and
Google or set up your DNS servers.

DNS Information

12.1.2.4 CONNECTIVITY Test

This test checks connectivity to Internet via the CSC IP (eth0) and via the PriCPA IP. In both cases,
the interfaces are testing against the site https://ip.maidenheadbridge.com

com) via Public IP

ia Public IP 82.6

12.1.2.5 AWS SSM Agent
This section shows the status of the AWS SSM Agent.

AWS SSM AGENT
AWS SSM Agent is active (running) since Fri 2023-88-84 15:35:30 UTC; 24h ago

Registration values: {"ManagedInstanceID":"mi-82f61b13176c35082","Region”:"eu-west-2"}

12.1.2.6 SYSLOG Information
When configured, this section will show the IP/s and TCP port of your Syslog/SIEM server.

SYSLOG Information
Primary Syslog / SIEM (IP/TCP PORT): 10.63.1.18/5514 is Alive

Secondary Sy / SIEM IP: Not configured
Traffic Logs (IP packets) are enabled.
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All CSC's logs are tagged with (MHB-CSC)(<action>). The values of <action> are:

SystemLogs:
« UP
+ DOWN
+ INFO
+ ALERT
* ERROR
Traffic Logs:
* ALLOW
* BLOCK
12.1.2.6.1 System Logs example:
To obtain your System Logs, you can search by CSC name plus the following TAG. For example:

Using GrayLog Server: source: "pricpa-csc-aZ-doc-1" AND ("INFO" OR "ALERT" OR "UP" OR
"DOWN" OR "ERROR")

graylog serch sweams Aerts Dashboards Enterprise = Securty  System~ @) T &
>

u- From: 1 day ago until: Now P Notupdati
i [ | sovcerprices-cc-az-doc-1” AD (IND" OR "ALERT” OR "UP" OR "DOW" OR "ERROR') ) Swe Ciload &eShare
F [ = Message count sxe
T

)
) I_.
500 7 ww =3 =3 &% =3 5%
ugs 2 nugs 203
= AllMessages % e

2023.08.05 08:07:20.000
pricpa-csc-az-doc-1 root: (WHB-CSC) (INFO) Private Access - Management N

12.1.2.6.2 Traffic Logs example:
Using GrayLog Server: source:"pricpa-csc-aZ-doc-1" AND ("ALLOW" OR "BLOCK")

graylog seah  sweams Nerts  Dashboards  Emerprise - Secrty  System - @) FE
> i
< From: 30 min until: Now ~ | B Notupdatin
i RN [ sovrcerpricea-csc-azdoc- vIM0 CALLON GR “BLoK") ® Save Dload  Reshare
+ >
= Message Count sxe
q« o
% “
e 40
0
o 1555 16:00 1605 1610 1615 1620
g, 203
= All Messages ®z
2: ¢ 1 (wa-csc) (aLom) T vt -0 o
2023.08.05 16:23:10.000 rr———
pricpa-csc-a2-doc-1 kernel: [48267.975602] Dicetht o0T-ng SRE-10.2.2.6 DST-172.19.0.120 LEN4 TOS-6x80 PAEC-0x08 TTL-63 1D=31293 DF PROTE-IENP TVPE-S CODE-D IO-T477 SEQ-1 Wi
keoxa

2023.08.05 16:23:07.000
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12.1.2.7  HIGH AVAILABILITY Information

HIGH AVAILABILITY Information
This CSC (pricpa-vm-c001001-b) is Cluster

12.1.3 Show Interfaces Traffic

Use this section to see the traffic in real time.

bmon 4.6

12.1.4 Tcpdump.

The objective of this test is to have detailed visibility of any type of traffic via any interface.

Selection:| 4
Please, select the tool:

1) | Tcpbump

2) NetScanner

3) Quit

Enter your choice:|1

[This menu helps to run the 'tcpdump’ command on the Cloud Security Connector.
You can inspect packets erface, Ii twork, Protocol and Pol
[AFter following the menu, you will see the resulting 'tcpdump’ command. If you want to run more complex tcpdump commands, please log in to the CSC using 'csccli' username.

Recommendations about Interf,
a) Use Interface ethl (internal CSC) to validate the traffic end- Y
to check communications b to e ip.maidenheadbridge. con) .
idate PricPA Rule r example, estination arriving at ethl (internal CSC) but not on PriCPA (wgd). If this happens, your Rule is blocking traffic)

Last Command: sudo timeout 3 tcpdump -n -1 -c 10 -1 any

Do you want to continue?

You can repeat the last command or running a new command. Example running a new command:

- Select the options:
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Do you want to continue?

Yes - Repeat Last Command
Yes - New Command

Enter your choice: 2

Interface.

prlCPHlWGB\
All Interfaces
Quit

Enter your choice:

Please select the Host or Net or Specific Source/Destination Pair or Any.

Host
Net
Source/Destination IPs
Any
Quit
Enter your choice:|1
Host (IP): 18.2.3.5

Protocol (TCP/UDP/ICMP) or Any.

TCP
uDP
ICMP
ﬂlwy
Quit
Enter your choice: 4

By default, this script stops after 10 packets or 38 seconds.

These values work in most troubleshooting scenarios.

You can increase the values here up to 100 packets or 300 seconds maximum.
Do you want to change default values?
1) Yes

2) No

3) Quit

Enter your choice: 2

- The test will show the resulting tcpdump command and will show the traffic captured.

Enter your choice: |2

COMMAND: sudo timeout 3@ tcpdump -n -1 -c 18 -i ethl host 10.2.3.5
tcpdump: verbose output suppl#ss#d
listening on ethl,

use -v[v]... for full protocol decode

200176

201643
9.202849
9. 51
.136098
.138242
228635
279751
.282148
.373270

< by
packafs dlede hv k#lnﬁl

IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

145 37348

40.37348
37348
172.1
40.37348 >
40.37348 >
172.
40.37348 >

Maidenhead Bridge

. snapshof length 262144 bytes

: Flags
: Flags
Flags

4032678098:4032678134, ack 176467284, win 501,
win 502, options [nop,nop,TS val 3019809623
1:37, ack 36, win 502, options [nop,nep,TS val
, win 581, options [nop,nop,TS val 1249869279
:72, ack 37, win 51,
:73, ack 72, win 502,

, win 581, options [nop,nop,TS val 1249870166
1108, ack 73,
73:109, ack 108, win 502,
108:144, ack 169, win 501, options [nep,nop,TS

win 501, options [nop,nop,TS val 1249870217 ecr 3|
options [nop,nop,TS val 3619818703 ecr

options [nop,nop,TS val 12498691’7 ecr 3019860591], length 36
ecr 1249869137], th

3019809624 ecr 1

ecr 3019809624], 1

options [nop,nop,TS val 1249870073 ecr 3019809624],
options [nop,nop,TS val 3019810560 ecr 1249870073],

ecr 3019810560], length @
18560], length 36
870217], 1

val 1249870311 ecr 3019810703], L
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12.1.5 Netscanner

The Netscanner helps to discover and scan the devices connected to the defined "subnets behind
this node" on the Peers Configuration File.

The Netscanner can scan the entire subnet with a generic scan or check a single host more
profoundly.

12.1.5.1 Scanning a entire Subnet

1) TcpDump

|2) NetScanner

3) Quit

Enter your choice:| 2

NetScanner Test: This test scans Network/s (or IPs) configured behind this node.

The configured Networks are:

, select a Network to scan or Host IP
: Network scan uses PING to detect hosts. If you want to scan a Host that doesn't answer PING, please use Host IP scan.

1) 172.19.1.8/24

2) Host IP

3) Quit

Enter your choice: |1

Starting Nmap 7.88 ( https://nmap.org ) at 2023-12-89 22:25 UTC
Nmap scan report for 172.19.1.1
Host is up (0.0010s latency).
Not shown: 847 closed ports, 150 filtered ports
STATE SERVICE
open ssh
/t open domain
2049/tcp open nfs

Nmap scan report for 172.19.1.25
Host is up (0.0011s latency).
Not shown: 999 closed ports

PORT  STATE SERVICE

22/tcp open ssh

Nmap scan report for pricpa-vm-c@81081-b (172.19.1.27)
Host is up (0.00057s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

22/tcp open ssh

Nmap scan report for 172.19.1.188

Host is up (0.00078s latency).

Not shown: 849 closed ports, 150 filtered ports
PORT STATE SERVICE

22/tcp open ssh

Nmap done: 256 IP addresses (4 hosts up) scanned in 4.19 seconds
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12.1.5.2  Scanning a Host IP

In this section you can do a Quick or Deep scan of host IP.

Note: Run Deep scan if you want to detect UDP ports.

NOTE: Network scan uses PING to detect hosts. If you want to scan a Host that doesn't answer PING, please use Host IP scan.

1) 172.19.1.8/24

2) Host IP

3) Quit

Enter your choice:|2

Please, input Host IP (IP): 172.19.1.1

Select 'Quick' (TCP only) or 'Deep' (TCP and UDP) scan
WARNING: 'Dee scan can take up to 30 minutes in some hosts. Verbose output is provided to see the progress of the scan.

11 Du1ck
Enter your choice:| 2

] Nmap 7.80 ( https://nmap.org ) at 2023-12-09 22:31 UTC
tiating ARP Ping Scan at 22:31
Scanning 172.19.1.1 [1 port]
; ARP Ping Scan at 22:31, 0.02s elapsed (1 total hosts)
ting Parallel DNS resolution of 1 host. at 22:31
d Parallel DNS resolution of 1 host. at 22:31, 8.81s elapsed
Initiating SYN Stealth Scan at 22:31
Scanning 172.19.1.1 [1080 ports]
i d open port 53/tcp on 172.19.1.1
d open port 22/tcp on 172.19.1.1
d open port 2049/tcp on 172.19.1.1
SYN Stealth Scan at 22:31, 1.48s elapsed (1600 total ports)
Initiating UDP Scan at 22:31
Scanning 172.19.1.1 [1800 ports]
i d open port 53/udp on 172.19.1.1
=d UDP Scan at 22:32, 3.98s elapsed (1000 total ports)
Nmap scan report for 172.19. 1 1
Host is up (0.0072s latency).
Not shown: 99 E i red ports, 848 closed ports, 150 filtered ports
! SERVICE
ssh
domain
nfs
domain
MAC Address: 52:54:00:E6:21:AF (QEMU virtual NIC)

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 5.69 seconds
Raw packets sent: 855 (37.632KB) | Rcvd: 856 (34.485KE)
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Configuration Wizards
5) Configure PriCPA: Local and Peers Co

Please, see previous chapter for detailed information about "Configuration Wizards"

12.3 CSC Admin Tasks

CSC Admin tasks
8) AWS SSM Agent (Register or De-Regis

9) Manage Admini s, Restrict
18) Configure DNS,

12.3.1 AWS SSM Agent (Register or De-Register)

The CSC AWS has installed the AWS SSM Agent that allows you to check remotely the status of the
CSC and “Run Commands” using AWS Systems Manager. You can manage all CSCs models™ using
AWS Systems Manager.

Note: You can learn more about “Run Commands” on Appendix B

Steps to create a "Hybrid Activation" and "Register the CSC".

12.3.1.1  Create a "Hybrid Activation" from AWS console.

On your AWS Console, go to Services - Systems Manager - Node Management - Hybrid
Activations and click "Create". Fill the values on shown below:

10 For Vmware, Hyper-V, KVM, Azure, Gcloud and AWS.
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Quick Setup

¥ Operations Management
Explorer
OpsCenter
CloudWatch Dashboard
PHD

Incident Manager Nev

v Application Management
Application Manager New
‘AppConfig

Parameter Store

W Change Management
Change Manager Me%
‘Automation
Change Calendar

Maintenance Windows

¥ Node Management
Fleet Manager Nev
Compliance
Inventory

2
Session Manager
Run Command

State Manager

AWS Systems Manager ) Activations ) Create activatio

Create activation | 3

Activation setting
Create a new activation. After you complete the activation, you receive an activation code and ID. Use the code and ID o register S5M Agent
on hybrid and on-premises servers or virtual machines. Learn more (5

‘Activation description- Optional 4 - Put a name to the activation

csc-gre-for-netskope-on-aws-a

Masimum 25!

Instance limit
Specify the total number of servers and VMs that you want 1o register w

B

Maximum number is 1000

@ To register more than 1,000 managed instances in the current AWS account and Change setting

Reglon, change your account settings to use advanced Instances. Learn more [

nd AWS, specify an 1AM role

nunication between SSM Agent on your managed
© Use the default role created by the system
(AmazonEC2RuNC

Select an existing custom 1AM role that has the required permissions

Activation expiry date
“This date sp u
new activati

the expiry date, you must create a

additional managed
running insta

The expiry date must be in the future, and not more than 30 days into the future

Default Instance name- Optional
Specify a name to help you identify this manjged instance when it is displayed in the console or wher

csc-gre-for-netskope-on-aws-g

5 - Repeat the name

Cancel

- Click "Create Activation"

< © & consoleawsamazon com/systems manager/activations/fegion-us-east-1 | 2

AWS Systems
Manager

Quick Setup

The values of Actication Code, Activation ID and Region are required to register the CSC. Keep this

@ You have successfully created a new activation. Your activation code i listed below. Copy this code and keep it in a safe place as you will not be able to access it agai

Activation Code Mlj+cpTwxKxht2[VAxza

Activation ID ca3add7c-36¢7-4cal-8835-3b640f1abSh
You can now install amazon-ssm-agent and manage your instance using Run Command. Leamn more.

values on a safe place.

12.3.1.2

12.3.1.3

Maidenhead Bridge

Register the CSC

runnin
{"Man ncelD":"mi-

View the Registered CSC on AWS Systems Manager
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12.3.2 Manage Administrators, Restrict SSH access and Radius
Configuration

IMPORTANT: This section can be accessed only by the "cscadmin" user.

lease, select the task to do:

1) Manage Administrators: cscadmin and csccli
2) Restrict SSH Access

3) Radius Configuration

4} Quit

Enter your choice: [}

12.3.2.1 Manage Administrators: cscadmin and csccli

The CSC PriCPA for AZure has 2 users configured: cscadmin (for SSH Administrator Console Access),
csccli (standard user, disabled by default.).

From this menu, you can edit the SSH Keys or Password.

Enter your choice: 1

Please, select the Administrator: 'cscadmin' or °"csccli’
cscadmin
csccli

3) Quit
Enter your choice: [}

Note: the user "cscadmin" cannot be disabled.

12.3.2.1.1 "cscadmin" settings
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Please, select the Administrator: 'cscadmin' or 'csccli’

Please, select the task to do:

1) Change Password
2) Manage S5H Keys
3) Quit

Enter your choice: I

12.3.2.1.2 "csccli" settings

Note: the "csccli" user allows console access to the CSC. If you are managing the CSC using
Rundeck, or Ansible or similar, you will need to enabled the "csccli" user and to setup the SSH
Key.

Enter your choice: 2

User 'csccli' is not enabled.

your choice: 1
User 'csccli' was enabled via console.
Please, input a 55H Key for user 'c
This Menu allows to add/delete the 55H Public keys using Nano editor.
save, press CTRL+S and to exit Nano, press CTRL+X
you want to continue?
Edit S55H Keys

) Quit
Enter your choice: []

12.3.2.1.3 Managing the SSH Key of a User
You can add/remove keys for a User using "nano editor" when selecting the user from the previous
menu.
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12.3.2.2 Restrict SSH Access

This functionality allows administrators to restrict SSH access to the CSC. You can setup restrictions
for the Internal (eth1) and the PriCPA (wg0) interface. SSH to external (eth0) interface is always
blocked.

IMPORTANT (1): DEFAULT VALUES.

-> Internal Interface (eth1): SSH the CSC to CSC GW IP (<IP>) is allowed from any Host or Subnet.

-> External Interface (eth0Q): SSH the CSC to any ethO IP is permanently blocked and cannot be changed.

-> PriCPA Interface (wg0): SSH the CSC to wg0 IP (<IP>) is allowed from any other PriCPA node that belongs to the
PriCPA Subnet. (<Subnet>/<Bitmask>)

IMPORTANT (2): If the Host or Subnet is reachable via PriCPA interface and not Internal Interface eth1, you must add
these Hosts or Subnets as Management Networks on PriCPA configuration.

Example of configuration:

cscadmin and csccli

estricting the SSH access to the CsC.

IMPORTANT (1): DEFAULT VALUES.
allowed from any Host or Subnet.
t

node if the configuration is wrong.
We recommend being pre h the Host or Subnet configured here.
not accepted.

If the Host or Subnet is reachable via PriCPA interface and not Internal Interface ethl, you must add these ts or Subnets as Management Networks on PriCPA configuration.

SSH to CSC ( allowed only from: 9 192.168.6.0/24
SSH to PricPA IP ( 6 ) is allowed only fr

Do you want to change values?
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12.3.2.3  Radius Configuration

This functionality enables Radius Authentication for users accessing the Admin Console. The
configuration requires the Radius Server IP and Secret. Optionally, you can add a secondary radius
server as backup.

-> Configuration on the CSC: Add Radius Server and User:

admin and csccli

UDP and port 1812 for communicat

hentication not currently configured.

: radius_user

d another Username ?

sc-mux-4-as-mkt-1

-> Example Configuration Windows NPS
1 - Create Network Policy

In this particular case we are allowing users on the Security Group = Radius Users to authenticate
using radius protocol. Please, note the Authentication method required.
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@ Metwork Policy Server

File Action View Help

e nEHE

& NPS (Local)

w | 7] RADIUS Clients and Servers
5 RADIUS Clients
i Remote RADIUS Server

Metwork policies allow you to designate who is authorized to connect to the network and the circumstances under which they
or cannat connect

- I_EJ Policies
_ Connection Request Po
I
B, Accounting
~ Wl Terplates Management
=] Shared Secrets
5 RADIUS Clients
5 Rerote RADIUS Servers

I_EJ IP Filters

Palicy Name

*LinuxAuther

E§Connections to Microsoft Routing and Remate Access server
EConnadmns to other access servers

Status Processing Order  Access Type
Enabled 1
Enabled 2
Enabled 3

ator Grant Access

Deny Access

Conditions - If the following conditions are met

Condition

Value

User Groups

MAIDENHEADBRIDG\RadiusUsers | 4|

Settings - Then the following settings are applied

Setting

Access Permission
Extensible Authertication Protocol Method

Walue

Grant Access
Microsoft: Secured password (EAP-MSCHAP v2)

Tamed-
Service-Type

Authentication Method
ocol

EAP OR Unencrypted authentication (PAP, SPAP)
PPP
Framed

2 - Add the CSC as Radius Clients:

Note: The traffic will arrive to the NPS with source IP: CSC GW IP

@ Network Policy Server

File Action View Help

&= |25 HmE

€ NPS (Local)
w || RADIUS Clients and Servers
1
5 Remote RADIUS Server
v I_Exj' Policies
7] Connection Request Po
1 Metwork Policies
'_“é Accounting
~ Ml Templates Management
I_EJ Shared Secrets
5 RADIUS Clients
E Remote RADIUS Servers

=] 1P Filters

Maidenhead Bridge

RADIUS Clients

; RADIUS clients allow you to specify the network access servers, that prov

Friendly Name IP Address Device Manufacturer  Status

,ﬂ radius 152.168.1.96 RADIUS Standard Enabled

ﬂ cac-mux-4-2 10227 RADIUS Standard Enabled 2
a cscAmux-4-1 10.2.24 RADIUS Standard Enabled
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12.4 Configure DNS, SNMP, NTP and Timezone.

C5C Admin tasks

8) AWS SSM Agent (Register or De-Register).

9) Manage Administratnrs Restrict SSH acress and Radius Configuration.
10) |Configure DNS, SNMP, NTP and Timezone.

System and Traffic Logs
11) View System Logs.
12) Configure Syslog and Traffic Logs.

e) Exit
Selection: 10
Please, select what you want to configure:

1) DNS servers

2) SNMP

3) NTP servers

4) Time Zone

5) Quit

Enter your choice:

12.4.1 DNS servers
You can change DNS servers here. The default DNS values are Google DNS 8.8.8.8 and 8.8.4.4

Selection: 1@
Please, select what you want to configure:
) |DNS servers
2] SNMP
) NTP servers
4) Time Zone
) Quit
Enter your choice: |1
Your current DNS Servers are: 8.8.8.8 ; 8.8.4.4
Note: Default DNS Servers are Google (8.8.8.8, 8.8.4.4)
Do you want to change the DNS servers?
1) Yes
2) No

Enter your choice:|1

Primary DNS Server (IP): 172.19.0.100
Secondary DNS Server (IP): 1.1.1.1

(MHB-CSC) (INFO) CSC: pricpa-wvm-c801801-b: DNS Servers changed via console. Using 172.19.0.100 and 1.1.1.1
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12.4.2 SNMP

The CSC PriCPA uses Ubuntu Server as its OS and offers all SNMP values of a standard Ubuntu
Server. The CSC PriCPA supports SNMP v2c or v3. No special MIBs are required.

SNMP Traps are not supported. For information about statuses and other changes, please, use
Systems Logs to trigger alarms or events.

12.4.2.1 Configure SNMP attributes

(name, location, etc.), SM d Ho ) or (IP/Subnet Prefix) allowed to access the CSC via SNMP.
3 ything.

12.4.2.2 SNMP v2c configuration

SNMP version 2c requires the "read only community" and the IP or Subnet of the SNMP platform.

In this example, our SNMP server has IP: 172.19.0.8/32 and the rocommunity is "public".

|5NHP v2c Configuration

SNMP v2c¢ is not configured
you want to configure SNMP v2c 7
Configure SHNMP v2c.
Skip. Leave values as is.
Disable SNMP w2c.

Enter your choice: 1

Please input SNMP v2c Read Only Community:| public

SNMP v3 Configuration

SNMP v3 is not configured.

you want to configure SNMP w3 ?

Configure SNMP v3.
Skip. Leave values as 1s.
Disable SNMP v3.

Enter your choice: 2
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12.4.2.3 SNMP Networks

The CSC blocks all SNMP request by default. You need to enable the source IPs (or Subnets) that
will query the CSC using SNMP. This setting is mandatory for SNMP v2c and v3.

NOT allowed from any Hos

NMP acess to specific Hos'

lode for Documentation
idenheadbridge.com

e: 1
SNMP Network 172.19.€
(runnin

e
(MHB-CSC) (INFO) SNMP configuration was chai

) or Subnet (IP/Subnet Prefix).

or Subnets (IP/Subnet Prefix). This is a mandatory setting.

12.4.2.4 SNMP v3 configuration

SNMP attributes and Networks are standard settings of SNMP v2c and SNMP v3. This section will
show the specific values required for SNMP v3.

1. Security Name (or UserName) : <string>

2. Security Level: noAuthNoPriv|authNoPriv|authPriv

3. Authentication Passphrase: <string>

4. Authentication Protocol: MD5|SHA|SHA-512 |SHA-384 | SHA-256 | SHA-224

5. Privacy Passphrase: <string>

6. Privacy Protocol: DES|AES

Maidenhead Bridge
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SNMP v2c is not configured

Do you want to configure SNMP
1) Configure SNMP v2c.

2] Skip. Leave values as 1s

3) Disable SNMP v2c.

Enter your choice: 2

SNMP v3 Configuration

SNMP w3 is not configured.
Do you want to configure SNMP v3 7

1) |Configure SNMP v3.

2) Skip. Leave values as is.
3) Disable SNMP v3

Enter your choice: 1

Please input Security Name (string): authPrivUser

Please input Security Level (noAuthNoPriv|authNoPriv|authPriv):
1) noAuthNoPriv

2) authNoPriv

3) authPriv

Enter your choice: 3

Please input Authentication Passphrase (string): mhbAuthl

ase input Authentic g ( | SHA|SHA-512 | SHA- 384 | SHA-256 | SHA-22
MD3

SHA

SHA 2

SHA-384

SHA-256

SHA-224

your choice: 3

Please input Privacy Passphrase (string): mhbPrivl

Please input Privacy Protocol (DES|AES):
1) DES

2) AES

Enter your choice: 2

Configure Networks and Confirm values:

Enter your choice:|1

Input Host (/32) or Subnet (IP/Subnet Prefix): 172.19.0.8/32

Do you want to add another Host (/32) or Subnet (IP/Subnet Prefix)?
1)

2) N
Enter your choice:|2

PA Node for Documentation - 2

Networks Qt
Host or Subnet: 172.19.9.8/3:
IMPORTANT: If the Host or Subnet is reachable via PriCPA interface and not Internal Interface ethl, you must add these Host or Subnet as Management Networks on PriCPA configuration

Do you want to apply this values?

1
MP Network 172.19.0 added on pricpa
e (running) sinc 23-08-05 20:40:18 U’
on pricpa-csc-az-doc
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12.4.2.5  What can you do with SNMP?
Here some examples of monitoring the CSC PriCPA via SNMP, using OpenNMS.

12.4.2.5.1 Node Information

Q Search %1

Home / Search / Node

Node: pricpa-csc-aZ-doc-1 82 1691267352161 | @ Default

View Events View Alarms View Outages Asset Info Meta-Data Hardware Info Availability SSH Resource Graphs Rescan Admin Update S

SNMP Attributes

Name pricpa-csc-aZ-doc-1
sysObjectlD .1.3.6.1.4.1.8072.3.2.10
Location Azure East US

Contact support@maidenheadbridge.com
Description PriCPA Node for Documentation

12.4.2.5.2 Node Availability

Availability
Availability (last 24 hours) 100.000%
102120 | | \ | | | | | | Not Monitored
10.2.1.21 | (| | | | | | | | Not Monitored
10.2218 002200 23,00 00,00 01:00 0200 0300 0400 DSI00 06:00 0700 0600 03:00 1000 11:00 1200 13,00 14:00 1500 1600 17.00 16,00 1:00 2z:00 22 100.000%
Bowe | || ||| RN RN i 100000%
| EU [ \ | [ | | [ | 11 100.000%
I RN NN % 100000%

12.4.2.5.3 Node Interfaces (IP & SNMP)

Node Interfaces

IP Interfaces SNMP Interfaces
Search/Filter SNMP Interfaces Q
SNMP ifindex |2 SNMP ifDescr SNMP ifName SNMP ifAlias SNMP ifSpeed
1 lo lo N/A 10000000
2 eth0 eth0 N/A 50000000000
3 ethl ethl N/A 50000000000
4 wg0 wg0 N/A N/A

12.4.2.5.4 Node Statistics (CPU, Memory, etc)

SNMP Node Data

Mode-level Performance Data
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120 CPU Satistics

Graph |[Data

2120 2125 21:30 2135 21:40 2145 2150 2155
21-30% @ 31-408 O 41-500 Minimum : 3.9%  Maxinum : 29.8%
71-80% @ s1-90% W 91-100% Current : 10,2 Average : 8.9%

Mininum : 10.00 Maximum : 860.97
Corrent : 16047  Average : 158.58

1.006 System Memory Stats
200M
s00m
700M
8
s00m
5
500M
400m
300M
200m
2110 2118 2120 2125 2130 2138 2140 2145 2150 2158
B Used (Other)  Avg : 299.79 M Min : 299.26 MMax : 30114 M
O 10 Butf Ran Avg @ 1455 MHMin @ 10417 MMax : 11495 M
W Shared Hem Avg 1 229MWin oz 0.00 Max :  4.0LN
B Filesysten Cache Avg : 403.15 M Min : 401,39 MMax : 405.53 M
O Avail Real Men Avg : 116.65MMin : 112.63MMax : 119.29M
W Total Swep Mg i X : 000 Max : 0.00
B Total Real Men Avg @ 93B.04 MMin : 93814 MMax : 9314 M

12.4.2.5.5 Interfaces Traffic

22:00 2205 22:10 215

[ Graph|[Data]

2200 2208 22110 2215

You can see the traffic per physical interfaces (ethQ, eth1) and PriCPA interface (wg0).

SNMP Interface Data

O eth0 (10.2.1.20, 10.2.1.21, 50 Gbps)
O eth1 (10.2.2.18, 50 Gbps)
) wgO (192.168.7.25)

Example of real time traffic on PriCPA interface:

Maidenhead Bridge
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NRTG Graph for mib2.HCbits on node[snmpv2:1691267352161].interfaceSnmp[wg0]

Graph || Data

200M Bits In/Out (High Speed)

-200M

IS
=
=]
=

&
2
=]
=

Bits per second

-B0OM
-1.00G

-1.20G6
22:03:00 22:03:30 22:04:00 22:04:30 22:05:00 22:05:30 22:06:00
B oawvg 2.87 M Min : 8.90 Max 6.99 M
W out Avg 72.94 M Min 0.90 Max 1.1 6
Tot In NaM Bytes Tot Qut NaN  Bytes Tot Nal Bytes

12.4.3 NTP Servers

By default, the CSC PriCPA uses "ntp.ubuntu.com". You can configure here your NTP Servers.

elect what you want to configure:

} DNS servers

2) SNMP
Time
Quit
ter your choice: 3
You are using default Ubuntu NTP servers.
Status: "Initial synchrenization to time server 185.125.1 1123 (ntp.ubuntu.com).”
Do you want to change the NTP servers?
2) No
Enter your choice: 1

Primary NTP Se
Secondary NTP Se

(MHB-CSC) (INFO) CSC: pricpa-csc-aZ-doc-1: NTP Servers changed via console. Using 172.19.0.199 and 192.168.1.199

Selection: 1@
select what you want to configure:

DNS servers
SNMP
NTP server
Time Zone
Quit

Enter your choi

Your current NTP Server re: 2.19.0. ; 192.168.1.199

Status: erver 172.19.0.199:123 (172.19.0.199)."

The NTP Server connects correctly when the Status is: "Initial synchronization to time server

XXxX".

Maidenhead Bridge Cloud Security Connector PriCPA for Virtual Platforms | 80




12.4.4 Change Timezone

Use this menu to select the timezone of the CSC.

want to configure:

11 show the logs in the past or future if the Time Zone is incorrect. In most circumstances, UTC is the best choice.

WARNING: Some SIEM/SYSLOG software will show the logs in the past or future if the Time Zone
is incorrect. In most circumstances, UTC is the best choice.

T coniguring tzdata |
Please select the geographic area in which you live. Subsequent configuration questions will marrow this down by presenting a list of cities, representing the time zones in which they are located.

Geographic area:

Africa

Arctic Ocean
a
Atlantic Ocean

Indian Ocean
Pacific Ocean

None of the above

<0k> <Cancel>
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12.5 System and Traffic Logs

In this section you can view System Logs, configure Syslog Servers and enable/disable traffic logs.

System and Traffic Logs
11) View System Logs.
12) Configure Syslog and Traffic

12.5.1 View System Logs

selection: 11
Please, Select 'Current Month' or 'Last 6 Months'.

1) Current Month

2) Last & Months

3) Quit

Enter your choice: 1

Current Month (August 2023) Logs for pricpa-csc-az-doc-1

34:50 r HB-CSC) (INFO) CSC: pr. DNS Servers changed via console. Using 1.1.1.1 and 8.8.8.8
HB-CSC) (INFO) CSC: pricp. Z-doc-1: Syslog Servers using (IP/TCP PORT): 172.1
HB-CSC) (INFO) AWS active (running) since Fri 2023-08-84 15 4 UT
HB-CSC) (INFO) AWS
HB-CSC) (INFO) Private Access - Priu
HB-CSC) (INFO) PriCPA Remote Man
HB-CSC) (INFO) PriCPA
HB-CSC) (INFO) PriCPA

12.5.2 Configure Syslog and Traffic Logs

selection: 12

Syslog / SIEM Configuration

Primary Syslog / SIEM (IP/TCP POR 172.19
Secondary Syslog / SIEM IP: Not configured
[Traffic Logs (IP packets) are enabled.

Do you want to change these values?

NOTE: Reset to default values will reboot the €SC because Traffic Logs are enabled.

3) Reset default values
Enter your choice: 1

NOTE: The CSC always generates System Logs (Power UP, Tunnel Changes, etc.), but Traffic Logs (IP Packet information) are optional.
Enabling or Disabling Traffic Logs will require rebooting the CSC.

[Traffic Logs are enabled. Do you want to disable Traffic Logs?

Enter your choice: 2

Primary Syslog Server (IP): 172.1
Please enter Primary Syslog TCP port

(Optional) Do you want to configure a Secondary Syslog Se

1) Yes
2) No
Enter your choice: 2

Please confirm these values:
Primary Syslog / SIEM (IP/TCP POR’ 172.
Traffic s (IP packets) are enabled.

Do you want to implement these values?

1) Yes

2) No

Enter your choice:| 1

(MHB-CSC) (INFO) CSC: pricpa-csc-aZ-doc-1: g s ers changed via console. Using (IP/TCP PORT):
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13 Remote Management

You can use several tools to manage the CSC remotely. This chapter shows how to use SSH, AWS
Systems Manager (Fleet Manager) and Rundeck.

13.1 Using SSH.

Almost all remote management tools can run SSH commands. The CSC PriCPA has a list of
commands created for this purpose. See the Command Table below.

You can execute commands enabling the user "csccli" and running an SSH command with the
following format:

ssh -i <ssh-key> csccli@<CSC IP(eth1)> "sudo <comand>; exit"

Example:

ssh -i ns-cscadmin-key csccli@172.19.1.27 "sudo /home/cscadmin/aws-mt4; exit"

GENERAL Information

Company : Maidenhead Bridge

Location : PriCPA-01-MHB

CSC ID : pricpa-vm-c001001-b

CSC date: Mon 11 Dec 12:26:05 UTC 2023
Soft version : 1.0.6

INTERFACES Information
External: PriCPA IP: 192.168.1.25 | CSC IP(eth0): 192.168.1.27/24 | Network Gateway: 192.168.1.240 is Alive
Internal: CSC GW IP: 172.19.1.25 | CSC IP(eth1): 172.19.1.27/24 | Network Gateway: 172.19.1.188 is Alive

DNS Information
DNS Server (1) IP: 172.19.0.100 is Alive
DNS Server (2) IP: 1.1.1.1 is Alive

CONNECTIVITY Test
CSC External Interface 192.168.1.27 can reach test page (https://ip.maidenheadbridge.com) via Public IP 82.68.6.73
PriCPA Interface 192.168.1.25 can reach test page (https://ip.maidenheadbridge.com) via Public IP 82.68.6.73

AWS SSM Agent
AWS SSM Agent is not registered

SYSLOG Information

Primary Syslog / SIEM (IP/TCP PORT): 10.63.1.10/5514 is Alive
Secondary Syslog / SIEM IP: Not configured

Traffic Logs (IP packets) are enabled.

HIGH AVAILABILITY Information
This CSC (pricpa-vm-c001001-b) is Cluster ACTIVE
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13.1.1 Commands table

Test # Descritption CSC Command
1 MHB-CSC-ShowConfigurationAndStatus /home/cscadmin/aws-mt4
2 MHB-CSC-Show-Private-Access-ALL-Peers-Status | /home/cscadmin/aws-show-private-access-all-peers-status
3 MHB-CSC-Refresh-Private-Access-Peers-URL /home/cscadmin/aws-refresh-private-access-peers-url
4 MHB-CSC-Reload-Private-Access-JSON-file /home/cscadmin/aws-reload-private-access-peers-json
5 MHB-CSC-ShowLogCurrentMonth /home/cscadmin/aws-l-current-month
6 MHB-CSC-ShowLoglLastSixMonths /home/cscadmin/aws-I-last-6-months

Maidenhead Bridge
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13.2 AWS Systems Manager

The easiest and most accessible way to manage the Cloud Security Connectors is to use AWS

Systems Manager. AWS official documentation is available here: https://aws.amazon.com/systems-
manager/. The CSC has preinstalled the SSM Agent. You must register the CSC using "Hybrid
Activations" and "Run Documents" afterwards.

With AWS Systems Manager, you can manage the CSC remotely. To do it, you need to create
"Documents" in advance. "Documents" are a series of commands used by the "Run Command"
functionality.

This section explains how to create the "Documents" and "Run Commands".

13.2.1 Create Documents

We provide a CloudFormation template to create all "Documents" in one shot.
Steps:
1. Download the CloudFormation template from:

https://maidenheadbridge.freshdesk.com/support/solutions/articles/33000280930-create-
documents-to-manage-the-csc-via-aws-systems-manager

2. Deploy Stack. Go to Cloudformation —>Create Stack—> Upload a template file

- | CloudFormation > Stacks (reatss(ack| 1

sten Create stack
Specify template

Step2 Prerequisite - Prepare template
Spedify stack detalls

i i
Steps Every stack is based on a template. A template is a JSON of YAML file that contains configuration information about the AWS resources you want to includ in the stack

Configure stack options 2
© Template is ready Use a sample template Create template in Designer

stepa.
Review

Specify template

A template is a JSON or YAML file that describes your stack's resources and properties.

Template so

Selectin jenerates an Amazon 3 URL where it will be stored

Am: © Upload a template file

Upload a template file

4 MHB—CSC—AWS—SyStzms—Manager—Dozuments—v—1—0.[50n

JSON orvam

S3 URL: https:, -east-
ger-Documents-v-1-0Json

3. Click next.

4. Putthe Stack Name
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https://aws.amazon.com/systems-manager/
https://aws.amazon.com/systems-manager/

step1
Specify template

Step2
specify stack details

step3
Configure stack options

Step 4
Review

5. Click Next -> Next -> Create Stack.

CloudFormation > Stacks

Create stack

Specify stack details

Stack name

Stack name

MHB-CSC-Documents-for-SSM-Agent

Stack name can include letters (A-Z and a-z), numbers (0-3), and dashes (-).

Parameters

Parameters are defined

iplate and allow you to inp

create or update a stack.

No parameters

There are no parameters defined in your template

6. Wait the Stack to complete.

CloudFormation

[ Stacks (1)
Q

Active ¥

Stacks MHB-CSC-Documents-for-SSM-Agent

@ View nested

Stack info

7. Now go to Services -> Systems Manager -> and click "Documents" and choose "Owned by

mell

MHB-CSC-Documents-for-SSM-Agent
2021-06-24 10:39:55 UTC+0100
(©) CREATE_COMPLETE

° Q

Events (41)

Events Resources

Cancel

Outputs

MHB-CSC-Documents-for-SSM-Agent

Parameters

v Application Management
Applcation Manager eV
Appconfig

Parameter Store

AWS Systems Manager > Documents

Ouned by Amazon

Shared with me

All documents

Session Manager
Run Command
State Manager
Patch Manager

Distrbutor

< Shared Resaurces
Documents. 1

MHB-CSC-Reload-High-Avallabilty

Document type Ouwner
Command 544690173127

Platform types
Lnux

Default version
1

Document type Owner
Command 544690173127

Platform types

Default version
1

Document type
Command 544690173127

Platform types

Default version
1

Document type
Command 544690173127

Platform types

Default version
1

Maintenance Windows ‘Command 544690173127 544690173127 Command 544690173127 544690173127 |
Fleet Manager New Default version Default version Default version Default version
Compliance 1 1 L 1

MHB-C5C-ShowLogCurrenthonth

MHB-CSC-ShowLogLastsixMonths

MHB-CSC-SpoedTest

MHB-CSC-SwitchTunnels

8. Done!
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13.2.2 Run Commands

After you have created the Documents, you are ready to Run Commands on the CSC.

You can see the operation results on the "Output" section or store the results on S3 Buckets for
further inspection.

To "Run Commands", go to AWS Systems Manager - Instances & Nodes - Run Command.
Here is an example of Running: MHB-CSC-ShowConfigurationAndStatus
1. RunaCommand

2. Select the Document created (Tip: Select "Owned by me")

CloudWatch Dashboard : Run d command

Incident Manager

Command document

Select the type of command that you want to run.

¥ Application Management
Application Manager

AppConfig
Q

Owner: Owned by me X ‘ Clear filters

Name

Parameter Store

¥ Change Management
Change Manager

Aut i
utomation Copy-AWS-RunShellScript

Change Calendar

MHB-CSC-Refresh-Private-Access-Peers-URL
Maintenance Windows

MHB-CSC-Refresh-Proxy-Bypass-URL

¥ |Node Management MHB-CSC-Refresh-Routed-Bypass-URL

Fleet Manager MHB-CSC-Reload-Config-json

Compliance
MHB-CSC-Reload-High-Availability
Inventory

Hybrid Activations MHB-CSC-Reload-Private-Access-JSON-file

Session Manager

State Manager

MHB-CSC-Reload-Routed-Bypass-json

MHB-CSC-Show-Private-Access-ALL-Peers-Status

Patch Manager (o] MHB-CSC-ShowConfigurationAndStatus

Distributor

3. Scroll down and Select the Instances
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Target selection

Target selection
Choose a method for selecting targets.

() Specify instance tags

Specify one or more tag key-value pairs to select instances that share those

tags.

© Choose instances manually
Manually select the instances you want to register as targets.

mi-060b74c306f4e0144 X

Instances

[a

| Ping status: Online X |

‘ Clear filters

-] Node ID

Source type

Source ID Name Ping status

‘ mi-060b74c306f4e0144

AWS:SSM:Managedinstance

mi-060b74c306f4e0144 v-1-0-2a-pricpa-csc-as Online

4. Click "Run" . Wait for the Command Status "success"

® command ID: 0ae3a4e7-002a-443d-806e-8d:!

fully sent!

AWS Systems Manager » RunCommand » Command ID: Oae3ade7-002a-443d-806e-8d85994¢58a1

Command ID: Oae3ade7-002a-443d-806e-8d85994c58a1

Command status

Overall status

Detailed status

# targets

# completed
@ Success @ Success 1 1
Targets and outputs
Q
Instance ID Instance name Status Detailed Status
mi-060b74c306f4e0144 pricpa-csc-aZ-doc-2 @ success @ Success

5. Right click on Instance ID (mi-xxxx) and open in new tab. Check Output.
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AWS Systems Manager > RunCommand > Command ID: Oae3a4e7-002a-443d-806e-8d85994c58a1 >  Output on: mi-060b74c306f4e0144

Output on mi-060b74c306f4e0144

File

[z

Step 1 - Command description and status

status Detailed status Response code

© Success @ Success o

Step name Start time Finish time

Runscripts Sun, 06 Aug 2025 09:09:07 GMT Sun, 06 Aug 2023 09:09:14 GMT
v Output

The command output displays a maximum of 48,000 characters. You can view the complete command output in either Amazon $3 or CloudWatch Logs, if you specify an 53 bucket or a logs group wh

GENERAL INFORMATION
Name: pricpa-csc-az-doc-2

Region: eastus | SubscriptionId: ffdeo2fb-c38f-45fb-9e31-89e5303be5f1 | vmSize: Standard Bls
CSC date: Sun 6 Aug @9:09:07 UTC 2023

Soft version: 1.8.4 | CSC Model: CSC PriCPA for Azure

Azure Cloud: AzureCloud

6. Done! (Note: You can copy the output and to display on a text editor for more visibility)

Edit View Search Tools Documents Help

B+ | 9 ¢ | X ® O Q&

|= *Unsaved Document 6 X

W N oW R W

10 |INTERFACES INFORMATION
11 |External: Service IP (ethe): 10.2.1.13/24 | PriCPA IP: 10.2.1.19 | Network Gateway: 10.2.1.1
12 |Internal: CSC GW IP (ethl): 10.2.2.6/24 | Network Gateway: 10.2.2.1

14 [PUBLIC IP Address INFORMATION
15|Service IP: 172.171.251.154
16 [PriCPA Public IP: 172.171.251.97

17

18 [DNS INFORMATION
19 |DNS Server (1): 1.1.1.1
20 |DNS Server (2): 8.8.8.8 is Alive

21

22 |AWS SSM AGENT
23 |AWS SSM Agent is active (running) since Sat 2023-08-05 22:01:00 UTC; 11h ago
24 |Registration values: {"ManagedInstanceID

26 |SYSLOG INFORMATION

27 |Primary Sysleg / SIEM (IP/TCP PORT): 172.19.0.5/5514 is Alive
28 |Secondary Syslog / SIEM IP: Not configured

29 |Traffic Logs (IP packets) are enabled.

30

31 [HIGH AVAILABILITY Information

32 |The HA service is: active (running) since Sat 2023-08-85 22:02:55 UTC; 11h ago

33 [Identity Type: SystemAssigned

34 |Route to PriCPA using Next Hop: 10.2.2.18 of VM: pricpa-csc-aZ-doc-1 (the other CSC in the pair)
35|Current values configured are:

36
37
38
39
40
41
42

GENERAL INFORMATION

Name: pricpa-csc-aZ-doc-2

Region: eastus | SubscriptionId: ffde@2fb-c38f-45fb-9e31-89e5383be5f1 | vmSize: Standard Bls
CSC date: Sun 6 Aug ©9:09:07 UTC 2823

Soft version: 1.8.4 | CSC Model: CSC PriCPA for Azure

Azure Cloud: AzureCloud

Availability Zone : 2

is Alive

mi-B860b74c306f4e0144", "Region”: "eu-west-2"}

Route/s (Qty)= 2
Route 1: MHB-DC-172.19.0.0 (Route Table=Servers-Route-Table, Resource Group=RouteTables-East-US)
Route 2: MHB-DC-192.168.0.0 (Route Table=Servers-Route-Table, Resource Group=RouteTables-East-US)
Computer Name of other CSC in the pair: pricpa-csc-aZ-doc-1 (Resource Group=CSC-East-US)
Private Access Public IP= 20.127.203.54
KeepAlive Remote IP: 172.19.8.133 is Alive
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13.2.3 List of Documents available for "Run Command"

1. "MHB-CSC-ShowConfigurationAndStatus": Executes "Show Configuration and Status"

2. "MHB - CSC - Show Private Access ALL Peers status": Show the Status of all Private Access
Peers.

3. "MHB - CSC - Refresh Private Access Peers URL": Refresh the Private Access Peers list using
the values of the JSON file stored in the URL configured.

4, "MHB - CSC - Reload Private Access Peers JSON file": Reloads the values of
privateAccessPeersConfig.json

5. "MHB-CSC-ShowLogCurrentMonth": Shows current month logs.

6. "MHB-CSC-ShowLoglastSixMonths": Shows last six month logs.
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13.3 Rundeck

Rundeck (https://www.rundeck.com/) is an open-source software Job scheduler and Run Book
Automation system for automating routine processes across development and production
environments. It combines task scheduling multi-node command execution workflow orchestration

and logs everything that happens.

Installation Steps:
1. Install Rundeck. Intructions at: https://www.rundeck.com/open-source
2. Create a Project.
3. Enable user "csccli" and setup the SSH Public key on each CSC.

4. On the Project, setup the SSH Private and define the nodes:

| @ Ns-CSC-MGMT v | Project

| Edit Nodes File | 2

home/rundeck06/rundeck/NS-CSC-MGMT-NODES json

Source 2. File Reads a file containing nede definitions in a supported format

Format .
json

Description J/home/rundeck0&/rundeck/NS-CSC-MGMT-NODES json

Soft Wrap

i-0

2 ns-cgcBfenz-a":

3 hostname™: "172.19.8.63",

4 nodename”: "ns-cgcbeeez-a”,

5 description”: "CSC GRE Cluster A", 3
I3 tags : "csc-gre-cluster,netskope,active”, ‘
7 username”: "cseccli”,

8 osVersion”: "1.87,

9 osMame™: "csc-gre-cluster”

18 1

11~ n5-cocoonaz b = [

1z hostname™: "172.19.8.64",

13 nodename”: "ns-cgcbeeez-b”,

14 description”: "CSC GRE Cluster B~,

15 tags : "csc-gre-cluster,netskope,active”,
16 username”: "csccli”,

17 osVersion”: "1.87,

18 osName”: "csc-gre-cluster”

19 b

28~ ns-cgcBegel-a”: {

21 hostname™: "172.19.8.23",

2z nodename”: "ns-cgcbeeel-a”,

23 description”: "CSC GRE Cluster A",

24 tags™: “csc-gre-cluster,netskope,inactive”,
25 username”: "csccli”,

26 osVersion”: "1.87,

27 osName”: "csc-gre-cluster”

28 1

29 - ns-cgcfeeel-bT: [

38 hostname™: "172.19.8.24",

31 nodename”: "ns-cgcBeeel-b”,

32 description”: "CSC GRE Cluster B~,

33 tags™: “csc-gre-cluster,netskope,inactive”,
34 username”: "csccli”,

35 osVersion”: "1.87,

36 osMame”: "csc-gre-cluster”

a7 3

E

39

5. Create the jobs. Please, contact Support at http://support.maidenheadbridge.com for the
latest Job List.
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13.3.1 Jobs

The following screen shows the list of Jobs available.

[ W NS-CSC-MGMT

17 All Jobs

Refresh Proxy Bypass URL
Refresh Proxy Bypass URL - CSCs with tagsiactive This job executes Refresh Proxy B

Refresh Routed Bypass URL Th

Refresh Routed Bypass URL - CSCs with tags:active This jo tes the Rout

Reload Config Json File T re st

Reload High Availability Json File This
Reload Routed Bypass Json File
Show Configuration and Status - CSC with tags:active This job executes Show Config
Show Logs Current Month

Show Logs Last 6 Months

>

>

>

>

»

>

>

»

» Show Configuration and Status T
>

>

»

» Speed Test This job executes Speed Test from t
» Switch Tunnels This Job Switches tunnels P
» Test Email Use this job to check that

» Traceroute and Latency Test Use this Job to check the quality of the path to the Cloud -
>

Update Nodes Database

Check CSC Status - Netskope This test ks L7 K SCs g Netskope C

13.3.2 Running job

NS-CSC-MGMT

©Show Configuration and Status

This job provides all configuration and statuses information of the CSC.

Log Output

100%2/2 COMPLETE 0 FALED
Node
& pricpa-csc-aZ-doc-1 Al Steps OK
~ @ Command oK
10:05:32
10:05:32  GENERAL INFORMATION
10:05:32  Name: pricpa-csc-az-doc-1
10:05:32  Region: eastus | P : f 1] vmsize: st
10:05:32  CSC date: Sun 6 Aug 10:65:32 UTC 2023
10:05:32  Soft version: 1.8.4 | CSC Model: CSC PriCPA for Azure
10:05:32  Azure Cloud: AzureCloud
10:05:32  Availability Zone : 1
10:05:32
10:05:32  INTERFACES INFORMATION
10:05:32  External: Service IP (ethd): 10.2.1.20/24 | PriCPA IP: 10.2.1.21 | Network Gateway:
10:05:32  Internal: CSC GW IP (ethl): 10.2.2.18/24 | Network Gateway: 10.2.2.1
10:05:36
10:05:35  PUBLIC IP Address INFORMATION
10:05:36  Service IP: 20.127.203.20
10:05:36  PriCPA Public IP: 20.127.203.54
10:05:36
10:05:35 DN INFORMATION
10:05:35  DNs Server (1): 8.8.4.4 is Alive
10:05:36  DNS Server (2): 1.6.6.1 is Alive
10:05:36
10:05:36  AWS SSM AGENT
10:05:35  AWs SSM Agent is active (running) since sat 2023-08-05 22:00:56 UTC; 12h ago
10:05:36 g values: { +*mi-02f61b13176C35082" , "Region” : "eu-west

Maidenhead Bridge

Succeeded >
you

0 INCOMPLETE 0 NOT STARTED

Start time

110528 am

andard_B1s

10.2.1.1

-2}
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14 DevOps operations

The CSC is delivered will all configurations and is ready for production. Even so, during the life cycle
of the CSC, some parametrization may be required to be changed or modified. For this reason, we
provide some configuration utilities that will help with further parametrization and change

management.

The CSC offers an option to do some changes using JSON config files. The operation is simple and is

three steps:
1. Obtain the current JSON file from the CSC.
2. Download the modified JSON file to the CSC.

3. "Run Command" (AWS Systems Manager) of the specific "reload" document. (or use
Rundeck Job or Azure Run Command)

The JSON files are available are:

1. privateAccessPeersConfig.json: Use this Json file to configure "networks" and
"privateApps" on your Private Cloud.

In this chapter, we are going to explain the procedures.
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14.1 privateAccessPeersConfig.json

You can use this file to create Private Access Peer Rules manually instead of using the automatic

method via Private Access Peers URL.

1. Obtain the current "privateAccessPeersConfig.json" from the CSC, running "Run Command"

(AWS-RunShellScript.). For example:

cat /usr/local/etc/mhb-csc/privateAccessPeersConfig.json

{

"peers": [
{
"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIg)BgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",
"privateCirdlp": "192.168.7.1/24",
"persistentKeepAlive": "no",
"networks": ['10.1.1.0/24", "10.1.2.0/24" ],
"privateApps": [
{
"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdlp": [ "0.0.0.0/0" ],
"destinationCirdlp": [ "10.1.1.0/24", "10.1.2.0/24" ],
"destinationSinglePorts": ["" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

"nodeName": "ns-cgc00002",
"description": "Node on VMware Server 2",
"location": "Datacentre 2",
"publicKey": "xTIBA5rboUvnH4htodjb6e697QjLERtINAB4mMZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",
"privateCirdlp": "192.168.7.2/24",
"persistentKeepAlive": "no",
"networks": [ "10.2.1.0/24", "10.2.2.0/24" ],
"privateApps": [
{

"description": "Allow all traffic to this site",
"ipProtocol": "all",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.2.1.0/24", "10.2.2.0/24" ],
"destinationSinglePorts": [ "" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

}
1

"nodeName": "ns-cgc00003",

"description": "Node on VMware Server 3",

"location": "Branch",

"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71I0WWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",

"privateCirdlp": "192.168.7.3/24",

"persistentKeepAlive": "no",

"networks": [ "10.3.1.0/24", "10.3.2.0/24" ],

"privateApps": [

"description": "Allow all traffic to this site",
"ipProtocol": "all",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdIp": [ "10.3.1.0/24", "10.3.2.0/24" ],
"destinationSinglePorts": ["" ],

"destinationPortRange": { "fromPort": "", "toPort": "" }

2. Create a AWS bucket and place on it the modified "privateAccessPeersConfig.json" file.
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3. Download the file to the CSC. Run Command "AWS-RunShellScript"

wget <Your bucket file URL> -O /usr/local/etc/mhb-csc/privateAccessPeersConfig.json

4. Run Document "MHB-CSC-Reload-Private-Access-JSON-file" to apply the changes.
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15 Appendixes

15.1 Appendix A: Release Notes

15.1.1 Version 1.1.0 (April 2024)

Version 1.1.0 comes with the following enhancements:

* New! Multiple uplinks are supported. In this version, you can define multiple uplink IPs that
can be public or private. This functionality provides multiple uplink redundancy via multiple
ISPs or Private Networks (e.g., MPLS).

* New! Introducing a new feature that's as easy to use as powerful. You can now create a
PriCPA cloud within your private networks. For instance, you can use MPLS to transport the
PriCPA cloud. This functionality empowers you to encrypt and add zero trust to an MPLS
network, all with a few simple steps.

e Other: Minor bug fixes and cosmetic changes.

15.1.2 Version 1.0.6 (December 2023)
This is the initial public release of the CSC PriCPA for Virtual Platforms.
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15.2 Appendix B: JSON formatters (Visual Code, Notepad ++)

We strongly recommend using Software that can show errors on your JSON file and also can format
(beautify) the file for better visibility. Below two examples.

15.2.1 Visual Code

File Edit Selection View Go Run Terminal Help

{} Untitled-1 @

]

" fromPor
“toPort":

1. Download : https://code.visualstudio.com/download
2. Select your platform and install.
3. Create your JSON.
3.1.  Visual Code will show the errors in RED.
3.2. To "Beautify" your JSON file press:
3.2.1. On Windows: "Shift + Alt + F"
3.2.2. On MAC: "Shift + Option + F"

3.2.3. On Linux: " Ctrl + Shift + 1"
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15.2.2 Notepad ++

Dr *new 1- Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window 7
sfHeEGEl s MEklae/hh x| EE =T Da® @EDbFE
ISON Viewer T e 3
1 {
= Déerns 2 % "peers™: [
| {
:::"deN?E :';s'jgmoml Sarver 1 ) "nodeName": "ns-cgc0000L1",
---I::I:;Iupn o:@ ode on Yware server 5 "description™: "Node on VMware Server 17,
. 3 "location™: "HQ",
-~ publickey : yAnzSTF +HXX1te 14tji32MNg +hd 2rYUIgJBgB 3fBmk=
xbl:dp:ndr]dpz‘mt' P 1?-5132;1 aJBgBfEm 7 "publicKey": "yAnzSTF+1XXJteldt)i3zlMNg+hd2rYUIgIBgB3fBmk=",
. ) N e 8 "publicIpAndUdpPort™: "200.1.1.1:51821",
teCirdIp @ 192.168.7.1/24
___E'e'::ste';mpepmive o i 3 "privateCirdIp": "192.168.7.1/247,
' 10 "persistentKeepAlive™: "no",
-neix:l:)ps 11 g "networks": [
o 12 "10.1.1.0/24",
" "
nodeName ¢ ns-cge00002 iz | ] 10.1.2.0/24
description : Node on VMware Server 2 1 A o rivatelpps": [
- location : Datacentre 2 07 F ¢ FEETE
- publicKey : xTIBASrbolUvnH4htodjb6e63 7QILER tINAB4MZgpaDg = B R
17 ny nn: nw
- publiclpAndUdpPort : 200.1,1.2:51821 i ,,li:;i‘;z;i: o
- privateCirdlp : 192,168.7.2/24 - B N * "
reistentkeenAlive : no Btk = "sourceCirdIp": [
P e 20 "10.2.1.0/24",
- privateApps 21 "10.2.2.0/24",
G2 o 22 "10.3.1.0/24",
23 "10.3.2.0/24"
- nodeMame : ns-cgc00003 fg ] /
. = ’
I‘ie;:':n“‘.’gr'a:;fe on VMnare Server 3 25 "destinationCirdIp": [
. ; ' 26 "10.1.1.100/32",
publickey : TrMvSoP 4] QlY6RIzBgbssQaY 3vxI2Pi+y7 UOWWXKD= - "10.1.1.200/32"
- publiclpAndUdpPort : 200,1.1,3:51821 = ] e
R I 28 - .
D"va.mc"dlp' 1?2‘168'7'3‘{24 28 "destinationSinglePorcs™: [
- persistentieepalive : no 30 nggm
- networks B "443;
privateApps -
32 - 1,
33 =l "destinationPortRange™: {
34 "fromPort™: "3780",
35 "toPort™: "3784"

1. Download: https://notepad-plus-plus.org/downloads/

2. Install JSON Viewer Plug in.

& CProgram Files\Notepad+ +\change.log - Notepad++

File Edit Search View Encoding Language Settings Tools Macro Run
cHHERGAI I ko e« x| EBE
Ech.angelagm|

Pesl@EnbE

I Notepadts v8.1piygins Admin ”
5 1. Fiz a regy Avalsble Updates Installed

4 2. Fix a reg

o 3l maxe oot 3
& 4. Make UDL serch: [sson J [ hext Instal

T 5 Fix phant

6. Enable bag | Plugin Version ~

N [1iN Notepad: + Plugin 22,1856
10
11 Notepads+ vE. JSON Viewer 140 2
12 TsTool T2107.2
13 1. Fix empry| |[]LanguageHelp 175
14 2. Fix langud |[] Linefilter3 1
= [ Linter 01
if oteoadss a1 | Losstion Navigste 0481

i P 1 |0 LuaSeript o1 .
18 1. Fix confi
20 2. Workazound 0N viewer that displays the selected JSON string in a ree view.
1 Author: Kapil Ratnani
2z Homepage: https://github.com/kapiratnani/JSON-Viewer
23 Notepad++ ve.
24
25 Fixn empty
26 Fix white
27 Enhance da

Fix "Run g
Fix toolt.

1
2
3.
4
5
é

3. Create your JSON file.

4. To Check your JSON file go to: Plugins -> JSON Viewer -> Show JSON Viewer.
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qun indow ?

Ctrl+ Alt+Shift+]

2| MIME Tools > | =D BB
Converter ¥ |
- NppEvport > |
JSON Viewer 5 | Show JSON Viewer
" Plugins Admin... RomnatiSen
ion Compress J50N

", Open Plugins Folder...
y": "yAnzSTE+1XXdteldtiizzIM

About

Ctrl+Alt+Shift+M
Ctrl+Alt+Shift+ C

andUdpPort": '200.1.1.1:51821",'
FrATaM. "G g8 7 1/7aw

5. To format ("Beautify") your JSON go to: Plugins -> JSON Viewer -> Format JSON
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15.3 Appendix C: Securing an AWS Bucket by source IP.

1. On your AWS console create a bucket with default values for permissions: "Block all Public

Access = on"

2. On Bucket Policy, add your Public IPs in "aws:Sourcelp":[]

Amazon S3. x Block public access (bucket settings)

Block al public access
on

Block public access to
@on

@on
Block public access to
@on

@on

Block All

Bucket policy

> AWS Marketplace for 3

® e

4
“Version 20121017,
I "S3Policyla”,
o

3 - Add this policy/|

{
"Version": "2012-10-17",
"Id": "S3Policyld1",
"Statement": [

{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"200.1.1.1/32",
"200.1.1.2/32",
"200.2.0.0/24"

"Resource": "arn:aws:s3:::mhb-zscaler-private/*",

3. Donel!
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15.4 Appendix D: Securing Azure Blob by Source IP and
Shared Access Signature.

IMPORTANT: An additional setup is required is the CSC and the Blob are on the same Azure
Region. See below.

15.4.1 Create a Storage Account with permission per Source IP

Please, create an storage account for PriCPA and put the source IP allowed.

e

Home > pricpa

@& pricpa | Networking -

Storage account

Firewalls and virtual networks Private endpoint connections Custom domain

= Overview

Save Discard )
B Acivitylog [=) save X Discard () Refresh &' Give feedback

€ Tags Public network access
(O Enabled from all networks

| (®) Enabled from selected virtual networks and IP addresses | 2

# Diagnose and solve problems

Pa Access Control (IAM) (O Disabled
@ Data migration @ Configure network security for your storage accounts. Learn more o
Events Virtual networks

B Storage browser + Add existing virtual network - Add new virtual network

& Storage Mover i
Virtual Network Subnet

Data storage No network selected.

= Containers

Firewall

# File shares Add IP ranges to allow access from the internet or your on-premises networks. Learn more.

M Queues (] Add your client IP address (82.686.73) O

BB Tables Address range 3

Security + networking 9240213220 W

& Networking 1 826667229 EI
217.155.196.81 u

 Front Door and CDN

15.4.2 Create a SAS signature and "Blob SAS Url"
Upload the Peer JSON file to a blob and select generate a SAS

5 Seach sources senices nd doc G

Generate SAS | 4

a | Storage browser ¢ s

Use the "Blob SAS URL" to configure as your "URL" for Peers Json File.
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15.4.3 Blob & CSC on the same Azure Region

If the CSC and the Blob are on the same region, the following settings are required:

1. Go to your VNET -> External Subnet of the CSC and configure: SERVICE ENDPOINTS

Services: Microsoft.Storage

Home > Virtual machines > demo-csc-pricpa-ha-1 | Networking > VNET-East-US

csc-external-East-US

¢.s VNET-East-US | Subnets VNET-£astUS
Vit network
. Name
[ Searcn « 4 subnet + Gatewaysubnet O Refesh | 5 Manageusers [ Delete (oo
i [ Search s e o’ O
& Actiiylog 1021024
5. Access control (IAM) Nome 1 1Pud 7y PG Ty Available IPs Ty Delegated to Ty 10210-1021255 @25
@ Tags AnureFrewaltsubnet 10210024 i P (0] Add 196 adetress space ©
X Diagnose and solve problems csceinternal-East-US 10220724 23 “ NAT gateway O
None
s defoit 1020024 = 3
f-extemal 1028024 2% . Network security group
> Addressspace —
nA fwintermal 1029024 : 250 = e
servers-East-US 10230/24 - 250 = Rovte table
1 CSC-Extemal-Route-Table
z w1t US 1024024 ) 250 B =
X Baston
n2East.US 1025024 . = = 3
© DDos protection
@ Firewall o el 10250024 - 21 N Create service endpoint policies to allow traffic to specific azure re
over sence endpaints. Lesn more
wvdd-East-US 1027.0/24 - 251 i

© Miosot efender forCloud .
e [S— 10211024 : 251 . Y 4
& Networkmanager WMicrosoftStorage
£ s 10212024 - 1 -
oo
e 2 Moo =]

Service endpornt policies

2. Go to the Blob configuration and allow the External Subnet of the CSC.

Lo e i g )

Home > pricpa

& pricpa | Networking

Storage account

Firewalls and virtual networks  Private endpoint connections Custom domain

= Overview

. & save < Discard () Refresh A7 Give feedback
Activity log
Public network access

Tags
() Enabled from all networks

(®) Enabled from selected virtual networks and IP addresses
Access Control (IAM) O Disabled

=]
¢
X Diagnose and solve problems
A2
w

Data migration @ Configure network security for your storage accounts. Learn more o

Events

etworks 2
B8 Storage browser

>

+ Add existing virtual network  —+ Add new virtual network 3
& Storage Mover - N
Virtual Network Subnet Address range Endpoint Status Resource Group
Data storage “~VNET-East-US 1 Networks-East-US
= Containers csc-external-East-US 102.1.0/24  Enabled Networks-East-US
& File shares
Firewall
O Queues Add IP ranges to allow access from the internet or your on-premises networks. Learn more.
0D Tables ] Add your client IP address (82.686.73) O
Add
Security + networking ress range
1 9240213220 W
. 8268.672/29 W
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