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1 Introduction to Cloud Security Connectors for Zscaler.

The Cloud Security Connector (CSC) is a device that enables easy deployment of the Zscaler
Internet Access (ZIA) solution in any customer environment. There are CSC models for Virtual
Platforms, such as VMware, Hyper-V, etc., and Public Clouds, such as AWS, Azure, and Gcloud.

The CSC's GRE for AWS lets you connect securely to Zscaler ZIA up to 1 Gbps * without hassle.

The CSC for AWS comes with all the required configurations and works with the Zscaler API. After
launching the CSC from the AWS Marketplace using the CloudFormation template provided, it will
automatically select the best ZEN nodes, create the GRE tunnels, and make the Location on your

Zscaler console.

All Zscaler ZIA functionalities are available. Internal IPs are completely visible on the Zscaler
console GUI.

Includes Private Cloud Private Access functionality that allows you to create a full mesh among the
CSCs communicating your private traffic on a Zero Trust model.

Simple to install with complete management from AWS Systems Manager, Rundeck (or similar, like
Ansible, Salt, Etc.) and SSH.

2 Key benefits of the Cloud Security Connector GRE for AWS

* No Networking knowledge is required.
* Enables any AWS VPC to be connected to Zscaler ZIA up to 3 Gbps.

* Easy to create and deploy: Automated deployment using CloudFormation template and
Zscaler API.

e With Private Cloud Private Access (PriCPA) you can connect all sites securely on a Zero Trust
model. The CSC secures your Private Traffic between your physical and cloud locations.

* The CSC comes with the optimal values to work with Zscaler ZIA.
e Full tunnel redundancy.
* High Availability.
e All traffic forwarding options supported:
o Route all traffic to Zscaler (or http/s only).

o Use of PAC files.

1 Zscaler guarantees 1 Gbps when using GRE tunnels, but the speed can be up to 3 Gbps, depending on the internet
path.
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o Use of Explicit Proxy.

© No default Route scenarios.

Multiple options to Bypass Traffic via dedicated Public IP:
© Layer 7 Proxy Bypass to Trusted Web Sites.

o Layer 4 Routed Bypass: TCP, UDP and ICMP per source/destination Network and Port
(UDP/TCP)

New! Full Proxy mode for devices with Explicit Proxy settings (i.e. Linux hosts), enabling
communications to Zscaler (Location IP based), direct domain Bypass (ie. .domain.com) and
communication with internal systems.

Zscaler Cloud Firewall and Cloud Web Security.
Complete visibility of internal IPs on Zscaler Console.
No operational burden for Administrators.

Full hardened device.

Multiple tools for testing and troubleshooting included: Traffic Logs. TCPDump, Speed Test,
MTR (MyTraceRoute), Keepalives statuses, Etc.

Management via SSH, AWS Systems Manager, Rundeck or similar. (Ansible, Salt, Etc.)

It runs on a cheap AWS instance: t2, t3a and t3 instances.
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3

Network Diagrams

3.1 Cloud Security Connectors (CSC) for Zscaler with PriCPA.

Raw Internet & Cloud Applications
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¥ Private Access [
(PriCPA)
Tunnel Turinel
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Maidenhead Bridge

3.2 CSC GRE for AWS - Single Deployment
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_) Traffic to Internet
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3.3 CSC GRE for AWS - High Availability Deployment

E AWS Region
E VPG .
—._____Availability Zone1 >
Private i m Private m Public i Primary Nod
Subnet Subnet-AZ1 Subnet-AZ1 E
=9  — P oscow Internet
é} <« | VvPeow i GRE
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EC2 i : Zscaler ZIA
Instances E Internal - sth1 External - eth i . 4
i CSC-A : Seoondalryr Node
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Subnet 1 s
@ T e &=
o BECEIICRARA
i Private Public |
Motkspaces i E Subnet-AZ2 . SubnetfAz2 |
. Private ; Zscaler
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MySQL E VIP proxy i ZIAA
@ H e i r Y
i Internal - eth1 External - eth0 i |
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""""""" FW
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} Traffic to Zscaler
e Private Traffic
=3 Bypass Traffic
= Traffic to Internet

(—) Automatic Default Route Selection

E Floating Public IP for PriCPA HA

Maidenhead Bridge

Other Locations #

Azure Cloud

On Premises (VMware, Hyper-v, K\VM)
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3.4 CSC GRE for AWS - Single Exit to the Internet with automatic routing

! AWS Region

E Egress-VPC

192.168.0.0116 Local

Availability Zone 1

Availability Zone 2

| 0.0.0.0/0 CSC-ENI

Egress-Public- Egress-Private-AZ2 ]
H
H
= =
s H
[Eiog :
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192.168.0.0/16 Local 192.168.0.0116 Local E
H
0.0.0.0/0 1GW 0.0.0.0/0 CSC-ENI E
1
192.168.0.0/16

App1-VPC

E App1-Private-AZ

172,160,

CIDR Range |u=xn|np

[

172,

.2.0]

10.0.0.0/16

TGW-Internet

¥

10.0.0.0/16 Local

0.0.0.0/0

TGW-Intemet |

Transit GW Route Tables

App-Route Table
CIDR Range | Next Hop
0.0.0.0/0 TGW-Attachment

Blackhole

|RFc 1918

Egress-Route Table
CIDR Range | Next Hop
10.0.0.0/16  TGW-Attachment

| 10.1.0.0/16  TGW-Attachment |

App2-VPC
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CIDR Range | Next Hop
s BN #10.1.0016  Local
0.0.0.0/0 TEW-Internet |
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3.5 CSC GRE for AWS - Single Exit to the Internet with Network Load Balancer

Maidenhead Bridge

AWS Region

Egress-VPC
i

Egress-Public-
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17116.0.04
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CSC - AZ1
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3.6 Traffic Forwarding (I): Routed Mode.

The most significant benefit of the Cloud Security Connector for Zscaler is that it covers all possible scenarios (routed traffic, PAC files, explicit proxy,

etc..) for any device in your organization: Laptops, Desktops, Servers, 10T devices, Virtual Desktops, Linux servers, Etc.

Desktop

Laptop

Linux

Server

Maidenhead Bridge

\! Ext. Tunnel

Layer 3 CsC
Ston CSC GW IP Routed Mode
- Default traffic to
B Zscaler /_
> [ L
> Routed Bypasses
{Layer 4)

= Route Table

0.0.0.0/0 == =C5C GW IP=>

= GRE Tunnel

Ext. Bypass

SRC IF, DSTIF,
mlm
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3.7 Traffic Forwarding (ll): Proxied Mode.

The most significant benefit of the Cloud Security Connector for Zscaler is that it covers all possible scenarios (routed traffic, PAC files, explicit proxy,
etc..) for any device in your organization: Laptops, Desktops, Servers, 10T devices, Virtual Desktops, Linux servers, Etc.

Desktop

= PAC file or ZCC

bypasses: refurn <CSC
Proxy Bypass |[P=3128
default: return <C3C VIF

Proxy |P=:80
Laptop
= Expilicit Prosy
PROXY: <CSC Proxy
Bypass IP=:3128
Limux
Server

Maidenhead Bridge

CS5C Proxy Bypass IP
Proxy to Zscaler via Location IP

Proxy Bypasses [(Layer T)

......................... ,

CsC
Proxied Mode

Ext. Tunnel

Location IP

Location and
Ext. Bypass

IF on Bypass List Destination
Internet -= DIRECT via ethd

IF on Bypass List Destination
Internal -> DIRECT via eth1

ELSE -= Go to Zscaler via

Location IP




3.8 Traffic Forwarding (lll): Routing and Proxying all together.

The most significant benefit of the Cloud Security Connector for Zscaler is that it covers all possible scenarios (routed traffic, PAC files, explicit proxy,

etc..) for any device in your organization: Laptops, Desktops, Servers, 10T devices, Virtual Desktops, Linux servers, Etc.

CSC Proxy Bypass IP —»

Cloud Security Connector
Traffic forwarding

Route to Zscaler

—

Routed Bypasses
(Layer 4)

CSC VIP Proxy IP ————>»

Proxy to Zscaler via GRE

Ext. Tunnel

CSCGWIP

GRE Tunnel

Location IP

Location and
Ext. Bypass

Proxy to Zscaler via Location IP

Proxy Bypasses (Layer 7)

Internal Interface 3 x IPs| [External Interface 2 x IPs]|

The function of each internal IP is the follwing:

IP Type Function
CSCGW Gateway It is used as a Gateway when routing traffic to Zscaler and bypasses using the "Routed Bypass" (Layer 4) functionality. (eni-xxyy on AWS)
CSC Vip Proxy Proxy It is used as a Proxy for traffic to Zscaler via the GRE tunnel. (1 Gbps up to 3 Gbps)
CSC Proxy Bypass Proxy Standard Mode: It is used as a Proxy for bypasses using "Proxy Bypass" (Layer 7) functionality.

Advanced Mode: Same as Standard Mode, but all traffic not in the bypass list is sent to Zscaler (via Location IP, 300 Mbps). Advanced
Mode is recommended for devices or apps supporting Explicit Proxy Settings but not PAC files—for example, Linux Servers. Additionally,
it is possible to reach internal corporate sites.
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3.9 Private Cloud Private Access (PriCPA)

Private Cloud Private Access functionality allows you to create a full mesh among the CSCs communicating your private traffic on a Zero Trust model.

Maidenhead Bridge

Azure Cloud

=
[
c
=iy
@
Lol
S
[=3
=
On Premises (VMware, Hyper-v, KVM) On Premises (VMware, Hyper-v, KvVM)
‘Benefits: Benefits:

» B0% savings compared with VPN Gateways or Service Broker Cloud
= Any to Any Communications. (Crypto Key Routing)

All traffic is encrypted

All protocols are supported.

+ Scalable: Multiple sites and multiple PriCPA clouds.

Zero Trust

MNetworking as a code.

» DevOps automated deployment.

= 2 Steps configuration: Onboard the Node to PriCPA and Deploy Policies.

s Traffic visibility End to End.

» Traffic Logs.

» Blocks Lateral movement.

+ High Performance: 1 Gbps traffic per CSC




4 Deploying the Cloud Security Connector (CSC)

There are two ways to deploy the CSC: Basic and Advanced mode (Zscaler API integration). When
using Advanced Mode, the configuration of Static IP, GRE tunnel and Location on the Zscaler
console is created automatically.

IMPORTANT NOTE: Unless you will deploy several CSCs, the Basic mode is more than enough and
is not needed to use the Zscaler APl (Advanced mode). See Appendix C for more information
about Advanced mode configuration.

4.1 Basic Mode deployment

4.1.1 Prerequisites
Before to launch the CSC you need to have this elements ready:
1. SSH Key. (you can use any ssh key already in use or to create one specific for the CSC)

2. VPCID

3. External Subnet: The External Subnet must be on the same VPC and Availability Zone than
the Internal Subnet.

4. Internal Subnet: The Internal Subnet must be on the same VPC and Availability Zone than
the External Subnet.

5. Optional: configUserData.json file. You can pass configuration (DNS servers, Syslog servers,
PriCPA values, etc.) during the launch of the CSC by pasting the configUserData.json file on
the field "User Data" of the Cloudformation template. Please see Appendix B for detailed
information about the configUserData.json file.

4.1.2 Prerequisites EXAMPLE:
Following an EXAMPLE of prerequisites and how to obtain it.

a) Go to your EC2 Dashboard to get the Key Pairs or to create new ones.

1 —SSH Keys: us-east-key

B I

| Key Pairs us-east-key

b) Go to your VPC Dashboard, to obtain VPC ID, and Subnets.
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2—-VPC ID: vpc-0f32a676

Name ~ VPCID ~ State ~ IPv4 CIDR

Virtual Private Cloud
Net 172-31 vpc-0f32a676 available 172.31.0.0186

I Your VPCs

3 — External Subnet: subnet-818c0ddb (Note: Availability Zone us-east-1d and VPC ID vpc-
0f32a676)

net-172-31-200 subnet-8360ecdd avalable vpe-0f32a676 | Net 172-31 17231200024 232 Useast-1d
Net-172-31-96 subnet-818c0ddb available Vpe-0f32a676 | Net 172-31 1723196024 233 u

4- Internal Subnet: subnet-8360ecd9 (Note: Availability Zone us-east-1d and VPC ID vpc-0f32a676)

Net-172-31-96 subnet-818c0ddb available vpc-0r32a676 | Net 172-31 172.31.96.0/24 233 us-east-1d

4.1.3 Launching the CSC from AWS Market
1. Go to the Cloud Security Connector for Zscaler product page at the AWS Market:

<7 aws marketplace

Categorles ~  Delivery Methods ~

Cloud Security Connector for Zscaler
connect to Zscaler

Maidenhead Bridge The easiest wa

Typical Total Price

Linux/Unix © Free Tiial $0.207/hr

Overview Pricing Usage Support Reviews

Product Overview

The Cloud Security Conn

il allow to protect your Web traffic in
Highlights

« Easy to Install

« Full compliance with Zscaler Best practices

« Easy Bypass functionality

Network Infrastructure

Operating System Linux/Unix, Ubuntu 16.04.4 LTS (Xenial
Xerus)

Delivery Methods

Please, note at the bottom that the Fulfilment Method is CloudFormation Template.
- Click “Continue to Subscribe”

2. You will be asked to accept the EULA (at the first time), then Continue..

&r aws marketplace

Categorles v Delivery Methods »  Solutions Migration Mappl

) ) Cloud Security Connector for Zscaler ‘ e G
Maidenhead Bridge

- Click “Continue to Configuration”
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3. Select “Region”

&r aws marketplace

Categories w  Delivery Methods v Solutions v Migration Mapping

Cloud Security Connector for Zscaler EETILE 2 LA

Maidenhead Bridge

< Product Detail Subscribe  Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the
information required to configure the deployment.

Select contract option(s)

Total contract price  $0
Due now

Fulfillment Option

CSC Deployment v

Pricing information
Software Version

O S ST Er This is an estimate of typical

2.6 (Jan 30, 2019) v software and infrastructure costs
Cloud Security Connector for Zscaler based on your configuration.
ge Your actual charges for each
statement period may differ from
Learn more this estimate.

Software Pricing

Cloud $0.114/hr OR
Region Security $849.00/yr

Connector

for Zscaler

US East (N.Virginia) ¥

- Click “Continue to Launch”

4. Choose Action: “Launch CloudFormation”

v aws marketplace

Categories Delivery Methods Solutions v Migration Mapplin t Your Saved List 1

Partners

Cloud Security Connector for Zscaler

Maidenhead Bridge

< Product Detail Subscribe  Configure  Launch

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option €SC Deployment

Cloud Security Connector for Zscaler

Software Version 2.6

Region US East (N. Virginia)

Usage Instructions

Choose Action

Choose this action to launch your configuration through

Launch CloudFormation N the AWS CloudFormation consle.

Launch

- Click “Launch”

5. At this point, the “Create Stack” screen will appear.
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CloudFormation > Stacks > Create stack

SSSSS Create stack
Specity template

sssss Prerequisite - Prepare template

sssss

» e
© Templates ready

Specify template
Atemplae s  J5ON or AML

Use a sample template Create template In Designer

eeeeeeeeee

Amazon $3 URL

‘Amazon 53 template URL

S3URL: htt
ee2-4da6-a81c-b38c6106264fyam|

- Click “Next”
6. Specify Details. Please insert here your values:
* Stack Name
* VPC
* External Subnet
* Internal Subnet

* Name [of the instance] (we recommend to use the same name for the stack and the
instance for easy visualization)

* AWS Instance Type: t3a.large (default). (*)
* Key Name

* (optional) User Data (paste configUserData.json file. See Appendix A)

(*) The following table shows the recommended instances. The information is an extract from:

https://aws.amazon.com/ec2/instance-types/ and https://aws.amazon.com/ec2/pricing/on-
demand/

Please, check if the instance is available in the Availability Zone of your Region. Example:
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£C2 Dashboard x
£C2 Global View
Events

Console-to-Code preview

Instance types (1/1)

(@ Find resources by attbute o tag

[imstance tpe = tatorge [X | | 3 [ ctearieers_|

REGION
1

Reserved Instances.
Dedicated Hosts

Capacity Reservations

vetats | computa storage | Accaaratos | pricing

New ‘Avallability zones €85 optimization support Network performance
3 us-east-1a, us-east-1b, us-east-1c, us-east-1f, us- default & Uptos Gigabit
¥ images east-1d
Amis
Maximum number of network inerfaces 0 1PV4 addresses per Interface 1PV addresses per interface
AMI Catalog LE A A

 instances
Instances instancetype v | vepus v | Architacture v | Memory(Gie) v | storage(ce) v | storagetype v B
instanceTypes | 2 4‘ alarge 2 x86_64 s Up o' Gigabit 00752 USD per Hour
Counch Tempiates -
spot Requests =
Savings Plans. Instance type: t3a.large 5

ENA support
3 required

196 support
A e

Instance

Vcpus Memory

Bandwidth

t3a.small

t3.small

t3a.medium

t3.medium

2 2 Up to 5 Gigabit
2 2 Up to 5 Gigabit
2 4 Up to 5 Gigabit
2 4 Up to 5 Gigabit

Maidenhead Bridge

CSC GRE with PriCPA for Zscaler - AWS




The table is ordered by price, where t3a.small is the cheapest and m5zn.xlarge is the more
expensive. Some recommendations:
* Use t3a.small or t3.small when the traffic required is less than 1 Gbps and the Proxy Bypass
is not in use.
* Use t3a.medium or t3.medium when the traffic required is is less than 1 Gbps and the
Proxy Bypass functionality is needed.

* Use any instance in in all other cases.
* Avoid using if possible because of bandwidth constraints.

Here the Screenshot using the values of point 4.1.1 Prerequisites EXAMPLE: (please, use here your
own values)

CloudFormation Stacks Create stack

o Specify stack details
Specify template
Step 2 Stack name
Specify stack details
Stack name
e aws-3-0-j-2

Configure stack options
Stack name can include letters (A-Z and a-z), numbers {0-0), and dashes {-).

Step &
Review
Parameters

Parameters are defined in your template and allow you to input custom values when you create o update a stack.

Network Configuration

‘Which VPC should this be deployed to?
Select a VPC.

wpc-0f32a676 (172.31.0.0/16) (Net 172-31) v

External Subnet
Select an External Subnet (WARNING 1! must be the same availability zone than Internal Subnet)

subnet-818c0ddb (172.31.96.0/24) (Net-172-31-96) v

Internal Subnet
Select an Internal Subnet (WARNING !! must be the same availability zone than External Subnet)

subnet-8360ecds (172.31.200.0/24) (net-172-31-200) v

Amazon EC2 Configuration

Mame
The name of the instance

aws-3-0-j-2

AWS Instance Type

Select one of the instance types

t3a.large v
Key Name
Key Pair name

us-east-key v
UserData

(Optional) Advanced Deployment: Paste here configUserData json file content values.

Cancel Previous Next

- Click “Next”
- “Options Section”: Click “Next”

- “Review”: Click “Create Stack”
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The Stack will show “status” CREATE_IN_PROGRESS, and after a while:

CloudFormation Stacks
Stacks (40)
[a " || Active v €D Viewnested
Stack name Status Created time v Description
aws-3-0--2 (@ CREATE_COMPLETE 2021-06-21 13:26:55 UTC+0100 AWS CloudFormation template for Cloud Security Connector GRE Single. Created 2021-06-15 by Maidenhead Bridge

Done! Your CSC is deployed.

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS




4.1.4 Accessing for first time to your CSC

1. Go to your EC2 Dashboard = Instances and select the CSC created. Go to "Networking" and

scroll down.

Instances (1/5) 1o [<] connect ][

EC2 Dashboard X
£C2 Global View Q Fin e or tag (case ) | [Anystate v
Events Clear filters
Console-to-Code Preview
8  Names v | instance D | instancestate v | Instancetype ¥ | Status check Alarm status. Availability
v Instances L nscscgrev-1-0e-A 10r519/6ca 79582067 WRuNIng W = tsasmall W 2/2 checks passed Viewalarms +  us-east-1a
1 ] ns-cscgre-v-1-0e-B. 2 1-0d0f2beef7e20b02 @~rumning @ @ t3asmall @ 2/2 checks passed  Viewalarms 4+ us-east-1a
Instance Types. 25-aws-csc-gre-single-v-4-0-2-a 1-0c89374c5a3a0fbf4 @Running @ @ t2.small @ 2/2 checks passed  View alarms + us-east-Te
Launch Templates | |
Spot Requests Instance: i-0c89374c (zs-aws-csc-gre-singl 4-0-2-a)
Savings Efans (3 Disabled Disabled
Reserved Instances
¥ Network Interfaces (2) Info 3
Dedicated Hosts .
Capacity Reservations [Q ru hearoes
New
Interface ID | Description 1Pva Prefixes 1PV6 Prefixes Public IPv4 address | Pprivate 1Pva address
v Images 4
AMIs eni- —— SC GW 105.20.99
csc-gre-single-internal-interface | - - - 3.
osbasidaaccbires CSC GW IP|
AMI Catalog
¥ Elastic Block St & eni-
sy cse-gre-single-external-interface - E 442229224 105.2192

067c93accf06c6c61
Volumes

2. Find the "csc-gre-single-internal-interface" and take a look at the first Private IP address
(CSC GW IP). This example is: 10.3.20.99

3. From a machine inside the VPC, ssh the CSC using the Key, like:
ssh -i <keyname.pem> cscadmin@<CSC GW IP>

In our example, the value is $ ssh -i us-east-key.pem cscadmin@10.3.20.99

em cscadm
tunnel infor
Welcome to the CSC GRE Config ion W
the following values ready:
Admin URL ht a .<cloud name>.net to find it.

ow this proce

g H . and Secondary) and Select 'Internal GRE IP Range'.
Location Ma ent, and 'add Location g 1 44 . 4
Tunnel Information: note of the following

23, you need only the first value for this wizard: 172.

Destination Internal Range'. For example, if Primary Destination Internal Range is: 172.18.7.

your Tunnel Seurce Public IP)

n Internal Range': 3.3.3.

4. Your CSCis ready for the initial configuration. Just follow the instructions of the

Configuration Wizard.
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4.1.5 Initial Wizard Configuration

Please follow these instructions to run the initial configuration of the CSC GRE for AWS:

4.1.5.1 Short Version

1. On your Zscaler console create the "Static IP" (using "Tunnel Source Public IP") , "GRE
Tunnel" and "Location".

2. Run the Wizard. Insert the values. Confirm and reboot.

3. Done!

4.1.5.2 Long Version (with Example)

In this example, after the CSC was launched, the values of my CSC are:

S pRshBER x Instances (1/5) o comnect | [

T ([ i nstance by attbue o tag asesensite) | [yee v
Event Clear filters
Console-to-Code Preview
-] ame £ v | instance | mnstancestate v | instancetype v | status check Alarmstatus | Availability
v Instances u gre-v-1-ve-A OT51976ca 79582067 WRuNIng W = tsasmall W 2/2 checks passed Viewalarms +  us-east-1a
Instances 1 0 2 1-0d0f2beef7e2e0b02 @running @ @ t3asmall © 2/2 checks passed  Viewalarms +  us-east-1a
T 1
Instance Types | 1-0¢893’ @Running @ @ t2.small @ 2/2 checks passed  View alarms + us-east-Te
Launch Templat [«
Spot Requests Instance: i-0c89374c (: g ingl 4-0-2-a)
b Disabled Disabled
Reserved Instances
¥_Network Interfaces (2) Info 3
Dedicated Hosts
Sapachy Reservations [ @ Ftter network interfaces |
New
Interface ID | Description | 1pva prefixes | 1Pv6 Prefixes Public IPv4 address | Pprivate 1Pva address
v Images 4
& eni-
Ahls 2 csc-gre-single-internal-interface - - - CSC GW IP| 103.2099
AMI Catalog
v Elasti & eni-
flastic Mock Stors ) csc-gre-single-external-interface - E 442229224 105.2192
067c93accf06c6c61
Volumes

The internal IP (eth1) is 10.3.20.99. The initial wizard appears when SSHing the CSC.
In this example:

Key Name: us-east-key.pem

Username: cscadmin (use always “cscadmin”)

CSCIP: 10.3.20.99

S ssh -i us-east-key.pem cscadmin@10.3.20.99
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GRE_tunnel informa configured***+*

[welcome to the CSC GRE Configuration Wizard

dmin.<cloud name>.net to find it.

Center® (Primary and Secondary) and Select 'Internal GRE IP Range'.
tic IP':

add L
note of the following

n
imary Destination Internal Range'. For example, if Primary Destination Internal Range is: 172.18.7.126 - 172.18.7.123, you need only the first value for this wizard: 172.18.7.120

4| (* this is your Tunnel Seurce Public IP)

As you can see in this example, the Tunnel Source Public IP is: 44.222.9.224

4.1.5.2.1 Create "Static IP"

From your Zscaler console, go to Administration - Static IPs & GRE Tunnels = Static IP - Click
"Add Static IP Configuration"

Edit Static IP Configuration X

1 SourcelP 2  Region 3  Review
Static IP Address Managed By
44.222.9.224 Self v
Description

Z5-aWs-CSC

Cancel ‘ Delete |

Click "Next", "Next" and "Save". Activate the changes.

4.1.5.2.2 Create "GRE Tunnel"

From your Zscaler console, go to Administration = Static IPs & GRE Tunnels - GRE Tunnels - Add
GRE Tunnel.

Select the "Static IP" created in the previous step.

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS



GRE Tunnel

1 Source IP 2 Data Center 3 Internal IP Range 4  Review
Static IP Address Managed By
442229224 Self v
IP Reglon: Ashburn LAT: 39.018 LONG: -77.539
Description

Zs-aws-csc-gre-single-v-4-0-2-a

Click "Next" and select "Domestic Preference" if you prefer.

Edit GRE Tunnel

1  Source IP 2 Data Center 3 Internal IP Range 4  Review

Domestic Preference

Primary Data Center VIP

165.225.8.30 v

Secondary Data Center VIP

170.85.68.129 v

evious Next Cancel

Click "Next" and "Select Internal GRE IP Range",

Edit GRE Tunnel Confi

1  Source IP 2 Data Center 3 Internal IP Range 4 Review

Is Unnumbered IP

Select Internal GRE IP Range search... Q
@ 172.2011.224 - 172.2011.231 0 172.2012.16 - 172.2012.23
O 172.2012.24 - 172.2012.31 O 172.2012.32 - 172.2012.39
© 172.2012.40 - 172.2012.47 O 172.2012.48 - 172.2012.55
O 172.2012.56 - 172.2012.63 O 172.2012.64 - 172.2012.71
O 172.2012.72 - 172.2012.78 O 172.2012 80 - 172.2012.87

Internal GRE IP Range

172.20.11.224 - 172.20.11.231
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Click "Next"

4 Review

Static IP Address
44.222.9.224

Description

25-aws-csc-gre-single-v-4-0-2-a

Primary Data Center VIP Secondary Data Center VIP
WAS1 (165.225.8.30) NYC4 (170.85.68.128)

Internal GRE IP Range
172.20.11.224 - 172.20.11.231

Edgewater

. a5 ,:Jaﬁingtun
( \ e el e ;\ Y T

and "Save". Activate the Changes.

Maidenhead Bridge

CSC GRE with PriCPA for Zscaler - AWS




4.1.5.2.3 Create the Location
From your Zscaler console, go to Administration - Location Management - Add Location.

Here is the Location of this example:

Name Country

25-aws-CsC-gre-single-u-4-0-2-a 1 United States ~
City/StatafProvince Time Zone

Enter Text America/New York w~
Manual Location Groups Dynamic Location Groups

Mone ~ Server Traffic Group
Exclude from Manual Location Groups Exclude from Dynamic Location Groups
Location Type Managed By

Corporate user traffic ~ Self ~
Description

ADDRESSING

Static IP Addresses and GRE Tunnels

4432220324 w 2

VPN Credentials

Mone w
s Tumelmomaton 3 - INTOrmation for the CSC & Expert
MNo. Tunnal Sour... Primary Des... Secondary ... Primary D ion Internal ... Secondary Destination Intern...
1 442229224 165.2258.30 170.85.68.129 ATE20M224 F 172.2001.227 172.2011.228 - 172.2001.231
Virtual Service Edges Virtual Service Edge Clusters
Mone w None ~

GATEWAY OPTIONS

Use XFF from Client Request Enforce Authentication

Enable IP Surrogate kdle Time to Disassociation

: -
Enforce Surrogate IP for Known Browsers Refrash Time for re-validation of Surrogacy

: Hos
e Cancel Delete

Click "Save" and Activate Changes.
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4.1.5.2.4 Run the Configuration Wizard
1. Select your cloud
you ready to continue?

Mo
Enter your choice: 1

Cloud Configuration

Your current Cloud is: none

Do you want to change the Cloud Name?
1)

Mo
Enter your choice:| 1

L")
S R |

Ju L D

alerone

alerbeta

alergov
Mot in the 1ist? Ingress Manually
Quit
Enter your choice: |1

W LN

2. Enter the GRE tunnel values obtained after the Location creation: Primary Destination,
Secondary Destination and First IP of "Primary Destination Internal Range."

Tunnel Sour... Primary Des... Secondary ... Primary Desti

44.222.9.224 165.225.8.30 170.85.68.129 172.2011.224
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GRE tunnels Configuration

Your current GRE tunnels configuration is:
Tunnel Source IP: 44 _222.9.224

Primary Destination: 2.2.2.2
Secondary Destipation: 5.5.5.5
First IP of 'Primary Destination Internal Range': 3.3.3.2
returnToPrimaryTunnel: true

Do you want to change the GRE tunnels configuration?
1) Yes

2) No

Enter your choice: 1

Please, Insert the GRE values:

Secondary Destination (IP): 170.8
First IP of 'Primary Destination Internal Range': 172.208.11.224

3. Select "ReturnToPrimary" true or false.

‘returnToPrimaryTunnel® variable:
Please select 'true' if you want the CSC to return to Primary tunnel (after 10 min of stability) when using Secondary tunnel.
Select 'false' if you want to remain using Secondary Tunnel and not to return to Primary.(Secondary will be nominated as 'new’ Primary)

1) true
2) false
Enter your choice: 1fj

4. Finally, check and confirm the values:

GRE tunnels IP values:

Tunnel Source IP (IP): 44.222.9.224
Primary Destination: 165.225.8.30
Secondary Destination: 170.85.68.129

First IP of 'Primary Destination Internal Range': 172.20.11.224
returnToPrimaryTunnel: true

Enter your choice: |

Done! After the reboot, the CSC is ready for Production.
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5 Accessing the CSC first time

SSH the CSC GW IP, and you will receive the Admin Console Menu.

5.1 Admin Console

Maidenhead Bridge
Cloud Security Conmnector GRE AWS for Zscaler - Admin Console

EC2 Instance ID :i-0c89374c5a3a@fbf4
AWS Availability st-1le
CSC Hostname : ip-10

Soft Version : 4.0.

an option by typing its number

Monitoring Tasks

) Show Configuration and Status
2) Show Interfac i

) Tcpdump, T 'Latency Test and NetScanner
4) Speed Test (Experimental)

CSC Admin tasks

5) AWS SSM Agent (Register or De-Register)

6) Manage Admini ors, Restrict SSH access and Radius Configuration
7) Configure DNS, SNMP, NTP and Timezone

Proxy Bypass
) View Current Xy Bypass List
) Configure Pr Bypass

d Bypass
iew Current Routed Bypass List
11) Configure Routed Bypass

System and Traffic Logs
12) View System Logs
13) Configure Syslog and Traffic Logs

Configuration Wizards

14) Configure Zscaler Nodes and GRE values

15) Switch Zscaler Tunnels - Primary / Secondary
16) High Availability Configuration

Private Cloud Private Access (PricCpa)

17) show PriCPA Configuration and Status

18) Configure PricC Local and P Configuration

19) Configure CSC Remote Mana etworks via PriCPA

e) Exit

Check the tunnel status selecting "Show Configuration and Status"
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5.2 Show Configuration and Status

GENERAL INFORMATION

CSC Hostname : ip-16-3-2-192

Availability Zone: us-east-le

ECZ Instance id: i-BcB9374c5a3abfbfd | Instance Type: t2.small | ami-id: ami-@67bd9feb6359655e

External Interface (eth8) Subnet-id: subnet-89fal7befc948d4a® | Interface-id: eni-B67c93accfBbchbobl | Security-Group-id:
Internal Interface (ethl) Subnet-id: subnet-812afe%@f3ee’l%d | Interface-id: eni-B9b29fd44ccbd79c3 | Security-Group-id:
CSC date: Wed 7 Feb 14:13:43 UTC 2024

soft wersion : 4.0.3

5
5

0-0658cdebe4032915b
g-0b4c310462330c184

INTERFACES INFORMATION
External: Tunnel IP {(eth@): 18.3.2.192/24 | Bypass Proxy Egress IP: 18.3.2.189 | Network Gateway: 18.3.2.1 is Alive
Internal: CSC GW IP {ethl): 18.3.20.99/24 | Network Gateway: 10.3.28.1 is Alive

TRAFFIC REDIRECTION Options
To Zscaler: VIP Proxy: 160.3.28.179:80 (or :9488) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port B8/9488) via CSC GW IP
Direct to Internet: Bypass Proxy: 10.3.20.197:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

ELASTIC (PUBLIC) IPs INFORMATION
GRE tunnels Public IP: 44,222.9.224
Bypass Proxy Public IP: 18.214.182.168

DNS INFORMATION
DNS Server (1) IP: 1.1.1.1 1
DNS Server (2) IP: 1.8.8.1 i
ZSCALER INFORMATION
Iscaler Cloud: zscalerthree
GRE tunnels egress Public IP: 44.222.9.224
Primary Tunnel:
ZEN Public IP: 165.225.8.38
Tunnel IPs (local/zenm): 172.208.11.225 / 172.28.11.226
Secondary Tunnel:
ZEN Public IP: 170.85.68.129
Tunnel IPs (local/zen): 172.20.11.229 7 172.20.11.230

TUNNEL STATUS
Primary Tunnel (reachability):
Layer 7 Keepalive is: Alive
GRE ZEN Tunnel IP is: Alive
Secondary Tunnel (reachability):
Layer 7 Keepalive is: Alive
GRE ZEN Tunnel IP is: Alive
returnToPrimaryTunnel: true

Tunnel Status: Primary tunnel is active since: Tue & Feb 11:11:59 UTC 2624

http://ip.zscaler.com INFORMATION
Node: Washington DC im the zscalerthree.net cloud. ZEN Instance IP: 136.226.69.13, via Public IP: 44.222.9.224

PROXY BYPASS

Proxy Bypass Mode: standard

Default Traffic Behaviour: Block

Proxy Bypass PAC URL is: https://pac.zscalerthree.net/RdwNLlt5PqBFN/az-csc-bypass.pac

Proxy Bypass Rules configured via URL: 8

Proxy Bypass Egress Interface 18.3.2.189 can reach test page (https://ip.maidenheadbridge.com) wia Public IP 18.214.182.168

ROUTED BYPASS

Routed Bypass URL is: https://mhb-csc-pac.s3.amazonaws.com/routedBypassRulesFile.json

Routed Bypass Rules configured via URL: 12

Routed Bypass URL https://mhb-csc-pac.s3.amazonaws.com/routedBypassRulesFile.json is reachable

AWS S5M AGENT
AWS SSM Agent is actiwve (running) since Tue 2824-82-86 11:11:12 UTC; 1 day 3h ago
Registration values: {"ManagedInstanceID":"mi-Bc43f00e92el7735b", "Region”: "us-east-1"}

SYSLOG INFORMATION

Primary Syslog / SIEM (IP/TCP PORT): 18.63.1.18/5514 is Not reachable (ping failure)
Secondary Syslog / SIEM IP: Not configured

Traffic Logs (IP packets) are enabled.

HIGH AVAILABILITY Information
The HA service in NOT Active
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6 Traffic forwarding to Zscaler ZIA and Bypasses.

In Chapter 3 of this Administrator Guide, we showed the Network Diagrams of different scenarios

of traffic forwarding and bypass traffic. In this chapter, we are going to dig into more detail about
the configuration required.

We are going to analyse the following scenarios scenarios:
1. Routing all traffic via the Cloud Security Connector.
2. Using PAC files and/or Zscaler Client Connector
3. Using Explicit Proxy Settings
4. Special Cases: Using "Zscaler Global ZEN" and using proxy port tcp/8080.

6.1 Routing all traffic via the Cloud Security Connector
Network Diagram:

Desktop

Layer 3 csc

“ S CSC GW IP Routed Mode

Default traffic to (/ﬁ

Laz.:top > Routed Bypasses

{Layer 4)
. = Route Table

Linux 0.0.0.0/0 -» <CSC GW IP>

Server

Ext. Tunnel

Ext. Bypass

Setup:

This scenario is very simple to setup. The only task is to setup the default route to the internet
(0.0.0.0/0) via the CSC GW IP. (CSC's eni-xxyy on AWS)

Traffic to Zscaler:

By default, all traffic will be via the GRE tunnel to Zscaler ZIA, and you can enable all Zscaler
functionalities: Zscaler Cloud Firewall, Secure Web Gateway, etc.

Routed Bypass traffic:

You can bypass traffic by combining Source / Destination IP, Protocol (TCP, UDP, ICMP) and Port.
Common destinations to bypass are Teams/Skype UDP real-time traffic and Windows Login
destinations for conditional access rules. (See Routed Bypass Configuration in the specific section
of this guide. )
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6.2 Devices using PAC files or Zscaler Client Connector

Network Diagram:

=]

. ‘ CcsC

PAC file or ZCC Proxied Mode

Ext. Tunnel

Win Server
'
bypasses: return <CSC 1
Froxy Bypass IP>:3128 -
default: return <CSC VIP g
- Proxy IP=:80
Desktop
.domain2.com
Laptop

Ext. Bypass

Setup:

Devices with PAC Files: Distribute the PAC file URL via GPO.

==

External ntertace (ethd)

PAC Example:

function FindProxyForURL(url, host) {
//
// Section 1: Zscaler standard PAC values
var privatelP = /(0110|127 192\.168|172\.1[6789]| 172\.2[0-9] | 172\.3[01]| 169\.254]| 192\.88\.99)\.[0-9.]+$/;
var resolved_ip = dnsResolve(host);

/* Don't send non-FQDN or private IP auths to us */
if (isPlainHostName(host) | | isinNet(resolved_ip, "192.0.2.0", "255.255.255.0") | | privatelP.test(resolved_ip))
return "DIRECT";

/* FTP goes directly */
if (url.substring(0, 4) == "ftp:")
return "DIRECT";

/* test with ZPA */
if (isinNet(resolved_ip, "100.64.0.0", "255.255.0.0"))
return "DIRECT";

Ui
// Section 2: Variables (CSC VIP: 10.2.2.13, CSC Bypass: 10.2.2.14)
var tozscaler = "PROXY 10.2.2.13:80";

var bypassproxy = "PROXY 10.2.2.14:3128";

//

// Section 3: Bypass via Cloud Security Connectors

// Bypass via CSC Public IPs (Examples)

// Okta conditional access

if ((shExpMatch(host, "*.okta.com")) | |
(shExpMatch(host, "*.oktacdn.com")) ||
(shExpMatch(host, "*.okta-emea.com")) | |
(shExpMatch(host, "login.myOktaDomain.com")) | |
// 0365 Domains for ConditionalAccess
(shExpMatch(host, "login.microsoftonline.com")) | |
(shExpMatch(host, "login.microsoft.com")) | |
(shExpMatch(host, "login.windows.net")) | |
// My Trusted Sites
(shExpMatch(host, "*.trustedSite-1.com")) | |
(shExpMatch(host, "www.trustedSite-2.com")) | |
// P Test Page
(shExpMatch(host, "ip.maidenheadbridge.com"))) {
return bypassproxy;

}

//

// Section 4: Default Traffic

/* Default Traffic Forwarding. Forwarding to Zen on port 80, but you can use port 9400 also */

retumn tozscaler;

Maidenhead Bridge
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Devices with Zscaler Client Connector (ZCC):

1) Configure "Forwarding Profile" (Tunnel & Local Proxy) with a PAC file with the bypasses
and point it to the CSC Proxy Bypass IP (return <CSC Proxy Bypass IP:3128>.

PAC for ZCC "Forwarding Profile"

Same PAC than for Devices, but changing the variable "tozscaler"

//
// Section 2: Variables (CSC Bypass: 10.2.2.14)
var tozscaler = "PROXY ${ZAPP_LOCAL_PROXY}"
var bypassproxy = "PROXY 10.2.2.14:3128";

/!

2) Configure "APP profile" with the "Forwarding Profile" and create a "Custom PAC"
pointing the ZCC tunnel to the CSC VIP Proxy IP. (return <CSC VIP Proxy IP>:80 or 9400).

"Custom PAC" for ZCC "APP Profile"

Same than PAC for Devices, but removing Bypasses - Section 3, variable "bypassproxy", and adding public Zscaler Nodes to the variable "tozscaler"
(OFF Corporate network condition)

function FindProxyForURL(url, host) {
//
// Section 1: Zscaler standard PAC values
var privatelP = /A(0]10]127|192\.168 | 172\.1[6789] | 172\.2[0-9] | 172\.3[01] | 169\.254 | 192\.88\.99)\.[0-9.]+5/;
var resolved_ip = dnsResolve(host);

/* Don't send non-FQDN or private IP auths to us */
if (isPlainHostName(host) | | isinNet(resolved_ip, "192.0.2.0", "255.255.255.0") || privatelP.test(resolved_ip))
return "DIRECT";

/* FTP goes directly */
if (url.substring(0, 4) == "ftp:")
return "DIRECT";

/* test with ZPA */
if (isinNet(resolved_ip, "100.64.0.0", "255.255.0.0"))
return "DIRECT";

1/
// Section 2: Variables (CSC VIP: 10.2.2.13, off Corporate Network use Zscaler Public Nodes)
var tozscaler = "PROXY 10.2.2.13:80; PROXY ${GATEWAY}:80; PROXY ${SECONDARY_GATEWAY}:80; DIRECT";

//
// Section 4: Default Traffic

/* Default Traffic Forwarding. Forwarding to Zen on port 80, but you can use port 9400 also */
return tozscaler;
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Traffic to Zscaler:

Devices with PAC Files: The default traffic will go via the CSC VIP.
Devices with Zscaler Client Connector (ZCC): The ZCC tunnel points to the CSC VIP (On Corporate

Network). When the user is OFF Corporate Network, the tunnel will connect to the Zscaler Public
Node.

Proxied Bypass traffic:

Devices with PAC Files: The host domains configured on the proxy bypass list will hit the CSC Proxy
Bypass IP, and the CSC will allow them to go directly to the Internet. Note that you need to
configure the PAC URL on the CSC. (See Proxied Bypass Configuration in the specific section of this
guide. )

Devices with Zscaler Client Connector (ZCC): Same than previous.
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6.3 Devices using Explicit Proxy Settings
Network Diagram:

csC
Proxied Mode

|

APls

g—l—: = : CSC Proxy Bypass IP m
Cameras Explicit Proxy

w |Proxy to Zscaler via Location IP
-

Ext. Tunnel p.

Location and
Ext. Bypass

' www.domain.com
W e aingy ... FromBrpses caver) S
= FEm——
e e )
. IF on Bypass List Destination
. Internet -> DIRECT wia eth0
ir.- , €— | IF on Bypass List Destination
G @ Internal -> DIRECT via eth1
Internal ELSE -> Go to Zscaler via
Wabsits Location IP

Setup:

On the CSC, you need to enable: "Proxy Bypass Advanced Mode" and create a "Location IP" on
your Zscaler console using the public IP that is nating the 2nd external IP of the CSC (External
Bypass & PriCPA; see FW rules section). On the "Location IP" enable "Use XFF from Client Request"
for full visibility of Internal IPs. Also, you need to set the CSC's bypass list with the domains you
want to send directly to the Internet and, if needed, internal domains.

The configuration of the CSC is via JSON file. You can host the JSON file and setup the URL on the
CSC, or you can paste the JSON file on the CSC.

Advanced Mode JSON file
{

"model": "csc-gre-zs-vm",
"type": "proxyBypassAdvanced",
"version": "1.0",
"help": ".domain.com matches domain.com and any subdomain of <>.domain.com. Do not use asterisk *'",
"proxyBypassRules": {
"internalSites": [
".domaininternal.com",
"fgqdn-internal.com"
1
"externalSites": [
".externalDomain.com",
"fqdn-external.com",
"ip.maidenheadbridge.com",
"ipinfo.io"
]
}

}
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On your devices, you need to setup the explicit Proxy for HTTP and HTTPS traffic. For example, in a
Linux Server is:

Settings Variables for http, https and no_proxy?

export® http_proxy=http://<CSC Proxy Bypass |IP>:3128
export https_proxy=http://<CSC Proxy Bypass IP>:3128
export no_proxy= <your local domains>*

Traffic to Zscaler:

By default, the CSC will send all destination domains not in the bypass list to Zscaler.

Proxied Bypass traffic:

Domains in the bypass list will be routed externally or internally according the DNS resolution.

2 Add this lines to "/etc/environment" to make this changes permanent.

3 Use command Sunset <variable name> to clear the values.
4

Maidenhead Bridge

IF "no_proxy" variable is blank, we sure to add your internal domains on the CSC bypass list.
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6.4 Special cases:

6.4.1 Using "Global ZEN IP Addresses" as Proxy IP

The CSC can intercept the "Global ZEN IP Addresses" when this destination is routed via the CSC
GW IP. If the destination port is 80/9400, the traffic will travel via the GRE tunnel to Zscaler. If the
destination port is 3128, the traffic will be sent to the Proxy Bypass.

This method is commonly used in "no default route to the internet" scenarios.

Devices with PAC, ZCC or Explicit Proxy settings, using <Glebal ZEN IP> on port 80/9400 (to Zscaler) or port 3128 (Proxy Bypass)

H— Switch &t
| CSCGWIP  Routed Mode

Ext. Tunnel

" > <Global ZEN IP>:80 [ \
—_\_
Laptop > <Global ZEN IP>:3128
et | Ext. Bypass
. B —— B Route Table yp
=Global ZEN IP> = <C5C GW IP>
Linux
Server

Global ZEN IP Addresses (8)

Zscaler has configured several Global, or Ghost, Z1A Public Service Edges (Formerly Zscaler Enforcement Nodes or ZENs) across its clouds. These Public
Service Edge addresses do not listen for traffic but are dummy addresses that every Public Service Edge knows about. They can be useful when
waorking in no default route environments. To learn more, see Implementing Zscaler in No Default Route Environments.

Global Zen IP Addresses Copy IPs
185.46.212 88 185.46.212.89 185.46.212.50 185.46.212.91
185.46.212.92 185.46.212.93 185.46.212.97 185.46.212.98

6.4.2 Using TCP port 8080.

Zscaler (ZIA) Public Service Edges accept web requests on ports 80, 443, 9400, 9480, and 9443 but
not in port 8080.

The CSC provides support for port tcp/8080. You can use proxy: <CSC VIP Proxy>:8080 or <Global
Zen IP Address>:8080 and the CSC will convert to a port accepted by Zscaler ZIA.

If you have hardcoded or configured your proxy settings with port 8080, the CSC is the solution to
the above mentioned problem.
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7  Testing traffic to Zscaler and Bypass

The following test is using a Windows PC, with the following PAC file:

Test PAC file

function FindProxyForURL(url, host) {
//
// Section 1: Zscaler standard PAC values
var privatelP = /A(0]10]127|192\.168|172\.1[6789]| 172\.2[0-9] | 172\.3[01] | 169\.254 | 192\.88\.99)\.[0-9.]+$/;
var resolved_ip = dnsResolve(host);

/* Don't send non-FQDN or private IP auths to us */
if (isPlainHostName(host) | | isinNet(resolved_ip, "192.0.2.0", "255.255.255.0") | | privatelP.test(resolved_ip))
return "DIRECT";

/* FTP goes directly */
if (url.substring(0, 4) == "ftp:")
return "DIRECT";

/* test with ZPA */
if (isinNet(resolved_ip, "100.64.0.0", "255.255.0.0"))
return "DIRECT";

1/
// Section 2: Variables (CSC VIP: 172.19.0.61, CSC Bypass: 172.19.0.62)
var tozscaler = "PROXY 172.19.0.61:80";

var bypassproxy = "PROXY 172.19.0.62:3128";

1/

// Section 3: Bypass via Cloud Security Connectors

// 0365 Domains for ConditionalAccess
if ((shExpMatch(host, “login.microsoftonline.com")) | |
{shExpMatch(host, "login.microsoft.com")) | |
{shExpMatch(host, "login.windows.net")) | |
//1P Test Page
{shExpMatch(host, "ipinfo.io"))) {
return bypassproxy;
}
1/
// Section 4: Default Traffic
/* Default Traffic Forwarding. Forwarding to Zen on port 80, but you can use port 9400 also */
return tozscaler;

"Show Configuration and Status" menu provide the values of CSC VIP and CSC Proxy Bypass:

TRAFFIC REDIRECTION Opt
er:| VIP_Pr 2.19.0.61:80/ (or :94 er Globa via CSC GW IP

Mode: standard
e list of current Domains configured:

ogin.microsoftonline. com
login.microse
login.windows.

ipinfo.io
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7.1 To Zscaler traffic test

7.1.1 Using a browser
» http://ip.zscaler.com test page.

NOTE: The page ip.zscaler.com doesn't provides the same information in all browsers.

Using Edge:

(& hips//ipascalercom Ay Bt ® R @

(;zscalef Connection Quality ~ Zscaler Analyzer ~ Cloud Health ~ Security Research

You are accessing the Internet via Zscaler Cloud: London Il in the zscalerthree.net cloud.

Your request is arriving at this server from the IP address 147 1611672
The Zscaler proxy virtual IP is 165.225.16.36.

The Zscaler hostname for this proxy appears to be zs3-lon3-2c3-sme

Maidenhead Bridge

® Would you like to Logout?

Your user name is: first1last!@maidenheadbridge.com

Need help? Contact our support team at +91-9000000000 | support@maidenheadbridge. com.

Using IE:

| @ g/ /ip ascatercom' - 0| search.. sl @

| @ zscaler Cloud security: My 1. x [

(azscalef Connection Quality ~ Zscaler Analyzer ~Cloud Health ~ Security Research

You are accessing the Internet via Zscaler Cloud: London Ill in the zscalerthree.net cloud.

Your request is arriving at this server from the IP address 147 .161.167 2

The Zscaler proxy virtual IP is 165225 16 36.

The Zscaler hostname for this proxy appears to be zs3-lon3-2c3-sme

The request is being received by the Zscaler Proxy from the IP address 82.68.6.74
Your Gateway IP Address is 82.68.6.74

Maidenhead Bridge

®Would you like to Logout?

Your user name is: first1last1@maidenheadbridge.com.

Meed help? Contact our support feam at +91.9000000000 | support@maidenheadbridge com
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> https://ip.maidenheadbridge.com test page.

&~ O (%]  https://ip.maidenheadbridge.com

£2.68.6.74. 147.161.167.2

7.1.2 Using Curl Command via CMD

Open CMD and run the following command:

> curl -s --proxy http://<CSC VIP>:80 http://ip.zscaler.com | findstr "You"

7.2 Bypass Traffic test

7.2.1 Using a Browser

Go to the bypassed domain: "ipinfo.io". You will see your local public IP.

- G (5 httpsy/ipinfo.io AT Mmoo @&

Join the IPinfo Great IP Hunt - Halloween 2023. Hunt IPs and win exciting prizes m

@ipinfo.io Products v Solutions v Why IPinfo? v  Pricing Resources v

82.68.6.74

The trusted source
for IP address data

Accurate IP address data that keeps pace
with secure, specific, and forward-looking
use cases.

m Paniant calan
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7.2.2 Using Curl Command via CMD

Open CMD and run the following command:
> curl -s --proxy http://<CSC Bypass Proxy IP>:3128 http://ipinfo.io

pinfo.io

7.3 Speed test

You can run "Speed Test" from the SSH Console of the CSC. This test runs via the GRE tunnel
active.

Selection: 4

SPEED TEST

Thi

pad:

esting upload
oad: 272.16
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8 The Cloud Security Connector Admin Console:

The CSC's SSH Console simplifies administrative tasks showing what is essential to administrators
for operation and troubleshooting.

Access to SSH Admin Console: Sssh -i <SSH Key> cscadmin@<CSC GW P>

Maidenhead Bridge
Cloud Security Connector GRE AWS for Zscaler - Admin Console

EC2 Instance ID :i-0c89374c5a3a0fbf4
AWS Availability : us-east-le
CSC Hostname : ip-10-3-2-192

Soft Version : 4.0.3

Please select an option by typing its number

Monitoring Tasks

) Show Configuration and Status
2) Show Interfac i

) Tcpdump, Trac Latency Test and NetScanner
4) Speed Test (Experimental)

6) Manage ministrat Restrict SSH access and Radius Configuration
7) Configure DNS, SNMP, NTP and Timezone

Proxy Bypass
8) View Current Proxy Bypass List
9) Configure Proxy Bypass

Routed Bypass
10) View Current Routed Bypass List
11) Configure Routed Bypass

System and Traffic Logs
12) View System Logs
13) Configure Syslog and Traffic Logs

Configuration Wizards

14) Configure Zscaler Nodes and GRE values

15) Switch Zscaler Tunnels - Primary / Secondary
16) High Availability Configuration

Private Cloud Private Access (PriCpPa)

17) Show PriCPA Configuration and Status

18) Configure PriCPA: Local and Peers Configuration

19) Configure CSC Remote Management Networks via PriCPA

e) Exit

The Main Sections are:

* Monitoring Tasks: To check configuration, statuses, real-time traffic, tcpdump, traceroute
and speed..

* CSC Admin Tasks: To register the CSC for AWS management, manage administrators, restrict
SSH, configure radius, DNS, SNMP, NTP and time-zone.

* Proxy Bypass: View and configure Proxy Bypass (Layer 7) functionality.

* Routed Bypass: View and configure Routed Bypass (Layer 4) functionality
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» System and Traffic Logs: Shows Systems logs, configure Syslog Servers and enable/disable
traffic logs.

* Configuration Wizards: Configure Zscaler Nodes, GRE Values, Switch tunnels and configure
High Availability.

* Private Cloud Private Access (PriCPA): Show Configuration and Statuses, create Local
Configuration, configure priCPA peers and add Remote Management Networks.
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8.1 Monitoring Tasks

1) Show Configuration and Status

2) Show Interfaces Traffic

3) Tcpdump, Traceroute/Latency Test and NetScanner
4) Speed Test (Experimental)

8.1.1 Show Configuration and Status

GEMERAL INFORMATION

C5C Hostname : ip-108-3-2-192

Availability Zone: us-east-le

ECZ Instance id: i-BcB9374c5a3alfbfd | Instance Type: t2.small | ami-id: ami-B67bd3fE66359655e

External Interface (eth@) Subnet-id: subnet-89fal7bedc548d4a% | Interface-id: eni-@867c93accfObcbebl | Security-Group-id: sg-0650cdeb6483e315b
Internal Interface (ethl) Subnet-id: subnet-812afed8f3ee71%d | Interface-id: eni-@9b29fd44ccbd79c3 | Security-Group-id: sg-8b4c310462330c184
CSC date: Wed 7 Feb 14:13:43 UTC 2824

Soft wersion : 4.8.3

INTERFACES INFORMATION
External: Tunnel IP (eth@): 16.3.2.192/24 | Bypass Proxy Egress IP: 18.3.2.189 | Network Gateway: 10.3.2.1 is Alive
Internal: CSC GW IP {ethl): 16.3.20.99/24 | Network Gateway: 18.3.20.1 is Alive

TRAFFIC REDIRECTION Options
To Zscaler: VIP Proxy: 18.3.20.179:80 (or :9488) | Route all traffic via CSC GW IP | Zscaler Glebal Proxies (port 86/9488) via CSC GW IP
Direct to Internet: Bypass Proxy: 18.3.28.197:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

ELASTIC (PUBLIC) IPs INFORMATION
GRE tunnels Public IP: 44,222.9.224
Bypass Proxy Public IP: 18.214.102.160

DMS INFORMATION
DNS Server (1) IP: i

1.1.1.1 live
DNS Server (2) IP: 1.6.8.1 i

5 A
s Alive
ZSCALER INFORMATION
Zscaler Cloud: zscalerthree
GRE tunnels egress Public IP: 44.222.9.224
Primary Tunnel:
ZEN Public IP: 165.225.8.38
Tunnel IPs (local/zen): 172.20.11.225 / 172.20.11.226
Secondary Tunnel:
ZEN Public IP: 178.85.68.129
Tunnel IPs (local/zen): 172.20.11.229 / 172.20.11.230

TUNNEL STATUS
Primary Tunnel (reachability)
Layer 7 Keepalive is: Alive
GRE ZEM Tunnel IP is: Alive
Secondary Tunnel (reachability)
Layer 7 Keepalive is: Alive
GRE ZEM Tunnel IP is: Alive
returnToPrimaryTunnel: true

Tunnel Status: Primary tunnel is active since: Tue 6 Feb 11:11:59 UTC 2624

http://ip. zscaler.com INFORMATION
Node: Washington DC in the zscalerthree.net clowd. ZEN Instance IP: 136.226.69.13, wvia Public IP: 44.222.9.224

PROXY BYPASS

Proxy Bypass Mode: standard

Default Traffic Behaviour: Block

Proxy Bypass PAC URL is: https://pac.zscalerthree.net/RowNLtSPgBFN/az-csc-bypass. pac

Proxy Bypass Rules configured via URL: B

Proxy Bypass Egress Interface 18.3.2.189% can reach test page (https://ip.maidenheadbridge.com) via Public IP 18.214.182.1608

URL is: https://mhb-csc-pac.s3.amazonaws.com/ routedBypassRulesFile.json
55 Rules configured wia URL: 12
Routed Bypass URL https://mhb-csc-pac.s3.amazonaws.com/ routedBypassRulesFile.json is reachable

A 5SM AGENT
AWS 55M Agent is active (running) since Tue 2024-82-86 11:11:12 UTC; 1 day 3h ago
Registration values: {"ManagedInstanceID":"mi-Bc43fB0e92e17735b", "Region”: "us-east-1"}

SYSLOG INFORMATION

Primary Sysleog / SIEM (IP/TCP PORT): 16.63.1.18/5514 is Not reachable (ping failure
Secondary Syslog / SIEM IP: Not configured

Traffic Logs (IP packets) are enabled.

HIGH AVAILABILITY Information
The HA service in NOT Active
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8.1.1.1 GENERAL INFORMATION

This section contains general information about the CSC:

GEMERAL INFORMATION
CSC Hostnam i
A\ fallablll‘r
067bd9fee

Subnet-id: su 9fal’ 9 te 67c93accf
ibnet-id: e

Important: Please, note the “Interface-id:” value. You will need it if routing traffic via the CSC.

8.1.1.2 INTERFACES INFORMATION

This section contains the interfaces information and you can check here is the Gateways, external
and internal, are reachable. (Network Gateway is Alive)

INTERFACES INFORMATION
External: Tunnel IP (ethe): E. .ﬂ. 92/24 ypass Proxy Egress IP 10
Internal: CSC GW IP (ethl): .9 4 | MNetwork Gateway: 10.3.20.1

.3.2.109 | Network Gateway: 10.3.2.1 is Alive
is Alive

8.1.1.3 TRAFFIC REDIRECTION Options.

The section contains information about how to steer traffic to Zscaler.

TRAFFIC REDIRECTION Options
o Zscaler: VIP 179:80 (or :9460) e a raffic via CSC GW er G ubal Proxies (port 86/9400) via CSC GW IP

Direct to Internet: Bypa 19.3.20.197:

The following diagram shows the multiple options available:

Cloud Security Connector
Traffic forwarding

Route to Zscaler

CSC GW IP Ext. Tunnel
— >
Routed Bypasses h GRE Tunnel
(Layer 4) Ly
CSCVIP Proxy IP ——» J Zscaler
Proxy to Zscaler via GRE Locatlon 1P
“'ll-.-
CSC Proxy Bypass IP —>» _j-
Ext. Bypass
Proxy te Zscaler via Locatien IP J q
Proxy Bypasses (Layer 7) 1 Bypus Traffic @
Internal Interface 3 x IPs| [External Interface 2 x IPs]|

» See section "Traffic forwarding to Zscaler ZIA and Bypasses." for more details.
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8.1.1.4

ELASTIC (PUBLIC) IPs INFORMATION

This section displays the EIP used for the GRE tunnel and Bypasses.

ELASTIC (PUBLIC) IPs INFDPHATIDN
GRE tunnels Public IP: 44.222.9,K 22!
Bypass Proxy Public IP: 18.114.1@2.156

8.1.1.5 DNS INFORMATION
This section displays the DNS information.

DNS INFORMATION
DNS Server (1) IP:

DNS Server (2)

8.1.1.6 ZSCALER INFORMATION

This section shows the GRE tunnels IP information.

ZSCALER IHFDPHHTIUN
lerthree

ss Public IP: 44.
Primary Tunn

ZEN Public IP: 16

Tunnel IPs (local
Secondary Tunnel:

ZEN Public IP: 17

0.11.229 f 172.20.11.230

8.1.1.7 TUNNEL STATUS

172.20.11.225 / 172.20.11.226

This section shows the Keepalives statuses and the Tunnel status.

TUNNEL STATUS
Primary Tunnel (reachability):

Secondary Tunnel (reachabil

returnToPrimaryTunnel: true

Tunnel Status: Primary tunnel is active since: Wed 7 Feb 14:44:36 UTC 2824

8.1.1.8

http://ip.zscaler.com INFORMATION

Zscaler recommends checking the page http://ip.zscaler.com to validate that you are using Zscaler

and see Zscaler Node connected, Cloud and IP address. The CSC does this test for you.

http://ip.zscaler.com INFORMATION

Mode: Washington DC in the zscalerthree.net cloud. ZEN Instance IP:

136.226.107.81,

via Public IP: 44.222.9.224

Maidenhead Bridge
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http://ip.zscaler.com/

8.1.1.9 PROXY BYPASS

This section shows the Proxy Bypass Settings: Standard mode or Advanced mode.

Standard mode:

BYPASS
Bypass Mode:| standard
t Traffic Behaviour: Block
/pass PAC URL is: /pac.zscalerthree.net/maidenheadbridge.com/zs-cgc@01001.pac
Bypass Rules configur ERRE!
Bypass Egress Interface 192.168.1.61 can reach test page (https://ip.maidenheadbridge.com) via Public IP 82.68.6.74

y Bypass Mode:
Default Traffic Beh ;! To Zscaler - autoPrimary (165.225.16.37) / autoSecondary (147.161.141.129)
Bypass JSON L is:[https hb-csc-pac.s3.ama naws.comfproxvﬁvpassRuLesFlLe.150n
y Bypass Rules Internal Rules CaniQUIPd Jia J:DN filP :
y Bypass R
y Bypass Egre terface 192.168.1. nl can |Pach TPcT paQP LhTTp= //ip.maidenheadbridge.com) via Public IP 82.68.6.74

8.1.1.10 ROUTED BYPASS

This section shows the configuration of Routed Bypasses and check if the routed bypass URL is
reachable.

ROUTED BYPASS

Routed Bypass URL is: https://mhb-csc-pac.s3.amazonaws.com/routedBypassRulesFile. json

Routed Bypass Rules configured wia URL: 12

Routed Bypass URL https://mhb-csc-pac.s3.amazonaws.com/routedBypassRulesFile.json is reachable

8.1.1.11 AWS SSM AGENT
This section shows the status of the AWS SSM Agent.

M Agent is active (running) since Mon 2823-11-06 18:86:33 UTC; 1 day 15h ago

ration values: {"ManagedInstanceID":"mi-8f8fcb40fp4117844","Region”:"eu-west-2"}

8.1.1.12 SYSLOG INFORMATION

When configured, this section will show the IP/s and TCP port of your Syslog/SIEM server and if
Traffic Logs are enabled. (Note: Systems Logs are always enabled)

Maidenhead Bridge CSC GRE W|th PriCPA for Zscaler AWS




All CSC's logs are tagged with (MHB-CSC)(<action>). The values of <action> are:

SystemLogs:
e UP
* DOWN
* INFO
e ALERT
* ERROR
Traffic Logs:
¢ ALLOW
* BLOCK
8.1.1.12.1 System Logs example:
To obtain your System Logs, you can search by CSC name plus the following TAG. For example:

Using GrayLog Server: source:zs\-csc\-mux\-4\-as\-d\-1 AND ("UP" OR "DOWN" OR "INFO" OR
"ALERT" OR "ERROR")

grayloQg search sweams  Alerts  Dashboards  Enterprise - Securty  System @ i Z @
>
~  From: 2 days ago until: Now L a v P Notupdating

i n source:zs\-csc\-mux\-4\-as\-d\-1 AND ("UP" OR "DOWN' OR "INFO" OR "ALERT" OR "ERROR") ° save [load &eShare =
+ "

Message Count ERE v
T

&
X, 0

p |

500 %00 20 8% 0000 W00 1200 T
Jun2,2023 Jun3,2028
All Messages HRE v

source.
z5cscmuxd-asd1

ot: (MHB-CSC) (INFO) Private Access - Mai t Network 172.19.0.0/24 was added or

z5cscmuxd-asd1

(MHB-CSC) (INFO) Private Access - May 't Network 192.168.1.0/24 was added on zs-csc-mux-4-as-d-1

z5-cscmuxd-asd1
(MHB-CSC) (INFO) Private Access - Management Network 192.168.6.8/24 was added on zs-csc-mux-4-as-d-1

2023-06-03 19:52:53.000

2zs-csc-mux-4-as-d-1 cscadnin: (MHB-CSC) (INFO) Route to Zscaler Changed to Next Hop: 18.2.2.15 of CSC: zs-csc-mux-d-as-d-1
2023-06-03 19:24:54.000

zs-csc-mux-4-as-d-1 root: (MHB-CSC)(UP) Load Balancer: Balanced tunnels change on: Sat 3 Jun 19:24:54 UTC 2623

2023-06-03 19:24:54.000

2zs-csc-mux-4-as-d-1 root: (MHB-CSC)(UP) Load Balancer: Ztun2 is active since: Sat 3 Jun 19:24:54 UTC 2023 using primary node
2023-06-03 19:24:54.000

zs-csc-mux-4-as-d-1 root: (MHB-CSC)(UP) Load Balancer: Ztund is active since: Sat 3 Jun 19:24:54 UTC 2023 using primary node
2023-06-03 19:24:54.000

2zs-csc-mux-4-as-d-1 root: (MHB-CSC)(UP) Load Balancer: Ztund is active since: Sat 3 Jun 19:24:54 UTC 2023 using primary node
2023-06-03 19:24:54.000

2zs-csc-mux-4-as-d-1 root: (MHB-CSC)(UP) Load Balancer: Ztunl is active since: Sat 3 Jun 19:24:54 UTC 2023 using primary node

z5cscmuxd-asd1

zscscmuxd-asd1

z5cse-muxd-asd1

zscscmuxd-asd1

zscsc-muxd-asd1

z5csc-muxd-asd1
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8.1.1.12.2 Traffic Logs example:
Using GrayLog Server: source:zs\-csc\-mux\-4\-as\-d\-1 AND ("ALLOW" OR "BLOCK")

graylog search steams  Alerts  Dashboards  Enterprise = Securty  System = @ )
> ;
~  From: 2 hours ago until: Now Select streams the search sh clude. Searches In all streams If empy »  Notupdating~
i n source: zs\-csc\ -nux\-4\-as\-d\-1 AND ("ALLOK" OR "BLOCK") 3 Save [oload SeShare e
Message Count ®RE N
400
X,
200}
o 18:15 1830 18:45 19:00 19:15 19:30 19:45 20:00
Jun 3, 2023
All Messages T XE
timestamp 15 source
2023-06-03 20:07:22.000 zs-csc-mux-4-as-d-1

zs-csc-mux-4-as-d-1 kernel: [71082.254998] (MHB-CSC)(ALLOW) IN=ethl OUT=ztunla MAC=6@:0d:3a:4f:52:c2:38:38:a6:63:4d:a8:08:00 SRC=10.2.2.18 DST=185.46.212.88 LEN=6@ TOS=0x0@ PREC=0x@0 TTL=63 ID=23996 DF PROTO=TCP SPT=44492 DPT=80 WINDOW=642
49 RES=0x00 SYN URGP=8 MARK=0x1

2023-06-03 20:07:22.000 25-CsComuxed-ased-1
25-csc-mux-4-as-d-1 kernel: [71682.305741] (MHB-CSC)(ALLOW) IN=ethl OUT= MAC=06 :0d:3a:4f :52:¢2:12:34:56:78:9a:bc:88:08 SRC=168.63.129.16 DST=10.2.2.17 LEN=52 T0S=@x0 PREC=0x08 TTL=128 ID=34899 DF PROTO=TCP SPT=64454 DPT=53128 WINDOW=64248
RES=8x66 SYN URGP=0 MARK=Bx1

2023-06-03 20:07:21.000 z5-csc-mux-4-as-d-1
2s-csc-mux-4-as-d-1 kernel: [71081.800564] (WHB-CSC)(ALLOW) IN=ethl OUT= MAC=08:0d:3a:4f:52:c2:12:34:56:78:0a:bc:B8:00 SRC=168.63.129.16 DST=10.2.2.17 LEN=52 T0S=@x62 PREC=0x00 TTL=128 ID=34008 DF PROTO=TCP SPT=64454 DPT=53128 WINDOW-64248
RES=0x00 CNR ECE SYN URGP=0 MARK=0x1

2023-06-03 20:07:19.000 z5-CsC-mux-d-as-d-1
25-Gsc-mux-4-as-d-1 kernel: [71079.222632] (WHB-GSC)(ALLOW) IN=ethl OUT=ztunla MAG=0@:@d:3a:4f:52:c2:38:38:26:63:4d:a0:08:00 SRC=10.2.2.18 DST=185.46.212.688 LEN=6@ T0S=0x6@ PREG=8x@@ TTL=63 ID=47919 DF PROTO=TCP SPT=44486 DPT=88 WINDOW-642
48 RES=0x80 SYN URGP=8 MARK=0X1

2023-06-03 20:07:18.000 z5-cse-mux-d-as-d-1
25-csc-mux-4-as-d-1 kernel: [71677.999385] (MHB-CSC)(ALLON) IN= OUT=eth® SRC=16.2.1.24 DST=168.63.129.16 LEN=60 TOS=6x08 PREC=8x00 TTL=64 ID=20671 DF PROTO=TCP SPT=56344 DPT=80 WINDOW=64248 RES=8x80 SYN URGP=8

2023-06-03 20:07:18.000 z5-csc-mux-d-as-d-1
2s-csc-mux-4-as-d-1 kernel: [71677.883825] (MHB-CSC)(ALLOW) IN=ethl OUT= MAC=88:0d:3a:4f :52:2:12:34:56:78:0a:bc:88:08 SRC=168.63.129.16 DST=10.2.2.16 LEN=52 T0S=8x80 PREC=0xB0 TTL=128 ID=32420 DF PROTO=TCP SPT=64217 DPT=59480 WINDOW=-64248
RES=8x68 SYN URGP=0 MARK=8X1

2023-06-03 20:07:18.000 zs5-csc-mux-d-as-d-1
2zs-csc-mux-4-as-d-1 kernel: [71078.609782] (MHB-CSC)(ALLON) IN= OUT=ethe SRC=10.2.1.24 DST=168.63.129.16 LEN=60 TOS=0x0@ PREC-€x00 TTL=64 ID=42308 DF PROTO=TCP SPT=38234 DPT=32526 WINDOW-64240 RES=0xe® SYN URGP=0

2023-06-03 20:07:18.000 z5-csc-mux-d-as-d-l

8.1.1.13  HIGH AVAILABILITY Information

This section all the information when the CSC are configured on HA pair:

¢ |f HA service is active.

* ThelAMrolein use.

* The current “eni-xxyy” that is the default GW to the Internet for the Route Table/s.
* Amount of Route Tables configured and VPC in use.

e The Route table ID/s.

*  Which is the Instance ID of other CSC on the HA pair.

* The SNS message used for notification.

*  PriCPA Floating Public IP.
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8.1.2 Show Interfaces Traffic

Use this section to see the traffic in real time.

ethé
Interfaces

1) Tcpdump

2) Traceroute and Latency
3) NetScanner

4) Quit

Enter your choice: [}

8.1.3.1 Tepdump

The objective of this test is to have detailed visibility of any type of traffic via any interface.
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[This menu helps to run the 'tcpdump’ command on the Cloud Security Connector.
You can inspect packets per Interface, IP, Network, Pr ol and Por
|after following the menu, you will see the resulting ‘tcpdump’ command. If you want to run more complex tcpdump commands, please log in to the CSC using ‘csccli' username.

[Recommendations about Interfaces:

a) Use Interface ethl (internal (SC) to validi el tween your devices. We recommend starting ways checking ethl.

b) Use Interface ethe ernal (SC) to valid: asse: e affic and communications be CSCs using PriCPA.

) use nterface pricea (ugo) to valldate pricea Rules. For exanple, you can see the traffic for a particular renote destination arriving at ethi (internal CSC) but not on Pricea (ugo). If this happens, your Rule is blocking traffic
th destination, and you need to correct the Rule.

o) use AL Incerfaces. 10’ check the ingress interface and egress interface.

Last Command: sudo timeout 30 tcpdump -n -c 10 -i ethl tcp port 80
Do you want to continue?

- Repeat Last Command
- New Command

Enter your choice: |

You can repeat the last command or running a new command. Example running a new command:

- Select the options:

Enter your choice: 2

Interface.

4) ALl Interfaces
Quit
your choice:

Host or Net or Specific Seurce/Destination Pair or Any.

Source/Destination IPs

Quit
er your choice: 1
Host (IP): 18.2.9.4

Protocol (TCP/UDP/ICMP) or Any.

TCP
UDP
ICHMP
Any
Quit
your choice:
Please, input Port Number (1 to 65535) or '@' for Any: 22

By default, this script stops after 1@ packets or 3@ seconds.
These values work in most troubleshooting scenarios.
You can incre these values h up to 10@ packets or 380 seconds m

you want to change default values?

Yes
No
Quit
your choice: 2

Enter your choice: 2
COMMAND: sudo timeocut 3@ tcpdump -n -1 -c¢ 10 -i ethl host 10.2.9.4 and tcp pert 22

tcpdump: verbose output suppressed, use -v[v]... for full protecol decode
listening on ethl, link-type EN16@MB (Ethernet), snapshot length 262144 bytes

12.837271 IP 10.2.2.15. 0.2.9.4. Flags [P.], s 3253839517:3253839705, ack 2539124923, win 561, options [nop,nop,TS val 4853139764 ecr 3660682945], length 188

12.838167 IP Flags [. ], ack 188, win 1, options [neop,nop,TS val 3660682977 ecr 4853139764], length @

:12.931384 IP [p. 1544, ack 1, win 501, options [nop,nop,TS val 4853139858 ecr 3660682977], length 356

12.932277 1P [. win 561, eptions [nop,nop,TS val 36606830871 ecr 4853139858], length @

13.021197 IP [p. 4:876, ack 1, win 501, options [nop,nop,TS val 4853139948 ecr 3660683071],
113, 221’4 P [.1, ack 876, win 501, options [nop,nop,TS val 3668683161 ecr 4853139948], length ©
[
[.
[P.
[.

[EEnRT R TR}
Sl o
SO NS N D

w

13.125393 IP P.]1, s 876:1208, ack 1, win 501, optiens [nop,nep,TS val 4653140052 ecr 3660683161], 1
13.126340 IP 1, ack 1208, win 581, options [nop,nop,TS val 3660683265 ecr 4853140052], length ©
:13.229322 IP 1208:1540, ack 1, win 501, options [nop,nop,TS val 4053148156 ecr 3660683265], length 332
13.231098 IP 10. 1, ack 1548, win 581, options [nop,nop,TS val 3660683370 ecr 4853140156], length ©
10 packets captured
10 packets received by filter
0 packets dropped by kernel

WNW N WNWRN W
W WL W W

Flags
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8.1.3.2

This test can validate the quality of the Internet path between your location and Zscaler. You can
run it with tunnels down or up. When the tunnels are up, it does a “Reverse Path” test from your
active ZEN node to your location. This test is beneficial to check if there is any packet loss at some

point.

¢ ZEN and Secondary ZEN
- When the tunnel is UP, a MTR Reverse Path test from the active ZEN
NOTE: Max Hops is equal 30. This test can take

65.225.48.12
Start: :31:30+-0000
HOST: i [ 96-70 Lo Snt

- LN s L R e

[ss]

[~
o Ll B e WD

b aler9.net
165.225.48

=
e O U e LU R e D0
SOy

(=]

[
[N

[
Fa Lu

54.239.109.153
4,14.222.30

4.14.222.30

Reverse path from: .225.48.12 to your Public IP: 54.

Start: 2021- 2 2:02+0000
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8.1.3.3 NetScanner

This test scans Network/s (or IPs) configured behind this node. This test is handy in finding active

apps.

1) Tcpdump

2) Traceroute and Latency test

3) NetScanner

4) Quit

Enter your choice: 3

NetScanner Test: This test scans Network/s (or IPs) configured behind this node.
The configured Networks are:

10.3.20.0/24

Please, select a Network to scan or Host IP

NOTE: MNetwork scan uses PING to detect hosts. If you want to scan a Host that doesn’'t answer PING, please use Host IP scan.

2) Host IP
3) Quit
Enter your choice: ||

Selecting the Subnet in this case, NetScanner found 3 IPs with SSH enabled.

1) 108.3.20.0/24

2) Host IP

3) Quit

Enter your choice: 1

Starting Nmap 7.80 ( https://mmap.org ) at 2024-82-08 01:12 UTC
Nmap scan report for 10.3.20.99

Host is up (P.00839s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

22/tcp open ssh

Nmap scan report for 10.3.20.179

Host is up (©.000425 latency).
Not shown: 999 closed ports
PORT  STATE SERVICE

22/tcp open ssh

Nmap scan report for 10.3.20.197
Host is up (©.00045s latency).
Not shown: 999 closed ports

PORT  STATE SERVICE

22/tcp open ssh

Nmap done: 256 IP addresses (3 hosts up) scanned in 7.604
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8.1.4 SPEED TEST

This test is experimental because we use third-party tools (speedtest.net), but it works fine in most

cases.

Selection: 4

Note: Using GRE tunnels you can reach up to 3 Gbps to Zscaler.
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and Radius Configuration.

8.2.1 AWS SSM Agent (Register or De-Register) (TBC Check Run
Commands list)

The CSC AWS has installed the AWS SSM Agent that allows you to check remotely the status of the
CSC and “Run Commands” using AWS Systems Manager. You can manage all CSCs models® using
AWS Systems Manager.

Note: You can learn more about “Run Commands” on Appendix B

Steps to create a "Hybrid Activation" and "Register the CSC".

82.1.1 Create a "Hybrid Activation"” from AWS console.

On your AWS Console, go to Services = Systems Manager - Node Management - Hybrid
Activations and click "Create". Fill the values on shown below:

AWS Systems X AWS Systems Manager > Activations Create activatio
Manager

Create activation | 2

Quick Setup

v Operations Management ivation code and ID. Use the code and ID to register SSM Agent

Explorer

OpsCenter Activation description- Optional 3

CloudWatch Dashboard 25-Cgc001001

Incident Manager Maximum 256 characters.

instance limit | 4
_ pecify the total amber of servers and VM that you want 3 register with AWS. The maximum I 1000,
v Application Management

2

Application Manager
R e s 1000

AppConfig

Parameter Store
@ To register more than 1,000 managed instances in the current AWS account and Change setting

Reglon, change your account settings to use advanced instances. Learn more [

v Change Management
1AM role
Change Manager To enable communication between SSM Agent on your managed instances and AWS, specify an 1AM role
Automation © Use the default role created by the system
(AmazonEC2RuNC

Change Calendar

Select an existing custom 1AM role that has the required permissions

Maintenance Windows

¥ [Node Management

Fleet Manager

Compliance

Inventory Speci o hel ince when it is displayed in the console or wher
1 = cycoorr
Run Command 6

State Manager
Fotch Manager a cancel

- Click "Create Activation"

5 For Vmware, Hyper-V, KVM, Azure, Gcloud and AWS.
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AWS Systems @ You have successfully created a new activation. Your activation code is listed below. Copy this code and
Manager Activation Code vjeX/WzBxas5n7WGOHT7F

Activation ID 41893b3c-75c¢3-4524-86a9-7c240fec2cfc

Quick Setup You can now install amazon-ssm-agent and manage your instance using Run Command. Learn more

The values of Activation Code, Activation ID and Region are required to register the CSC. Keep this
values on a safe place.

8.2.1.2 Register the CSCs

8.2.1.3 View the Registered CSC on AWS Systems Manager

Fleet Manager wr Acco
Managed Nodes (15)

‘ Q_ Filter 15 matches

ping staws =online [ X | [ clearfilters

@ Last fetched at: 6:11 PM

O Node ID v | Computername v | IPaddress v | Name v Platform type v Operating sys... v | Resourcetype ¥ Source ID | Ping status v | Agentversion
O mI-0250122976c406107 25-¢ge001001-b 192.168.163 25-cgc001001 Linux Ubuntu Managed instance - @ online 315010
( mi-Of8fchA0f04117844 25-cgc001001-2 192.168.1.62 25-cgc001001 Linux Ubuntu Managed instance - @ Online 3.1.501.0

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS




R
b l.ﬁiﬁ._ —

8.2.2 Manage Administrators, Restrict SSH access and Radius
Configuration

IMPORTANT: This section can be accessed only by the "cscadmin" user.

gent (Register or De
g Administrators, Re ct SSH access and Radius Configuration
7) Configure DNS, SNMP, NTP and Timezone

8.2.2.1 Manage Administrators: cscadmin, csccli and ubuntu

The CSC GRE for AWS has 2 users enabled by default: "cscadmin" (for SSH Administrator Console
Access) and "ubuntu" (Linux Terminal access). Additionally, you can enable the "csccli" user (Linux
Terminal access).

From this menu, you can edit the SSH Keys or Password.

¢ to do:

1) Manage Administrators: cscadmin, csccli and ubuntu
2) Restrict SSH Access

3) Radius Configuration

4) Quit

Enter your choice: l

Note: the user "cscadmin" cannot be disabled.

8.2.2.1.1 "cscadmin” settings
Please, select the Administrator: ‘cscadmin', ‘csccli' or 'ubuntu’

)| cscadmin
2) csccli
) ubuntu
4) Quit
Enter your choice: 1

Please, select the task to do for user 'cscadmin':

1) set or Cha Password
2)| Manage SSH 5

Enter your choice: []
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8.2.2.1.2 "csccli” settings

Note: the "csccli" user allows console access to the CSC. If you are managing the CSC using
Rundeck, or Ansible, you will need to enabled the "csccli" user and to setup the SSH Key.

Please, select the Administrator: 'cscadmin®, 'csccli’ or 'ubuntu’

) cscadmin
2) [csccli
) ubuntu
4) Quit
Enter your choice:| 2

|User 'csccli’ is enabled.

Please, select the action to take.
1) Disable csccli User

2) Change SSH Key

3 quit
Enter your choice: []

8.2.2.1.3 "ubuntu” settings

Please, select the Administrator: 'cscadmin', 'csccli' or 'ubuntu’

) cscadmin
2) csccli
) lubuntu
4) Quit
Enter your choice:|3

User 'ubuntu' is enabled.

Please, select the action to take.

1) Disable ubuntu User
2) |Change SSH Key

3) Qui

Enter your choice: [

8.2.2.2 Restrict SSH Access

This functionality allows adminsitrators to restrict SSH access to the CSC. You can setup restrictions
for the Internal (eth1) and the PriCPA (wg0) interface. SSH to external (ethO) interface is always
blocked.

IMPORTANT (1): DEFAULT VALUES.

-> Internal Interface (eth1): SSH the CSC to CSC GW IP (<IP>) is allowed from any Host or Subnet.

-> External Interface (eth0Q): SSH the CSC to any ethO IP is permanently blocked and cannot be changed.

-> PriCPA Interface (wg0): SSH the CSC to wg0 IP (<IP>) is allowed from any other PriCPA node that belongs to the
PriCPA Subnet. (<Subnet>/<Bitmask>)

IMPORTANT (2): If the Host or Subnet is reachable via PriCPA interface and not Internal Interface eth1, you must add
these Hosts or Subnets as Management Networks on PriCPA configuration.
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nage Administ rs: and
strict SSH Acces

3) Radius Configuration

4) Quit

Enter your choic

This wizard allows res

2.2.15) is allowed from any Host or Subnet.
xternal Interface to any e IP is permanently blocked and cannot be changed.
> PriCPA Interface (wg@): o wg® IP (192.168.7.16) is allowed from any other PriCPA node that belongs to the PriCPA Subnet. (192.168.7

WARNING! You can isolate node if the configuration is wreng.
Be careful with these i . We recommend being precise with the Host or Subnet configured here.
Subnet Prefixes less than re not accepted.

IMPORTANT (2): If the Host or Subnet is reachable via PriCPA interface and not Internal Interface ethl, you must add the r S as Management Networks on PriCPA configuration.

Current values configured are:

CSC GW IP (1 2. is allowed only from: .2, /16 172.19
PricPA IP (192.168.7.16) is allowed only fr . /16 1

want to chan

to Default
Enter your choic
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8.2.2.3 Radius Configuration

This functionality enables Radius Authentication for users accessing the Admin Console. The
configuration requires the Radius Server IP and Secret. Optionally, you can add a secondary radius
server as backup.

-> Configuration on the CSC: Add Radius Server and User:

admin and csccli

UDP and port 1812 for communicat

hentication not currently configured.

: radius_user

d another Username ?

sc-mux-4-as-mkt-1

-> Example Configuration Windows NPS
1 - Create Network Policy

In this particular case we are allowing users on the Security Group = Radius Users to authenticate
using radius protocol. Please, note the Authentication method required.
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@ Metwork Policy Server
File Action View Help
Al RN (] 7!

& NPS (Local)
~ [ ] RADIUS Clients and Servers

i Remote RADIUS Server
- I_EJ Policies

Network P

E RADIUS Clients — [ Network policies allow you to designate who is authorized to connect to the network and the circumstances under which they
= | orcannat connect

Palicy Name

Connection Request Po

|1 Network Policies 1

B, Accounting

*LinuxAuther

=] Shared Secrets
5 RADIUS Clients
5 Rerote RADIUS Servers

I_EJ IP Filters

Lg§Connections to Microsoft Routing and Remote Access server  Enabled 2
~ Wl Terplates Management EConnadmns to other access servers Enabled 3 Deny Access

2 Status Processing Order  Access Type
Enabled 1

ator Grant Access

Conditions - If the following conditions are met

Condition

Value

User Groups  MAIDENHEADBRIDG\RadiusUsers | 4|

Settings - Then the following settings are applied

2 - Add the CSC

Setting Walue
Access Permission Grant Access
Extensible Authentication Protocol Method  Microsoft: Secured password (EAP-MSCHAP v2)
|_ Authentication Method EAP OR Unencrypted authentication (PAP, SPAF) | 3
ramed-Fratocol FFF
Service-Type Framed

as Radius Clients:

Note: The traffic will arrive to the NPS with source IP: CSC GW IP

@ Network Policy Server
File Action View Help

&= |25 HmE

€ NPS (Local)
w || RADIUS Clients and Servers
1
5 Remote RADIUS Server
v I_Exj' Policies
' 7] Connection Request Po
I 1 Metwork Policies
'_“é Accounting
~ Ml Templates Management
I_EJ Shared Secrets
5 RADIUS Clients
E Remote RADIUS Servers

=] 1P Filters

Maidenhead Bridge

RADIUS Clients

; RADIUS clients allow you to specify the network access servers, that prov

Friendly Name IP Address Device Manufacturer  Status

,ﬂ radius 152.168.1.96 RADIUS Standard Enabled

ﬂ cac-mux-4-2 10227 RADIUS Standard Enabled 2
a cscAmux-4-1 10.2.24 RADIUS Standard Enabled
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5) Quit
Enter your choice:|1

Your current DNS Servers are: 8.8.8.8 ; 8.8.4.4
Note: Default DNS Servers ar (8.8.8.8, 8.8.4.4)

Do you want to change the DNS servers?

er your cheice: |1

Primary DNS er (IP): 172.19.0.100
Secondary DI IP): 172. 13

(MHB-CSC) (INFO) CSC: zs-cgcB@1881-a: DNS Servers changed via console. Using 172.19.8.180 and 172.19.0.134

8.2.3.2 SNMP

The CSC uses Ubuntu Server as its OS and offers all SNMP values of a standard Ubuntu Server. The
CSC supports SNMP v2c or v3. No special MIBs are required.

SNMP Traps are not supported. For information about tunnels up/down and other changes, please,
use Systems Logs to trigger alarms or events.

8 23.2.1 Configure SNMP attributes

/Subnet Prefix) allowed to access the CSC wvia SNMP.

y configured. Do you want to configure SNMP?

utes configured are:

4 on Azure East
aidenheadbridge . com

8.2.3.2.2 SNMP v2c configuration
SNMP version 2c requires the "read only community" and the IP or Subnet of the SNMP platform.

In this example, our SNMP server has IP: 172.19.0.8/32 and the rocommunity is "public".
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SNMP v2c Configuration

SNMP v2c is not configured

you want to configure SNMP w2c ?

Configure SNMP w2c.
Skip. Leave values as
) Disable SNMP w2c.
Enter your choice:|1

Please input SNMP v2c Read Only Community: public
SNMP v3 Configuration

SNMP v3 is not configured.

Do you want to configure SHMP w3 7

1) Configure SNMP w3,

2) sSkip. Leave values as 1is.

3) Disable SNMP v3.
Enter your choice: 2

8.2.3.2.3 SNMP Networks
The CSC blocks all SNMP request by default. You need to enable the source IPs (or Subnets) that
will query the CSC using SNMP. This setting is mandatory for SNMP v2c and v3.

onet Prefix).

et Prefix). This is a mandatory setting.

et Prefix) 172.

or Subnet (IP/Subnet Prefix)?

Hi 72.
IMPORTANT: If the Ho: et is reachable via PriCPA interface and not Internal Interface ethl, you must add these Host or Subnet as Management Networks on PriCPA configuration.

Do you want to apply €

8.2.3.24 SNMP v3 configuration
SNMP attributes and Networks are standard settings of SNMP v2c and SNMP v3. This section will
show the specific values required for SNMP v3.

1. Security Name (or UserName) : <string>
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2. Security Level: noAuthNoPriv|authNoPriv|authPriv

3. Authentication Passphrase: <string>

4. Authentication Protocol: MD5|SHA|SHA-512 | SHA-384 | SHA-256 | SHA-224
5. Privacy Passphrase: <string>

6. Privacy Protocol: DES|AES

SNMP is not confiqured

Do you want to configure SNMP

SNMP w3 Configuration
SHMP s not configured.

Do you want to configure SNMP v3 7

Please input|s me, (string): authPrivUser
Please input| 5 rity Level (noAuthNoPriv|authNoPriv|authPriv):
1) noAuthNoPri
) authNoPri
uthPri

Please input|Authentication Passphrase |(string): mhbAuthl

Please input|Authentication Protocol (MDS|SHA|SHA-512|SH SHA-256 | SHA-224)

rase (string): mhbPrivl

Protocol (DES|AE

from any Host | ) or Subnet (IP/Subnet Prefix)
specific Hosts (/32) or Subnets (IP/Subnet Prefix). This is a mandatory

Configure
. Lea

Input Host (/32) or Subnet (IP/Subnet Pref
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r Subnet as Management Networks on PriCPA configuration.

8.2.3.2.5 What can you do with SNMP?
Here some examples of monitoring the CSC Mux via SNMP, using OpenNMS.

8.2.3.2.5.1 Node Information

SNMP Attributes

Name zs-cgc001001-a

sysObjectlD 1.36.1.4.1.8072.3.2.10
Location MHB-DC - KVMO7

Contact support@maidenheadbridge.com
Description Test for Documentation

8.2.3.2.5.2 Node Availability

Node: zs-cgc001001-a (ID: 13)

Availability
Availability (last 24 hours) 99.284%

172.19.0.63 1 o2:00 0%:00 10000 11-00 12:00 12:00 14:00 15:00 16:00 17:00 18:00 1300 20:00 21:00 2200 22:00 00:00 01:00 02:00 0200 04:00 0500 os00 070 99.284%

ICMP I 99.284%
SNMP I 99.284%
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8.2.3.2.5.3 Node Interfaces (IP & SNMP)

Node Interfaces

IP Interfaces SNMP Interfaces
Search/Filter IP Interfaces qQ
IP Address |% IP Host Name SNMP iflndex Managed
172174217 1721474217 8 M
172.17.4.221 172174221 9 M
172.19.0.60 172.19.0.60 3 M
172.19.0.61 172.19.0.61 3 M
172.19.0.62 172.19.0.62 3 M
172.19.0.63 172.19.0.63 3 M
192.168.1.60 192.168.1.60 2 M
192.168.1.61 192.168.1.61 2 M
192.168.1.62 192.168.1.62 2 M
192.168.7.4 192.168.7.4 10 M

First F‘rekuus. 2  Next Last

8.2.3.2.5.4 Node Statistics (CPU, Memory, etc)

Graph |[ Data

450 CPU Statistics

.00
20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00

CPU Utilization (%)
H o016« M 1120« W 21-30% [ 31-40% 0 41-50% Minimum : 1.0%  Maximum : 1.4%
O s51-665 @ 61-705 @ 71-s0% M 81-9% M 91-100% Current : 1.1% Average : 1.1%

Loa Average
B 1 minute Minimum ; 0,00  Maximum : 206.90
5 minutes Current : 42.00  Average : 42.08

15 minut
B number of cPU cores

Graph][Data

5,006 System Memory Stats

B Used (Other)  dug BLELHHax : 47519
O 10 Buff Ram  dug W72 MMax ;1L
W Shored Hen  dug 0.80 Max : 416
B Filesysten Cache dug BOA MM+ 1176
O Ausil Real Men  Aug 657 GHM :  T.656
B Totsl Sup  Aug .00 Max 0.50

B Total Real Men Avg : B3eGMax : 8346
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8.2.3.2.5.5 Interfaces Traffic
You can see the traffic per physical interfaces (eth0, eth1), tunnel interfaces (tunx), and PriCPA
interface (wg0).

SNMP Interface Data

([ eth0 (192.168.1.61, 192.168.1.60, 192.168.1.62)
(Jeth1(172.19.0.62, 172.19.0.61, 172.19.0.63, 172.19.0.60)

Ctun0 (172.17.4.217)
Otunt (172.17.4.221)
O wg0 (192.168.7.4)
O zum1 (198.51.100.1)

Example of real time traffic on PriCPA interface:

200M

-200M

g
=

Bits per second
]
=}
=

-500M

-1.00G

-1.20G
W Avg
B out Avg
Tot In :
Preference
] Pause
10.00s =

Maidenhead Bridge

MaN Bytes Tot Out

NRTG Graph for mib2.HCbits on node[snmpv3-test:1685784500374].interfaceSnmp[wg0]

Graph || Data

Bits In/Out (High Speed)

20:11:00 20:11:10 20:11:20 20:11:30 20:11:40 20:11:50 20:12:00
3.57 M Min : 8.88 Max : 5.97TH
733.34 M Min : 9.8 Max : 1.18 6

MaN Bytes Tot : NaN  Bytes

] Compress
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8.2.3.3 NTP

By default, the CSC PriCPA uses "ntp.ubuntu.com". You can configure here your NTP Servers.

e, select what you want to configure:

) DNS servers
2) SNMP

Enter your choice: 3
You are using default Ubuntu NTP servers.

25.190.58:123 (ntp.ubuntu.com).”

2) No
Enter your choice: 1

Primary NTP Server ): 172.19.8.199
Secondary NTP S IP): 192.168.1.199

(MHB-CSC) (INFO) CSC: pricpa-csc-aZ-doc-1: NTP Servers changed via console. Using 172.19.0.199 and 192.168.1.199

Check the Status:

Selection: |10
Please, select what you want to configure:

) DNS servers
2) SNMP
) [NTP servers
4) Time Zone
5) Quit
Enter your choice: 3

Your current NTP Servers are: 172.19.0.199 ; 192.168.1.199

Status: "Initial synchronization to time server 172.19.0.199:123 (172.19.8.199)."

XXXX".

The NTP Server connects correctly when the Status is: "Initial synchronization to time server

8.2.3.4 Time Zone

Use this menu to select the timezone of the CSC.

Selection: |10

Please, select what you want to configure:

UTC +0600
will show the logs in the past or future if the Time Zone is incorrect. In most circumstances, UTC is the best choice.

2) No
Enter your choice: []

is incorrect. In most circumstances, UTC is the best choice.

WARNING: Some SIEM/SYSLOG software will show the logs in the past or future if the Time Zone
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There are two main modes of Proxy Bypass: Standard and Advanced. The default behaviour of

Standard mode is to block all domains that are not on the bypass list. In contrast, the default
behaviour of Advanced mode is to send all domains to Zscaler (upstream proxy) that are not on the
bypass list.

See Chapter "Traffic forwarding to Zscaler ZIA and Bypasses." for a detailed explanation of different
use cases.

8.3.1 Standard Mode

8.3.1.1 Network Diagram

. ‘ CcsC
=

S— Proxied Mode Ext. Tunnel

Win Server

: K » Zscal
; CSC VIP Proxy IP GRE Tunnel —_— e

bypasses: return <CSC i
|
—
h
|

Prosy Bypass IP=:3128

default: return <CSC WIP

=
=~

Laptop ! Proxy Byp (Layer T)

:\mey to Zscaler via GRE |

Ext. Bypass

8.3.1.2 Configuration using PAC file
» Select "Configure Standard Mode"

can reach test page (https://ip.maidenheadbridge.com) via Public IP 82.68.6.74

> Select method: PAC URL
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Enter your choice: 1
Please, select method to configure Proxy Bypass List

1) Proxy Bypass PAC URL

configure Proxy Bypass List

1) Config Proxy Bypass PAC URL and/or Update Proxy Bypasses
2) See PAC Proxy Bypass Example

3) Quit

Enter your choice: |1

Proxy Bypass Configuration

Your Proxy Bypass PAC URL is not configured.

Do you want to change the Proxy Bypass PAC URL?
1)

your choice:|1

, lnput Proxy Bypa PAC URL
PAC URL https://pac.zscalerthree.net/maidenheadbridge . pac

Your current Proxy Bypass PAC URL is https://pac.zscalerthree.net/maidenheadbridge.com/zs-cg

Do you want to refresh Proxy Bypass List?
1)

2) No

Enter your choice:|1

This is your current Proxy Bypass List

Login.microsoftonline.com
login.microsoft.com

login.windows.net
ipinfo.io

Do you want apply changes?
1)
2) No

Enter your choice: |1

(MHB-CSC} (INFO) Proxy Bypass List updated sucessfully.

8.3.1.3 Manual Configuration.

If you want to update manually your Proxy Bypass list, follow this steps.

1. Select Option 2)

1) Auto - Proxy Bypass PAC URL

2) Manual

3) Quit

Enter your choice: 2

Please, read the instructions carefully:

You are going to edit the list using NANOD editor
The following formats are accepted:

Full Domains: 'www.example.com'
Wildcard for subdomains: ' mple.com’ - This will allow all subdomains of example.com

To save, press CTRL and s

Paid attention to ERROR messages if any. ERRORs must be corrected before to continue

Do you want to continue? (
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GNU nano 4.8 domains
.okta.com
.oktacdn.com

Modified

ogin.microsoftonline.com
ogin.microsoft.com
in.windows.net
net

e Get Help WY Write Out W Where Is B Cut Text W Justify ¢ Cur Pos M- UGG
Wi R R Replace WY Paste Text |l To Spell Ml Go To Line [JBI3 Redo

3. Add/ Delete / Modify your full domains and subdomains
4. Please, CTL+X and "Yes" (and after next prompt Enter) to Save

5. The modified Bypass List will be displayed.

This is your current Proxy Bypass List

.okta.com

.oktacdn. com
.okta-emea.com
login.mydomain. com
login.microsoftonline. com
login.microsoft.com
login.windows.net
portguiz.net
manualAdded. com

Do you want apply changes?
1) Yes

2) No

Enter your choice: []

6. Apply Changes Yes or No. If "1" you will receive the following message:

Do you want apply changes?
1) Yes

2) No

Enter your choice: 1

Proxy Bypass List updated sucessfully.
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8.3.1.4 "View Current Proxy Bypass List"

list of current Domains configured:

login.microsoftonline. com
login.microsoft.com
login.windows.net
ipinfo.io
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8.3.2 Advanced Mode

8.3.2.1 Network Diagram

CsC
Proxied Mode Ext. Tunnel

O-

APls

gl—t = : CSC Proxy Bypass IP
Cameras Explicit Proxy

I
w Proxy to Zscaler via Location IP
r il

PROXY: <CEC Proxy i Proxy Bypasses (Layer T
-y Bypass IP=:3128 T r!’ .{p. ..... [..:"?..!»
oT

Internal Interface (eth1)
. — IF on Bypass List Destination
= Internet == DIRECT via eth0
ir-‘ #——— | IF on Bypass List Destination
Linux Server {'fw Internal -> DIRECT via eth1
Intermal ELSE -> Go to Zscaler via
Website Location IP
8.3.2.2 Create a "Location IP" on the Zscaler console

Run "Show Configuration and Status" and get your "Bypass Proxy Public IP"

ELASTIC (PUBLIC) IPs INFORMATIOMN
GRE tunmnels Public IP: 44.222.9.224

Bypass Proxy Public IP: 18.214.162.1660

On your Zscaler console, go to Administration -> Static IPs & GRE Tunnels and add the "Bypass
Proxy Public IP"

Associate the Static IP created to a Location. You can create a new one or add this Static IP to the
Location created for the GRE tunnel.

IMPORTANT:

1 - Enable "Use XFF from Client Request. " This will allow you to see your devices' internal IPs and
apply rules per source IP.

2 - The CSC will use the Zcaler nodes as "upstream proxies" and send the traffic using port TCP
9840. Zscaler Cloud exempts all traffic arriving from a known location on TCP/9840 from
authentication, even if your Location settings enable Enforce Authentication.
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Static IP Addresses and GRE Tunnels

18.214102.160; |44.222.9.224

Static IP

VPN Credentials

None

GRE Tunnel Information
No. Tunnel Sour...

1 442229224

Virtual Service Edges

MNone

Use XFF from Client Request

8.3.2.3

Primary Des...

165.225.8.30

Enable

Secondary ... Primary Destination Internal

170.85.68.129 172.2011.224 - 172.2011.22

Virtual Service Edge Clust
None
Authentication not enforced
for traffic from Static IP

Enforce Authentication

Configuration using JSON URL

» Change from Standard to Advanced Mode

Selection: 9
welcome to the Proxy Bypass Wizard

Current Configuration and Status is:

configured via
Interface 192.168

2) Configur
3)_Chanae to Ad

o default values

Checking ZEN Databa:
This CSC has the la

the followin

lerthree.net/maidenheadbridge. con/zs 801. pac

.61 can reach test page (https://ip.maidenheadbridge.com) via Public IP 82.68.6.74

(Primary and Secondary.)

Not in the list? Input Manually
Quit
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» Configure Proxy Bypass JSON file URL

Proxy Bypass JSON file URL example

{
"model": "csc-gre-zs-vm",
"type": "proxyBypassAdvanced",
"version": "1.0",

"help"
"proxyBypassRules": {
"internalSites": [
".domaininternal.com",
"fqdn-internal.com"

"externalSites": [
".externalDomain.com",
"fqdn-external.com",
"ip.maidenheadbridge.com"”,
"ipinfo.io"

".domain.com matches domain.com and any subdomain of <>.domain.com. Do not use asterisk '*'",

Internal and External Bypass Configuration

Plea ect Method:

1) |Proxy Bypass JSON URL

2) Manual (Paste Proxy Bypass Rules JSON File)
t to Default Values

4) Quit

Enter your choice: 1

Proxy Bypass JSON URL is not configured

you want to configure the Proxy Bypass JSON URL?

- your choice: |1

input y Bypass JSON URL
y Bypass JSON URL: https://mhb-csc-pac.s3.amazonaws.

ou want to refresh the Pr

~ your choice: 1

Proxy Bypass JSON file imported success

» Review and Apply values

You can|review your values before to apply, Please, Select *Compact’ or ‘Json' format
1) Compact

2) Json

3) No review is needed

Enter your choice:|1

Current Values configured are:

nal sit
.domainInterna
4

ip.maiden aum;z;:e.mm”
ipinfo.io
Validating Configuration
Vour Cloud i alerthree
Checking Node au y Proxy hos

.zscalerthree.net
147.161.141.129

your choice: 1
(MHB-CSC) (INFO) Proxy Bypass Advanced Mode is enabled using nodes: autoPrimary (165

(MHB-CSC) (INFO) Proxy Bypass JSON file updated sucessfully.

Maidenhead Bridge

com/p

BypassRulesFile. j

y Bypass List (via JSON file URL)

.16.37) and autoSecondary (147.161.141.129).
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8.3.2.4 Configuration pasting JSON file

» Go to 9) Configure Proxy Bypass -> 3) Configure Advanced Mode -> Select No to change
the Zscaler nodes -> Internal and External Bypass Configuration -> Manual

Internal and External Bypass Configuration

your choice:|1
Please, paste Proxy Bypass JSON File and press *

NOTE: If the json file has errors, it is possible that the script will hang. Press '}' and 'Enter' to end the operation.

om matches domain.com and any subdomain of <>.domain.com. Do not us:

rnal.com"

1sites": [
alDomain.com",
rnal.com",
idenheadbridge.com”,
“ipinfo.io"

Proxy Bypass JSON file imported successfully

» Review and Apply the configuration.

You can |review your values before to apply. Please, Select 'Compact’' or 'Json' format.
1) Compact

2) Json

3) No review is negded

Enter your choice:| 1

Current Values configured are:

rnalDomain.c
rnal.com"
ip.maidenheadbridge.com”
"ipinfo.io"

apply changes?

your choice: 1

(MHB-CSC) (INFO) Proxy Bypass JSON file updated sucessfully.
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ip.maidenheadbridge. com
ipinfo.io
Internal domains

.domainInternal.com
fgdn-internal. com
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8.4 Routed Bypass

When routing all traffic via the CSC GW IP, the Routed Bypass functionality allows you to connect

specific destinations (IP/Subnet) direct to the Internet using your Public IP. By default, all
destinations will travel via the tunnels to Zscaler. If you want to bypass the tunnel, you need to
create a Routed Bypass Rule.

Routed Bypass

8.4.1 Routed Bypass - Traffic Flow

Cloud Security Connector
Traffic forwarding

to Zscaler Cloud Firewall

All Ports and Protocols Ext. Tunnel IP
CsCGwWIP — > »
GRE Tannel > Zscaler
Routed Bypasses (Layer 4)
CSC VIP Proxy IP ——> ) .
Ext. Bypass IP
CSC Proxy Bypass [P ———>»
Internal Interface 3 x IPs| [External Interface 2 x IPs|

8.4.2 View Current Routed Bypass List

You can select to view the Routed Bypass Rules in Compact format or JSON.

[q¢]

LA

Select 'Compact' or
ac

=]
=

w
]

er your choice: [
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84.2.1

Enter your choice: 1

Compact

Current Values configured are:

.1/32,
.12
126.0.¢

SourcelIP:
: tcp, SourcelP:
: tep, Sour

: tep,

: tep,

: udp,

: udp,

: udp,

: tep,

: icmp,

DestinationIP
DestinationIP
DestinationIP
DestinationIP:
DestinationIP: 52.
DestinationIP: 52.
PESETS
: tcp, SourcelP: 0.0.8.8/8, DestinationIP: 216.239.36
8, tcp, SourceIP: 0.8.0.0/0, DestinationIP: 216.239.34.
, Protocol: tcp, SourceIP: 0.€.0.0/0, DestinationIP: 216.239.32.

120.0.¢

8.4.2.2 Json

=lection: 1@

Please, Select 'Compact' or 'Json’ fo
1) Compact

2) Json
3) Quit

Enter your choice

{

Maidenhead Bridge

18,
7.209.216/32,

14,
216.239.38.21/32,
36.21/32,

FromPor .

FromPort: 443, To Port:
FromPor H

FromPor

/18,

Fromp:

FromPor

21/32,
21/32,

FromPor
FromPor
FromPort:
FromPort: 44

FromPo

To Por

3,

Description:
3, Descripti
Descriptio

481,

443,

To Port: 443
To Po

CSC GRE

3481, Description
3481, Descriptien

Test ICMP"
: Login URLs 2"
in URLs 3"

365 Lo
"portquiz

To Port: 3, Description: "0365 Login URLs 4"
3478, To Por
78, To Port
3478, To Port
443, To Por
To Port: 3

"Skype and Teams UDP 1"

Skype and Teams UDP 2"

Skype and Teams UDP 3"

"ip.maidenheadbridge.com 1"

"ip.maidenheadbridge.com 2"
"ip.mai dbrid

Description

Description:
Description:
, Descriptio
, Description: *
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8.4.3 Configure Routed Bypass List

There are two methods to configure the Routed Bypass List: Routed Bypass URL and Manual. The

recommended method is to use Routed Bypass URL.
Selection: 11

Please, Select Method:
Routed Bypass U
Manual (Paste Routed Bypass Rules JSON File)
Reset to Default Values

4) Quit

Enter your choice:

8.4.3.1 Routed Bypass URL

Routed Bypass URL is the recommended method. Create an AWS bucket or Azure Blob and place

your JSON file on it. Here an example:

https://mhb-csc-pac.s3.amazonaws.com/routedBypassRulesFile.json

Enter your choice: 1

Please, input Routed Bypass URL
Routed Bypass URL: https://mhb-csc-pac.s3.amazonaws.com/routedBypassRulesFile.json

- your choice: 1

Routed Bypass JSON file imported successfully

You can review your values before to apply. Please, Select 'Compact® or 'Json' format.
1) Compact

2) Json

3) No review is needed

Enter your choice: 1

current Values configured ar

: icmp, SourcelP: DestinationIP: 1.
tcp, SourceIP: @ tina T 20. 128.0/18, FromP

To Po

tcp, SourcelP: @ estina : 4 /18, FromPort: 89, To Po

: tcp, SourcelP: @ DestinationIP: 5: .209.216/32, FromPort:

80, To Port: Description: "portquiz.net”

tep, SourceIP: © stinationIP: . . . FromPor 443, To Port escription: "0365 Login URLs 4"

udp, SourceIP: @ stinationIP: .187 .64 FromPo

3478, To Po 4 scription: "Skype and Teams UDP 1"

: udp, SourceIP: € stinationIP: 52,112 4, FromPor 3478, To Por - ript : 'Sk and Teams UDP 2"

: udp, SourcelIP: € stinationIP: 52.
tcp, SourceIP: € stinationIP: /32, FromPort
9 tcp, SourceIP: € @ stinatienIP: /32, FromPort
©, Protocel: tcp, SourceIP: ©.0.8.0
Protocol: tcp, Sourcel 0.0

Do you want to apply this values?
1) Yes

2) No

Enter your choice: 1

Bypass ( ex: B) Rule "Test ICMP" was created succesfully.

Bypass ( 1) Rule "0365 Login URLs 2" was cr succesfully.

Bypass { 2) Rule "0365 Login URLs 3" was cr succesfully.

Bypass { € 3) Rule r z.net" was created succesfully.

Bypass ( 4) Rule "0365 Login URLS 4" was crea succesfully.

Bypass ( 5) Rule "Skype and Teams UDP 1" wa ed succesfully.
Bypass { 6) Rule "Skype and Teams UDP 2" wa ed succesfully.
Bypass { 7) Rule "Skype and Teams UDP 3" was created succesfully.
Bypass { 8) Rule "ip.maidenheadbridge.com 1" was cr d succesfully.
Bypass { 9) Rule "ip.maidenheadbridge.com 2" was cr d succesfully.
Bypass ( 10) Rule "ip.maidenheadbridge.com 3" was cr d succesfully.
Bypass { 11) Rule "ip.maidenheadbridge.com 4" was created succesfully.

Routed Bypass - Routed Bypass List updated succesfully.

, Description:
, Description:
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8.4.3.2 Manual (Paste Routed Bypass JSON file)

Another option to configure Routed Bypass Rules is to paste the JSON file using the following
menu:

Enter your choice: 2

WARNING: Manual Configuration will remove the Bypass Routed URL if configured.
Do you want to paste the Routed Bypass Rules JSON File?

2) lo.

Enter your choice: 1

Please, paste Routed Bypass JSON File and press 'Enter' if required.

NOTE: If the json file has errors, it is possible that the script will hang. Press '}' and 'Enter' to end the operation.

Routed Bypass JSON file

and paste the JSON file. The JSON file will be displayed, and if no errors are found, you can apply
the changes:

: "Skype and Teams UDP 3",
ol": "udp",
"sourceCirdIp”: "0.0.0.8/0",
ionCirdIp": "52.120.0.0/14",
"3478",
"3481"

Routed Bypass JSON file imported successfully

You can review your values before to apply. Please, Select 'Compact® or 'Json' format.
1) Compact

2) Json

3) No review is needed

Enter your choice: 1

Ccurrent Values configured are:

rotocol: SourceIP: 0.0.0. DestinationIP: .190.128.0/18, FromPort: 8@, To Port: 80, Description: "0365 Login URLs 1"
ocol: t SourceIP: 0.0.0. DestinationIP: 20.190.128.0/18, FromPort: 443, To Po 443, Descript : "0365 Login URLs 2"
ocol: t SourceIP: 0.0.0. DestinationIP: 40.126.0.8/18, FromPe 80, To Port: 80, Descriptio "0365 Login URLs 3"
ocol: t SourceIP: 0.0.0. DestinationI .47.209.216/32, omPort: 80, To Po 80, Descriptio 'portquiz.net”
tocol: t SourceIP: 6.0.0.6/8, DestinationIP: 46.126.6.6/18, FromP 3, To Port: 4 escription 365 Login URLs 4"
ocol: SourceIP: 0.0.0. DestinationI .187.64.0/18, FromPort: 3478, To : 3481, Description: ) nd Teams UDP 1"
Protocol: SourceIP: 0.0.6.0/ DestinationI .112.0.8/14, FromPort: 3478, To Port: 3481, Description kype and Teams UDP 2"
Protocol: udp, SourceIP: @.8.0. DestinationIP: 52.126.0.8/14, FromPc 3478, To Pc 3481, Description: "Skype and Teams UDP 3"

~NO U B WD

Do you want to apply this values?
1) Yes

choice: 1

Rule "0365 Legin
"0365 Login
"0365 Login
"portqui
) "0365 Login 4
) Rule "Skype and Teams UDP 1"
) Rule "skype and Teams UDP 2"
) Rule "Skype and Teams UDP 3"

Routed Bypass List updated succesfully.
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8.5 System and Traffic Logs
In this section you can view System Logs, configure Syslog Servers and enable/disable traffic logs.
System and Traffic Logs

12) View System Logs
13) Configure Syslog and Traffic Logs

8.5.1 View System Logs

Selection: 12
Please, Select "Current Month' or "Last 6 Months'.

1) Current Month

2) Last 6 Months

3) Quit

Enter your choice: 1

Current Month (May 2023) Logs for zs-csc-mux-4-as-d-1

01: root: (MHB-CSC)(DOWN) Load Balancer: ALL Ztunnels are inactive since: Thu 25 May ©1:56:32 UTC 2023
5 01 r (MHB-CSC) (INFO) Routed Bypass - Routed Bypass Rules JSON file integrity is OK
5 01 r (MHB-CSC) (INFO) CSC: : DNS Servers using Azure (168.63.129.16) and (8.8.8.8, 8.8.4.4)
5 01 1 (MHB-CSC) (INFO) CSC: zs5-CSC-mux 172.19 514
01: r (MHB-CSC) (INFO) AWS SSM Agent is active (running) since Thu 2023-05-25 01:50:38 UTC; 14ms ago
01 r (MHB-CSC) (INFO) AWS SSM Agent Registration values are: {"ManagedInstance mi-@55ab68dsaf2fdege”, "R us-east-1"}
5 01 r (MHB-CSC) (INFO) Proxy Bypass List updated sucessfully.

Sysleg / SIEM Configuration

Syslog / SIEM servers are not configured.
Traffic Logs (IP packets) are disabled.

your choice: 1

NOTE: The CSC always generates System Logs (Po UP, Tunnel Changes, etc.), but Traffic Logs (IP Packet information) are optional.
|Enah11ng or Disabling Traffic Logs will require rebooting the CSC.

Traffic Logs are disabled. Do you want to enable Traffic Logs?
1) Yes

2) No

Enter your choice; 1

Primary Sysleg S (IP): 172.19.0.5
Please enter Primary Syslog TCP port: 5514

(Optional) Do you want to configure a Secondary Syslog Server?

Enter your choice: 2
Please confirm these values:

y Sy o SIEM (IP/TCP PORT): 172.19.0.5/5514
Traffic Logs (IP packets) are enabled.
Do you want to implement these values?
The CSC will reboot.

your choice: 1
(MHB-CSC) (INFO) CSC: zs-csc-m -as-d-1: Syslog Servers changed via console. Using (IP/TCP PORT): 172.19.0

(MHB-CSC) (INFO) Rebooting the CSC because of a change on Traffic Logs status (disabled to enabled).
onnection to 10.2.2.15 closed by remote host.
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8.6 Configuration Wizards

In this section, you can run the Configuration Wizard to change Zscaler Nodes and GRE values. It
also provides a simple way to Switch tunnels.

Configuration Wizards

14) Configure Zscaler Nodes and GRE values.

15) Switch Zscaler Tunnels - Primary / Secondary.
16) Reserved for future use.

8.6.1 Configure Zscaler Nodes and GRE values.

This wizard allows you to change the current values configured. The initial screen shows the values
required. Please see the section "Creating the CSC GRE Cluster" for detailed information about
creating the values of "Static IP", "GRE tunnel", and "Location."

> Initial screen.

only the first value for this wizard: 172.18.7.120

Cloud configuration
Your current Cloud is: zscalerthree
0 you want to change the Cloud Name?

2) N
Enter your choice: 1

ect or input your Cloud Name
three 3) 5 one 7) Not in the list? Ingress Manually
4) e 6 eta 8) Quit
choice: 1
GRE tunnels Configuration

Your current GRE tunnels configuration is:

[Tunnel Source IP: 82.68.6.74

rnal Range': 172.17.4.216

s configuration?

1 Range': 172.17.4.216

CSC to return to Primary tunnel (after 10 min of stability) when using Secondary tunnel.
in using Secondary Tunnel and not to return to Primary.(Secondary will be nominated as ‘new' Primary)

Enter your choice: []
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GRE tunnels IP values:
Tunnel Source IP (IP): 82.68.6.74

Primary Destination:

Secondary Destination: 165.

First IP of 'Primary Destination Internal Range': 172.17.4.216
returnToPrimaryTunnel: true

Do you want to implement these values? (The CSC will reboot)
1) Yes

2) No

Enter your choice: ||

8.6.2 Switch Tunnels - Primary | Secondary.

This Wizard allows to Switch Tunnels Primary to Secondary and vice-versa.

Configuration Wizards

14) Configure Zscaler Nodes and GRE values.

15)| Switch Zscaler Tunnels - Primary / Secondary.
16) Reserved for future use.

ZSCALER INFO
Zscaler Cloud 3 t|
GRE tunnels egress Public IP: 82.68.6.74
Primary Tunne
ZEN Public IP: 185.225.
Tunnel IPs (local 0 172.17.4.217 / 172.17.4.218
Secondary Tunnel:
ZEN Public IP: 165.:
Tunnel IPs (local 1 172.17.4.221 / 172.17.4.222

TUNNEL STATUS

Primary Tunnel (reachability):
Layer 7 Keepalive is: A
GRE ZEN Tunnel IP is: A
Secondary Tunnel (reachability):
er 7 Keepalive is: A
GRE ZEN Tunnel IP is: A

Tunnel Status: Primary tunnel is active since: Wed 8 Nov 11:33:09 UTC 2023
HTTP://IP.ZSCALER.COM PAGE STATUS

You are accessing the Internet via Zscaler Cloud: London III in the zscalerthree.net cloud.
Your Gateway IP Address is 82.68.6.74

Do you want to Switch Primary / Secondary Tunnel?
Selecting Yes will disrupt all current connections.

Enter your choice| 1

Tunnels switched via Console on: Wed 8 Nov 11:40:02 UTC 2823
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8.6.3 High Availability configuration

In this section, you can configure the CSC on the HA pair to manage the default route to the
Internet automatically.

Selection: 16

This Wizard is for High Availability scenarios when changing default route to Internet.

How to configure:

1) Deploy a pair of C5Cs with the following conditions:
1.1} There is connectivity each other via their internal interfaces. (Mandatory)
1.2) They are in different availability zones. (Recommended)

2) Create an IAM role with the following permissions and apply it to each CSC:

"Version": "2012-18-17",
"Statement™: [

"5id": "VisualEditor@",

"Effect": "Allow",

"Action": [
"ec2:Disassociatefddress"”,
"ec2:AuthorizeSecurityGroupEgress”,
"ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribeAddresses”,
"ec2:Describelnstances”,
"sns:ListSubscriptionsByTopic”,
"ec2:CreateTags",
"ec2:DescribeSecurityGroups”,
"ec2:ReplaceRoute”,
"ec2:RevokeSecurityGroupIngress”,
"sns:Publish”,
"ec2:DescribeSecurityGroupRules”,
"ec2:RevokeSecurityGroupEgress”,
"ec2:AssociateAddress”,
"ec2:DescribeRouteTables”

1.

"Resource": "*"

3) Get the 'Route Table ID' of the Route Table/s where there is Default Route (0.0.08.8/8) to Internet
4) Get the 'Instance ID' of the other CSC on the pair
5) Create a SN5 notification and get the 'ARN"
6) Run the Wizard on the FIRST C5C and input the following values manually: (all values are mandatory)
6.1l) Route Table ID/s (where there is Default Route to internet).
6.2) Instance ID of other C5C on the pair.
B6.3) ARN of the SNS message for Notications of Route changes.
7) Bun the Wizard on the SECOND CSC pasting the JS0N file cbtained from the FIRST CSC

How it works:

The CSCs on the HA pair will automatically select the Gateway (Target) for the Default Route on the Route Table/s.
When a change occurs, you will receive a SNS message notifying the new Gateway (Target).

On the routing table you can check Destination: ©.8.0.8/0 Target: eni-xxxyyyzzz

The "Private Access Public IP" will be moved to the CSC with the default route to the Internet.

The HA service in NOT Active
Do you want to configure it?
1) Yes

2} No
Enter your choice: |J




Help provided:

How to configure:
1) Deploy a pair of CSCs with the following conditions:
1.1)  There is connectivity each other via their internal interfaces. (Mandatory)
1.2)  They are in different availability zones. (Recommended)

2) Create an IAM role with the following permissions and apply it to each CSC:

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "VisualEditor0",

"Effect": "Allow",

"Action": [
"ec2:DisassociateAddress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGrouplngress",
"ec2:DescribeAddresses",
"ec2:Describelnstances",
"sns:ListSubscriptionsByTopic",
"ec2:CreateTags",
"ec2:DescribeSecurityGroups",
"ec2:ReplaceRoute",
"ec2:RevokeSecurityGrouplngress",
"sns:Publish",
"ec2:DescribeSecurityGroupRules",
"ec2:RevokeSecurityGroupEgress",
"ec2:AssociateAddress",
"ec2:DescribeRouteTables"

]I

"Resource": "*"

3) Get the 'Route Table ID' of the Route Table/s where there is Default Route (0.0.0.0/0) to
Internet

4) Get the 'Instance ID' of the other CSC on the pair

5) Create a SNS notification and get the 'ARN'.
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6) Run the Wizard on the FIRST CSC and input the following values manually: (all values are
mandatory)

6.1) Route Table ID/s (where there is Default Route to internet).
6.2) Instance ID of other CSC on the pair.
6.3)  ARN of the SNS message for Notications of Route changes.

7) Run the Wizard on the SECOND CSC pasting the JSON file obtained from the FIRST CSC

How it works:

The CSCs on the HA pair will automatically select the Gateway (Target) for the Default Route on the
Route Table/s.

When a change occurs, you will receive a SNS message notifying the new Gateway (Target).
On the routing table you can check Destination: 0.0.0.0/0 Target: eni-xxxyyyzzz

The 'Private Access Public IP' will be moved to the CSC with the default route to the Internet.

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS




8.6.3.1

High Availability configuration on detail

This section shows in detail how to deploy a pair of CSC on High Availability.

8.6.3.1.1

Instances (3) info

Q

Instance state =running | X | |

Clear filters

cse-gre- n-aws-a
CsC-gre- n-aws-b

8.6.3.1.2

Identity and Access
Management (LAM) 1

Dashboard
w Access management
User groups
Users
2
Policies
Identity providers
Account settings
« Access reports
Access analyzer
Archive rules
Analyzers
Settings
Credential report
Organization activity

Service control policies (SCPs)
Q, Search IAM

AWS account ID:

544600173127

Deploy a pair of CSC on the different availability zones.

- Instance 1D Instance state v Instance type « Status check Alarm status
1-0283558d4cfb35311 @ Running @aq t3a.medium @ 2/2 checks passed Noalarms 4
-08cd4663125d25b0e @ Running ag t3a.medium @ 2/2 checks passed Noalarms <

Roles » csc-ha-aws-role

* Summary

Role ARN
Role description

Instance Profile ARNs

Creation time
Last activity

Maximum session duration

Access Advisor

Trust i i Tags
~ Permissions policies (1 policy applied)
3

Policy name -

- csc-ha-aws-iam

Policy summary {}JSON | Edit policy

Version': "2012-18-17",
"Statement": [

Next, apply the Role created to each CSC on the pair.

Right click the instance - Security - Modify IAM role

Maidenhead Bridge

Create an IAM role with the following policies

am aws'lan'-mlafcst‘,na-aws-mle [l

Allows EC2 instances to call AWS services on your behalf. | Edit

arm:aws:iam -mstanoe-pruﬂe.'w:-ha-aws-mie Ea

Path H

2019-10-26 09:18 UTC
2022-01-02 09:21 UTC (Today)
1 hour Edit

Revoke sessions

4 - Copy/Paste the Policy|

Availability Zone
us-east-1d

us-east-1a




EC2 > Instances » 1-0283558d4cfb35311 > Modify IAM role

Modify IAM role inre

Attach an 1AM role to your instance.

Instance ID
i-0283558d4cfb35311 (csc-gre-for-netskope-on-aws-a)
1AM role

Select an IAM role to attach to your instance or create a new role if you haven't created any. The role you select replaces any roles that are
currently attached to your instance.

csc-ha-aws-role v Create new IAM role [A

Select the Role and Save. Do the same for the other CSC.

8.6.3.1.3 Get the 'Route Table ID' of the Route Tablels where there is Default
Route (0.0.0.0/0) to Internet

Go to VPC - Route Tables and get the 'Route Table ID' of the Route Table/s where there is Default
Route (0.0.0.0/0) to Internet.

Create or modify the route 0.0.0.0/0 via Target = eni-xxyy (select the eni number from the internal
interface of one CSC on the pair)

@ New VPC Experience
Tell us what you think

VPC Dashbosrd | rtb-d090c8a8|/ CSC Internal RT

VPC Route tables rtb-d090c8a8

EC2 Global View new

4

Filter by VPC:

Q, vpc-0f32a676 Details mre
vpc-0f32a676
Net 172-31 Route table ID Main Explicit subnet assaciations
Owner: 544690173127 rtb-d030c8as No 2 subnets

VIRTUAL PRIVATE

cLoun VPC Owner ID

Vour VECs vpc-0f32a676 | Net 172-31 544690173127

Subnets

Route Tables
Internet Gateways STEmCE Edge Route Tags

Egress Only Internet

Gateways
Carrier Gateways Routes (4)
DHCP Options Sets Q Both v
Elastic IPs
Managed Prefix Lists
Destination v Target v Status
Endpoints
Endpoint Services 217.155.196.81/32 igw-04fa065a58fbe0e32 @ Active
NAT Gateways 82.68.6.72/29 igw-04fa065a58fbe0e32 @ Active
Peering Connections 172.31.0.0/16 local @ Active
0.0.0.0/0 eni-0c122595d457ffce6 [ @ Active |

¥ SECURITY

Note 1: The CSC pair will modify the "Target" of Route 0.0.0.0/0. Other Destinations will remain
untouched.
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Note 2: Be sure to add other destinations, like your internal subnets or your public IPs, via the
proper “Target” to avoid losing connectivity to the VPC

Next, apply the Subnet Associations to the Routing Table:

VPC Route tables rtb-d090c8as

rtb-d090c8a8 / CSC Internal RT

Details inro

Route table ID Main

rtb-d090c8ag No

VPC Owner ID

vpc-0f32a676 | Net 172-31 544650173127

Routes Subnet associations Edge associations Route propagation Tags

Explicit subnet associations (2)

Q
Subnet ID v IPv4 CIDR
subnet-Occfb2ee4ab05371b / csc-bkp-internal 172.31.202.0/24
subnet-8360ecd9 / net-172-31-200 172.31.200.0/24

8.6.3.1.4 Create "Endpoints” to AWS services (EC2, SNS, S3, etc.)

When changing the default route to the internet via Zscaler, your subnets will potentially lose
contact with some AWS services: EC2, SNS, S3, etc. The CSC on the HA requires creating two
endpoints: EC2 and SNS.

(HEEICRGLLIE  Actions v

Q Filter by tags and attributes or search by keyword

Name +  Endpoint ID - VPCID Service name ~ Endpoint type -
! Connect to EC2 vpce-0622dbb7101b32cch vpc-0f32a676 | Net 172-31 com.amazonaws.us-east-1.ec2 Interface
Connect to SNS vpce-0d31184a05344fc2f vpc-0f32a676 | Net 172-31 com.amazonaws.us-east-1.sns Interface
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8.6.3.1.5

Create SNS message for Alerts.
Go to Amazon SNS - Topics and create a Topic. Obtain the ARN

‘Amazon SNS > Topics ws-ha-notification

csc-aws-ha-notification
Details

Name

csc-aws-ha-notification

ARN

ARN

Standard

ion: Access policy

Subscriptions (1)

a7-92a7-0fed7bc51824

8.6.3.1.6

Delivery ratry policy (HTTP/S)

Display name

esc-aws-ha-notification

Delivery status logging | Encryption | Tags
Endpoint

Input the values manually on the First CSC.

The HA service in NOT Active

Do you want to configure it?

1) Yes
2) No
Enter your choice:| 1

Please, Select 'Manual' to configure the First

1) Manual
2) Json
3) Quit
your choice:

IAM role in wse: ar

am: : 54469017312

Please, input the following values:

Route Table ID= rtb-d@g

Do you want to add another Route Table ID?

1) Yes
2) No
Enter your choice:

Instance ID of other

SNS message ARN= arn:

Routing Table

Routing Table ID= rtb
ID of other
e ARN= arn

Do you want to app

1) Yes
2) No
Enter

ur choice:

in the pair= i-08

nstance-profil

3125d25b0e

ns:us-east-1:54469017312

90
in the pair= i
ns:us-east-1:544

1anges?

3125d25b0e

ha-notification

tion

[ [ o
status Protocol
© confirmed EMAIL

Run the HA Wizard on the First CSC

on the HA pair or 'Json' for the Second
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with PriCPA for Zscaler - AWS




to configure the other CSC on the High Availability Pair.

UTC; 28ms ago

Please, copy the JSON file. You will need to paste it on the second CSC on the HA Pair.

8.6.3.1.7 Configure the second CSC on the HA pair.
Run the HA Wizard on the second CSC.

Do you want to configure it?

Enter your choice: 1

Please, Select 'Manual' to configure the First on the HA pair or 'Json' for the

NOTE: If the json file has ern

Config JSON file:
{

-dDanc

IAM role in u
JSON file (hig
3 instance-profile,
ble IDs must belong to
abl ured.
C) (INFO) High Avz E 2 -01-10 20:46:12 UTC; 18m

Done!
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8.6.3.1.8 Checking HA Status
Run "Show Configuration and Status" and check High Availability Section.

8.6.3.1.9 Notifications from CSC on HA
Each CSC on the pair will send notifications when:

-> There is no connectivity at all with Zscaler. No CSC is able to reach Zscaler.

- At power up the CSC will notify the current “eni-xxyy” used as default GW to internet
- On routing change, the CSCs will notify the changes.

Example of notifications:

AWS Notification Message (Exemal Inbox x

csc-aws-ha-notification <no-reply@sns.amazonaws.com= Sun, 2 Jan, 20:C
tome =

INFO (from i-0283558d4cfb35311 us-east-1): Default Route to Netskope using CSC Interface: eni-0c122595d457ffce6 of Instance i-0283558d4cfb35311

If you wish to stop receiving notifications from this topic, please click or visit the link below to unsubscribe:
bitps://sns.us-east-1.amazonaws.com/unsubscribe.html?SubscriptionArn=arn:aws:sns:us-east-1: 544690173127 .csc-aws-ha-notification:5587c004-5080-4ca7-Oaa7-0fed7bc5 1824 &Endpoint=alarsen@maidenheadbridge.com

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at hitps.//aws.amazon.com/support

Logs generated:
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9 Private Cloud Private Access

9.1 What is Private Cloud Private Access (PriCPA)?

Private Cloud Private Access (PriCPA) is a new functionality of the Cloud Security Connector. PriCPA
allows you to create a Private Cloud among all CSCs for private traffic. In minutes, you can build a
full mesh encrypted topology between your locations for private traffic with Zero Trust. After
making the Private Cloud, you can set up your policies to define who will talk with whom inside

your Private Cloud.

9.2 PriCPA Network Diagrams

9.2.1 High Level Network Diagram

2 0

Raw Internet & Cloud Applications

@wm

&

F 3
: Tunnel
¢ NxIPsec
Private Cloud
Private Access
(PriCPA)
Tunnel
! GRE

Azure Cloud

-~
Tunnel
GRE .

Tunnel
GRE

e

On Premises
(WMware, Hyper-v, KVM)

Compute
Engine

O

Maidenhead Bridge

GCloud
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9.2.2 Low Level Network Diagram — PriCPA only

The following network diagram shows the IP addressing for PriCPA.

*  Subnets behind:

10.1.1.0/24 Subnets behind:

10.1.2.0/24 10.1.3.0r24

.......................................... \L 10.1.4.0/24
Azure Cloud Private Cloud _/

s bl
7 Group Public IP-Port Public IP:Port
3 E Private IP :

Subnets behind: Private IP - Cé)mpule

10.1.5.024 192.168.7.4/24 Te

10.1.6.0/24 Subnets behind:
-// 10.1.7.0/24

: ﬁ : Public IP:Port Public IP:Port :
2 n : 200.1.1.1:51820 200.1.1.2:51820

Private IP :
192.168.7.1/24

Private IP : ‘
192.168.7.2/24 =

Subniet 192.168.7.0/24 :
ks On Premises (vVMware, Hyper-v, KVM)

200.1.1.3:51820 200.1.1.4:51820

_____

192 168.7.3/24

10.1.8.0/24

GCloud

Steps to design your Private Cloud:

1.

Select a Subnet for your Private Cloud. The example above is 192.168.7.0/24. Due to the
Subnet is /24, up to 255 CSCs can participate in this Private Cloud.

Assign a Cloud Private IP to each CSC. In this example, we are assigning 192.168.7.1 to
192.168.7.4

The Public IP to be used will be the same assigned to the Bypass of each CSC. You can
choose the UDP port to use at each location. For simplicity, it is recommended to use the
same port at all locations.

Gather the information of the private Subnets behind each CSC. This information will be
required when configuring the Peers.

Firewall Rules (or Security Groups Rules): The CSC for Azure, AWS and Gcloud will
implement the firewall rules automatically. Manual FW rules are required when the CSC is
"On-Premises". The CSC provides a JSON file with the rules required.
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9.3 Configuring PriCPA

The Main Menu has a section for Private Access:

-ivate Cloud Private Access (PricCPA)
Show Configuration and Status PriCPA.

Configure PriCPA (Local and Peers Configuration).
Configure CSC Remote Management via PriCPA.

In a few simple steps, you can configure PriCPA:

1. Create the Local Node configuration. This step will initialize and enable Private Access on
the Node. The result of this operation will show a "Token" and "Private Access Local JSON
file".

2. Initialize the second Node of the HA pair using the "Token" and "Private Access Local JSON
file".

3. Create and distribute the Private Access Peers JSON file to all nodes.

IMPORTANT: We strongly recommend using software with a JSON formatter to create the Peers
JSON file, like Visual Code or Notepad ++ . See Appendix D for more detail about how to install
these programs and the plugins required.

9.3.1 Create the Local configuration (First node of the HA pair)

ion also allows to change Local Configuration)

ss Local Configuration
configuration file

» From Main Menu, select "18) Configure Private Access."

» Select "1) Create (or change) Private Access Local Configuration"

cal Configuration
guration file

oken and JSON' to load previou s. For example, to configure second CSC on HA Pair.
want to enable Private Access

nfiguration
JSON

r choice:| 1
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» Apply values

WpdHFpOGO1aTAYUO4ZTTOK

IMPORTANT: The "Token" and "Private Access Local Config JSON file" will be used to create the
local configuration on the second node of the HA pair. Please, keep these values in a safe place.
You can use these values to reconfigure any node of the HA Pair if necessary in the future. For
example, if you want to change the IPs or descriptions.

9.3.2 Create the Local configuration (second node of HA Pair)
SSH the second node of the HA Pair and input the "Token" and "Private Access Local Config JSON
file".

Go to 18) Configure Private Access. = 1) Create (or change) Private Access Local Configuration -
2) Token and JSON
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te Access Configuration wizard
ps to configure Private Access:

- Create Pri Access Local Configuratien. (This selection also allows to change Local Configuration)
- Copy Local Configuration to the other CSC in the HA pair.
- Load Private Access Peers JSON configuration file.

1) |Create (or change) Private Access Local Configuration
2) Load Privat ss Peers JSON configuration file

3) Quit

Enter your choice: 1

Private Access 1s not enabled.
IMPORTANT :

Use 'Manual Configuration' to generate keys and

'Token and JSON' to load previous gene es. ample, to configure second CSC on HA Pair.

Do you want to enable Private Access?
1) Manual Configuration
2) [Token and JSON
3) Quit
Enter your choice: 2

Before continuing, you need to have ready the values generated on the Fist CSC on the HA Pair.:

1 - Token (string)
2 - Pri Access Local config Json file. (JSON File)

Do you want to continue?

Enter your choice: ]ﬂ

Do you want to continue?

1) Yes
2) No
Enter your choices 1

Please, input the following valu

[Token (string): YU9WVk9zSUdKRVNnb1UzZVmZI SDIVU2RYSWVpdHFp0GO1aTAyUB4zTTOK

Please, paste ‘Private Access Local Config JSON file' and press '‘Enter’ if required.

NOTE: If the json file has errors, it is possible that the script will hang. Press '}' and 'Enter’ to end the operation.

ccess Local Config JSON file: {
E

“nodeNam "2zs-csc-mux-4-as-d”,
"location": "Azure US East",
“"description”: "CSC 4 AS D",

QJI7QPswdTx+mrLMbgLBubed/ rw9ssuny780k1jTZ1
"publicIpAndUdpPort”: "74.235.173.101:51280",
"privateCirdIp": "192.168.7.16/24",

e Access Local Config JSON file imported successfully

lues to configure are:

Node Name: "zs-csc-mux-4-as-d"

Public IP and UDP Port: 74.235.173.101:51280
Private IP/Subnet of Local Interf

Location Name: “Azure US East”

Description: "CSC MUX 4 AS D"

Persistent KeepAlive: no

Do you want to apply this values?
1)

2) No

Enter your choice:| 1

(MHB-CSC) (INFO) Private Access - Privi Access service is enabled on zs-csc-mux-4-as-d-2.
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9.3.3 Create the Private Access Peers JSON file

The Private Access Peers JSON file contains:

1. The Local configuration of each Peer.
2. The "networks" behind each Peer.

3. The "privateApps" allowed to be reached on each Peer.

Here some examples.

9.3.3.1 Full mesh Private Access Peers JSON file

Consider the following example:

We have 3 nodes and we want to allow full communication between sites for all port and
protocols.

The Local Config JSON file of each node is:

ns-cgc00001

{
"peers": [
{
"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIg)BgB3fBmk=",
"publiclpAndUdpPort"; "200.1.1.1:51821",
“privateCirdlp": "192.168.7.1/24",
"persistentKeepAlive": "no",
"networks": [],
"privateApps": []

ns-cgc00002

{
"peers": [
{
"nodeName": "ns-cgc00002",
"description": "Node on VMware Server 2",
"location": "Datacentre 2",
"publicKey": "xTIBASrboUvnH4htodjb6e697QjLERtINAB4mZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",
“privateCirdlp": "192.168.7.2/24",
"persistentKeepAlive": "no",
"networks": [],
"privateApps": []
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ns-cgc00003

{
"peers": [
{
"nodeName": "ns-cgc00003",
"description": "Node on VMware Server 3",
"location": "Branch",
"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71IOWWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",
"privateCirdlp": "192.168.7.3/24",
"persistentKeepAlive": "no",
"networks": [],
"privateApps": []

Firstly, we need to create our "basic" Peers Configuration JSON file: It contains the Local

Configuration of each Node plus the "networks" behind each node.

Basic Peers Configuration JSON file

{
"peers": [
{
"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",

"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIgJBgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",

"privateCirdlp": "192.168.7.1/24",
"persistentKeepAlive": "no",

"privateApps": []

"nodeName": "ns-cgc00002",

"description": "Node on VMware Server 2",
"location": "Datacentre 2",

"publicKey": "xTIBASrboUvnH4htodjb6e697QjLERt1INAB4mMZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",

"privateCirdIp": "192.168.7.2/24",

"persistentKeepAlive": "no",

"privateApps": []
b
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"nodeName": "ns-cgc00003",

"description": "Node on VMware Server 3",

"location": "Branch",

"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71lI0WWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",

"privateCirdlp": "192.168.7.3/24",

"persistentKeepAlive": "no",

"privateApps": []

In this "Basic Peers Configuration JSON file" we have:

Green: The Local values generated at each node.
The Subnets behind each node
Red: Nothing. No private Apps configured.

If you deployed this "Basic Peers Configuration JSON file" to all CSCs, you have created the Private

Cloud. All Peers will be visible to each other, but no traffic between subnets will be allowed
because there is no "privateApps" configured.

If we want to allowed traffic any to any between subnets, we need to add the corresponding
"privateApps" to each node. For example for node: "ns-cgc00001"

ns-cgc00001
{

"nodeName": "ns-cgc00001",

"description": "Node on VMware Server 1",

"location": "HQ",

"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIgJBgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",

"privateCirdlp": "192.168.7.1/24",

"persistentKeepAlive": "no",

"privateApps": [
{
"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdlp": [
"0.0.0.0/0"

Maidenhead Bridge




]I

"destinationCirdlp": [
"10.1.1.0/24",
"10.1.2.0/24"

1,

"destinationSinglePorts": [

]I

"destinationPortRange": {
"fromPort": "",
"tOPOrt": nn

}I

In this case, we added a "privateApp" that allows any source IPs (0.0.0.0/0) to reach the
"networks" (10.1.1.0/24 and 10.1.2.0/24) using "all" protocols ("ipProtocol" : "all".)

Now, completing our "Peers Configuration JSON file":

Full Mesh Peers Configuration JSON file.
{

"peers": [
{

"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXXJte14tji3zIMNqg+hd2rYUIg)BgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",
"privateCirdip": "192.168.7.1/24",
"persistentKeepAlive": "no"

“privateApps": [
{
"description”: "Allow all traffic to this site",
"ipProtacol: "all",
“sourceCirdlp": [
"0.0.0.0/0"
L
"destinationCirdlp": [
*10.1.1.0/24",
*10.1.2.0/24"
L
"destinationSinglePorts": [
un
L
"destinationPortRange": {
“fromPort™: **,
“toPort": "*

"nodeName": "ns-cgc00002",

"description": "Node on VMware Server 2",

"location": "Datacentre 2",

"publicKey": "xTIBASrboUvnH4htodjb6e697QjLERtINABAMZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",

"privateCirdip": "192.168.7.2/24",

"persistentKeepAlive": "no",

"networks": [

“privateApps": [
{
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"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdlp": [
"0.0.0.0/0"
L
"destinationCirdIp": [
"10.2.1.0/24",
"10.2.2.0/24"

)

"destinationSinglePorts": [
n

1

“destinationPortRange": {
“fromPort": ",
“toPort": "

"nodeName": "ns-cgc00003",

"description": "Node on VMware Server 3",

"location": "Branch",

"publicKey": "TrMvSoP4jYQIY6ERIzBgbssQqY3vxI2Pi+y71|0WWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",

"privateCirdlp": "192.168.7.3/24",

"persistentKeepAlive": "no",

"privateApps": [
{

"description"; "Allow all traffic to this site",

"ipProtocol": "all",

"sourceCirdlp™: [
"0.0.0.0/0"

L

"destinationCirdIp"; [
"10.3.1.0/24",
*10.3.2.0/24"

L

"destinationSinglePorts": [

L

"destinationPortRange": {
“fromPort™; **,
“"toPort": "™

Done! Your task is to implement this JSON file on all CSCs and you will have full connectivity any to
any for all protocols.
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9.3.3.2 Understanding "privateApps" configuration and values

Question 1: Where to configure the "privateApps"?
Only on the node that has the "destinationCirdIp": [], that belongs to its "networks".

Example: | want to allow access to "destinationCirdIp": ["10.1.1.50/32"]. The rule must be created
on node ns-cgc00001 that has "networks": ['10.1.1.0/24","10.1.2.0/24"]

Question 2 : What about the values to configure?

On "privateApps" section there are two types of values to input:

Accepts single value only ->

Accepts single or multiple values -> []

"privateApps": [
{
"description": "",
"ipProtocol": "",
"sourceCirdIp": [],
"destinationCirdlp": [],
"destinationSinglePorts": [],
"destinationPortRange": {
"fromPort": "",
"toPort": ""
}
}
]

Examples:

Single value :

"description": " Intranet Servers",
"ipProtocol": "tcp",

Single or Multiple values ([1):

"sourceCirdlp": ["0.0.0.0/0"],

"destinationCirdIp": ['10.1.1.100/32", "10.1.2.100/32"],
"destinationSinglePorts": [ "80", "443" ],

The following table shows all fields and values accepted:
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Field Value Type |Values to configure |Example
"description": "", Single String "description": "Intranet Server Access",
"ipProtocol": "", Single tcp,udp,icmp or all "ipProtocol": "tcp",
"sourceCirdIp": [], Single or Networks in the "sourceCirdlp": [
Multiple range of: "10.2.1.0/24",
10.0.0.0/8 "10.2.2.0/24",
172.16.0.0/12 "10.3.1.0/24",
192.168.0.0/16 "10.3.2.0/24"
and 1
0.0.0.0/0
"destinationCirdlp": [], Single or Networks in the "destinationCirdlp": [
Multiple range of ©: "10.1.1.100/32",
10.0.0.0/8 "10.1.1.200/32"

172.16.0.0/12
192.168.0.0/16

]I

"destinationSinglePorts": [], | Single or Single Port of the "destinationSinglePorts": [
Multiple range 1 to 65535 "80",
l|443ll
1,
"destinationPortRange": { |Single Single Port of the "destinationPortRange": {

"fromPort": "",
"tOPOrt": nn

range 1 to 65535

"fromPort": "3780",
"toPort": "3784"

IMPORTANT: For PriCPA, 0.0.0.0/0 represent the private network segments: 10/8, 172.16/12,
192.168/16 and not the entire internet addresses.

6 The expected value here is a value that belongs to the "network" defined behind the CSC. For example, of the
network behind the CSCis 10.1.1.0/24, any destination configured must belong to 10.1.1.0/24, like 10.1.1.100/32.

Maidenhead Bridge




9.3.3.3

Example of "privateApps" for a Windows Domain controller

The following example shows how to create rules to allow access to your Domains Controllers.

The port information was taken from this article:

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/config-firewall-for-ad-
domains-and-trusts

Example: Domain Controllers IPs: "10.2.1.100/32" and "10.2.2.100/32" on Node ns-cgc00002 of previous example

{

"privateApps": [

"description": "Domain Controllers TCP",

"ipProtocol": "tcp",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.2.1.100/32", "10.2.2.100/32" ],

"destinationSinglePorts": [ 135", "464", "389", "636", "3268", "3269", "53", "88", "445" ],
"destinationPortRange": { "fromPort": "49152", "toPort": "65535" }

"description": "Domain Controllers UDP",
"ipProtocol": "udp",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdIp": [ "10.2.1.100/32", "10.2.2.100/32" ],
"destinationSinglePorts": [ 123", "464", "389", "53", "88" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

"description": "Domain Controllers Ping",

"ipProtocol": "icmp",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.2.1.100/32", "10.2.2.100/32" ],
"destinationSinglePorts": [],

"destinationPortRange": { "fromPort": "", "toPort": "" }

9.3.3.4

Example of "privateApps" for Internal Web Server.

In this example, we are showing how to configure access to users on ns-cgc00001 to an Internal
Web server located behind node Node ns-cgc00003.

Example: Web Server "10.3.1.200/32" on Node ns-cgc00003 of previous example. Allow access to all users behind ns-cgc00001

{

"privateApps": [

"description": "Web Server 3",
"ipProtocol": "tcp",

"sourceCirdlp": [ "10.1.1.0/24", "10.1.2.0/24" ],
"destinationCirdlp": [ "10.3.1.200/32" ],
"destinationSinglePorts": [ "80", "443" ],

"destinationPortRange": { "fromPort": "", "toPort": "" }
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9.3.4 Load the "Private Access Peers JSON file" to the CSCs.

After the Local Configuration is done and the "Private Access Peers JSON file" is created, the next
task is to distribute and apply it on each CSC.

There are three methods available:

1. URL: (Recommended) Using "Private Access Peers URL" and running the command "Refresh
Private Access Peers URL" using AWS Systems Manager, Rundeck or Azure CLI commands.

2. DevOps: Distribute the JSON file on all CSC and run the command "Reload Private Access
Peers URL" using AWS Systems Manager or Rundeck.

3. Manual: Copy/Paste the JSON file on each CSCs.

In this section we are going to explain two methods: URL and Manual Copy. The DevOps method is

explained on Section11: DevOps operations.

9.34.1

Using "Private Access Peers URL"

This is the recommended method. The steps to configure are:

1. Place the Private Access Peers JSON file on an internal web server or an AWS bucket’ or

similar. Obtain the download URL.

Example of AWS bucket:

Amazon 53 mhb-netskope-private privateAccessPeersConfig-LAB2 json

privateAccessPeersConfig-LAB2.json i

Properties Permissions Versions

Object overview
Owner
sales

AWS Region
EU (Ireland) eu-west-1

Last modified
November 20, 2021, 10:26:09 (UTC+00:00)

Size
6.6 KB

Type
json

Key

privateAccessPeersConfig-LAB2.json

2. Configure the URL on each CSC.

Copy S3 URI H M pownload H open [4 H Object act

S3 URI

s3://mhb-netskope-private/pr

Amazon Resource Name (ARN)

onfig-LABZ json

tskope-pi /p cessPeersConfig-LAB2 json

Entity tag (Etag)
d3aeba11009b98bf5622d9b948f151d9

Object URL

https://mhb-netskope-private.s3.eu-west-1.amazona

ws.com/privateAccessPeersConfig-LAB2.json

Ssh the each CSC and go to Main Menu -> 18) Configure Private Access

7 See Appendix D to learn how to secure an AWS S3 bucket by Source IP.
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C r change) Private Acc
2)| Load Private Access Peer:

3) Quit

ce:| 2

s enabled.
Please. Select Method:
1) Private Access Peers URL

2) Manual (Paste Private Access Peers JSON File)
3) Reset to Default Values

ur choice:| 1

. input Private s Peers URL
s Peers URL: https://mhb-netskope-private.s

nt to refresh the Private Access Peers List?

Please, Select 'Compact’

3) No review is needed
Enter your choice:| 1

Private Apps:

Nodel

st-1.amazon.

or 'Json'

's.com/privateAccessPeers

format.

Nodel
Nodel
Nodel
Nodel
Nodel
Nodel
Nodel

t, publ

publicIpAndUdpPo
e Cloud Europe, publ

, publicIpAndUdpPort
: wpc-16 ),
KVM, publicIpAndUdpPort: .

tphone, publicIpAndudpPort
pAndUdpPort: 217.155.1¢

,Ipmdudppn r
10

;»utﬂl:I;»m-led;»Part 52.4.62.40:5

nt to apply this values?

ur choic

51820, privat

820, pri
irdIp:
0, pri

, privateCirdIp

te Apps Oty
8/24, Private Appf Q

At this moment, you have the option to review the privateApps to configure in Compact or JSON

format and to apply the values.

1t to apply this

ur choic

Creating Private Apps:
( ) (INFO) Private

te
Private
Private

B004)
0004)
0004)
c00004)
0004)
0004)

Private
Private
Private
Private
Private
Private

) Private

c08004)
0004)
0006)

Private
Private
Private

) Private

mevltle.

Access

Group Exter
- Inbound Port Rules 'mhb-

ules 'mhb
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this node.
node.
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1le to this node.

gement Networks'
H and RDP to Remote Serve
" not applicable to this
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udp' not applic
H and RDP to 10
SNMP to 3
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tionSinglePorts)
destinationPortRange)
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3. The next time you want to refresh the Private Access Peers JSON file, update the file,
deploy it on the same location URL and Run Command: "Refresh Private Access Peers URL"
using AWS SSM Agent or Rundeck.

AWS System Manager:

» Go to AWS Systems Manager -> Run Command -> and Select "MHB-CSC-Refresh-Private-

Access-Peers-URL"

|AW5 Systems Manager » Run Command

Run a command |

Run a command

Command document

Select the type of command that you want to run.

Q

‘ owner: Owned by me X ‘

| Clear filters

Copy-AWS-RunshellScri

pt

‘ o MHEB-CSC-Refresh-Priva

ite-Access-Peers-URL

MHB-CSC-Refresh-Proxy-Bypass-URL

> Move down the screen and select all CSCs:

Targets
Choose a method for selecting targets.

Specify instance tags

Specify one or more tag key-value pairs to select instances that share those

tags.

2

© Choose instances manually

Manually select the instances you want to register af targ

mi-0f3837028ad9fcdfe X | ‘ mi-0b9178c22b03ce2bf X ‘ ‘ mi-0e234f4278cd74e27 X ‘ ‘ mi-Obeef6eaa? 1c2f0bf X ‘ [

Instances

Q

Ping status: Online X ‘

‘ Clear filters

Name Instance ID nstance state Availability zone Ping status
ns-cgc00006-b mi-0f3837028ad9fcdf8 Online
ns-cgc00004-b mi-0b9178c22b03ce2bf online
ns-cgc00005-a mi-0e234f4278cd74e27 online
ns-cgc00004-a mi-Obeef6eaa?1c2fobf online
ns-cgc00006-a mi-08c465d750d2689ae online
ns-cgc00005-b mi-0650bce2872f405¢0 online
[«

» Go to the bottom of the page and click "Run". The next page shows the status of the

command on each CSC.
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AWS Systems Manager » RunCommand » Command ID: e7c8bfa2-e045-4df0-8216-4721be8d4249

Command ID: e7c8bfa2-e045-4df0-8216-4721he8d4249

Command status

Overall status Detailed status # targets # completed

Success Success 6 6
@ @

Targets and outputs

Qa
Instance ID Instance name Status Detailed Status
mi-0650bce2872f405c0 ns-cgc00005-b @ Success @ Success
mi-08c465d750d2689ae ns-cgc00006-a @ Success @ Success
mi-Obeef6eaa?1c2fObf ns-egc00004-a @ Success @ Success
mi-0e234f4278cd74e27 ns-cgc00005-a @ success @ success
mi-0b9178c22b03ce2bf ns-cgc00004-b @ success @ success
mi-0f3837028ad9fcdf8 ns-cgc00006-b @ Success @ Success

» To see the individual result, right click on the Instance ID and open it on a new TAB. Check

the "Output"

AWS Systems Manager » RunCommand » Command ID: e7¢8bfa2-e045-4df0-8216-4721be8d4249 » Output on: mi-0650bce2872f405¢0
Output on mi-0650bce2872f405¢0

Step 1- Command description and status

Status Detailed status

@ success @ success

Step name Start time

Runscripts Sat, 20 Nov 2021 22:39:33 GMT
¥ Output

Private Access - Private Access Peers JSON file imported successfully.

Creating Private Apps
Private Access - (Index: 0, Node: ns-cge00004) Private App 'Intranet Server' was cCreated succesfully.
(destinationSinglePorts)

Private Access - (Index: 0, Node: ns-cgc00004) Private App 'Domain Controllers TCP' was created succesfully.

(destinationSinglePorts)

The command output displays a maximum of 48,000 characters. You can view the complete command output in efther Amazon S3 or CloudWatch Logs,

if )
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Using Rundeck

» Go to the Project <name> -> All Jobs -> Run " Refresh Private Access Peers URL"

[ W NS-CSC-MGMT v ]

All Jobs

Expand All  Collapse All

» Check CSC Status - Netskope This

» Refresh Private Access Peers URL Thij

» Refresh Proxy Bypass URL

> Select ALL nodes and click Run.

x

Execute Job

Refresh Private Access Peers URL

This job downloads the Peers from the URL and applies the changes.

Nodes Change the Target Nodes (6]

E select All

Matched Nodes (6) ¥

hl ] L J
& ns-cgc00004-g & ns-cgc00004-b & ns-cgc00005-a & ns-cgc00005-b
a

& ns-cgc00006-a ns-cgc00006-b

Select Nodes (6] 0 Select None

Follow execution  Nodes hd

» Wait to succeeded. You can click on "command" to see the results node by node.

NS-CSC-MGMT

© Refresh Private Access Peers URL Succeeded [ 0.0

you

This job downloads the Peers from the URL and applies the changes.

Log Output »

100% 6/6 COMPLETE 0 FAILED 0 INCOMPLETE
Node Start time

& ns-cgc00004-a Al Steps OK
@ Command oK 1056:35 pm

22:56:39
22:56:39  Private Access - Private Access Peers JSON file imported successfully.

22:56:39

22:56:39  Creating Private Apps

22:56:42  Private Access - (Index: 0, Node: ns-cgco@0ed) Private App 'Intranet Server' was created succesfully. (destinationsinglePorts)
22:56:44  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'Domain Controllers TCP' was created succesfully. (destinationsinglePorts)
22:56:44  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'Domain Controllers TCP' was created succesfully. (destinationPortRange)
22:56:47  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'Domain Controllers UDP' was created succesfully. (destinationsinglePorts)
22:56:48  Private Access - (Index: 0, Node: ns-cgc@eoe4) Private App ‘Domain Controllers PING' was created succesfully

22:56:51  Private Access - (Index: 0, Node: ns-cgc@@0e4) Private App 'Syslog server' was created succesfully. (destinationsinglePorts)
22:56:53  Private Access - (Index: 0, Node: ns-cgc@o0ed) Private App 'ICMP to 172.19.0.133' was created succesfully.

22:56:54  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'All protocol 192.168.6.0/24' was created succesfully.

22:56:58  Private Access - (Index: 2, Node: ns-cgc@@0e6) Private App 'BH - SSH and RDP' was created succesfully. (destinationsinglePorts)
22:57:00

22:57:00  Adding Peers

22:57:03  Private Access - Node: ns-cgc@eees added successfuly

22:57:05  Private Access - Node: ns-cgce0e06 added successfuly

> & ns-cgc00004-b ‘Al Steps OK
> & ns-cgc00005-a Al Steps OK
> & ns-cgc00005-b Al Steps OK
> & ns-cgc00006-a Al Steps OK
> & ns-cgc00006-b Al Steps OK
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9.3.4.2 Manual: Copy and Paste "Private Access Peers Json file"

From Main Menu, go to 18) Configure Private Access, follow the steps below and Paste the Private

Access Peers Json File:

cal Configuration
guration file

ess Peers JSON File)

iguration will remove the Private Acce

nt to paste the Private Access Peers JSON File?

ur choice:| ¥
paste Private Access Peers JSON File and press 'Enter' if required.
MOTE: If the json file errors, it is possible that the script will hang. Press

Peers JSON file:

¢ "C5C MUX 4 A
"40J70Ps
pAndudpPort”
"privateCirdIp": "19
"persistentKeepAlive":
H

Private s Peers JSON file import

ply. Please, Select 'Compact’ o * format

privateCirdIp
20, privateCi

C,

Acc 2, ricpa-gc App 'Allow all t
Private Acc x ricpa-gc -3) Private App 'Management Ne
p 'AWS - SSH and RDP

Done!

Maidenhead Bridge

and 'Enter' to end the operation.

192.168.7.16,
92.168.7.15/24,
1
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=~

9.4 Show Configurations and Status Private Access.

9.4.1 Using SSH Admin console

From Main Menu, go to 17) Show Configurations and Status Private Access.

Private Cloud Private Access (PriCPA)

17} Show Configuration and Status PriCPA.

18) Configure PriCPA (Local and Peers Configuration).
19) Configure CSC Remote Management via PriCPA.

e) Exit

Selection: 17

9.4.1.1 Show Peer/s Status

In this menu you can see "All Peers Status" or by peer "Select Peer".

Show Peer/s Status
Show Peers Json Tile (active)
Show Local Configuration
Show Firewall Local Rules
Quit

Enter your choice: 1

Please, select an option:

1. Show All Peers Status

s '51821" and is using ‘4. Please review NAT rules on this node or, as the last resource, enable Persistent Keepalive o

IMPORTANT: This section show is the Peer is Alive and the "Source Port" that arrives at this node from the Peer. The
Source Port information is essential to validate that the NAT on the Remote Peer is correct or if the FW on the other
end is changing the Source Port. Please, correct the NAT on the remote Peer if you see that the Source Port differs
from the expected.

2. Select Peer

This section shows a more detailed information about the Peer.
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Please, select an option:

1) Show ALL Peers Status
2)| Select Peer

3) Quit

Enter your choice: 2

"ns-csc-mux-4-as"
"pricpa-gcloud-v-0-2-a"
"ng-CsC y=1-Ael

aws-v-0-4"

"Ti5-CgCUuut
"ns-cgcooes”
"ns-cgcoeees”

) Quit
Enter your choice: 4

- Status:

Peer '"ns-csc-gre-aws-v-8-4""' (52.4.62.40:51820) -> 192.168.7.88 is Alive. Source Port OK. Using '51828°

- Counters:

Latest Communication: Thu 1 Jun 21:08:86 UTC 2023
Transfer: 1.2G6i received, 5.9Mi sent

- Configuration:

9.4.1.2 Show Peers Json file (active)

This menu shows the active Private Access Peers Json file.
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Selection: 17
Show Configuration and Status Private Access

Please, select an option:

Show Peer/s Status
Show Peers Json file (active)
Show Local Configuration
Show Firewall Local Rules
Quit

Enter your choice: 2
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9.4.1.3 Show Local Configuration

This menu shows the Local configuration of the node.

IHFOGO1aTAYUB4ZTTOK

9.4.1.4 Show Firewall Local Rules

This menu shows in JSON format the Rules required on the Security Group of the external interface
of the CSC.

Note: The CSC does the refresh of the External Security Group every time you update the Peers configuration. No
manual configuration is required.

Please, select an option:

1) Show Peer/s Status
2) Show Peers Json file (active)
3) Show Local Configuration

ow Firewall Local Rules

it

your choice: 4

IThis JSON File shows the required Inbound and Outbound Firewall Rules for the CSC's *localPrivatelp’.

{
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9.4.2 Using AWS Systems Manager or Rundeck

In this case, the information provided is only "Show ALL Peer Status"

9.4.2.1 AWS Systems Manager

Go to AWS Systems Manager and Run Command: "MHB-CSC-Show-Private-Access-ALL-Peers-
Status" and select the Nodes. The result will show:

AWS Systems Manager > Run Command > ‘Command ID: caa5bcf8-3946-4408-b394-d92dd45cbage > Output on: mi-08c465d750d2689ae
Output on mi-08c465d750d2689ae

Step 1- Command description and status

Status Detailed status

@ success @ success

Step name Start time

Runscripts Sun, 21 Nov 2021 09:46:15 GMT
v Output

The command output displays a maximum of 48,000 characters. You can view the complete command output In either Amazon s3 or Cloudwatch |

Peer 'ns-cgc00004' -> 192.168.7.11 is Alive. Source Port OK. Using '51821'

Peer 'ns-cgc00005' -> 192.168.7.21 is Alive. Source Port OK. Using '51820'

9.4.2.2 Rundeck

On Rundeck, run Job: "Show Private Access ALL Peers Status". Select the nodes. The output will
show:

© Show Private Access ALL Peers Status

Succeeded
. - - 4 you
This job shows the reachability of all peer of an specific node.
Log Output »
100% 6/6 COMPLETE 0 FAILED 01
Node
~ & ns-cgc00004-a All Steps OK
@ Command oK
69:50:20

09:50:21 Peer 'ns-cgcO@005' -> 192.168.7.21 is Alive. Source Port OK. Using '51820'
09:50:22 Peer 'ns-cgc00006' -> 192.168.7.20 is Alive. Source Port OK. Using '51828'

& ns-cge00004-b All Steps OK
> @ Command oK

> & ns-cgc00005-a All Steps OK

> & ns-cgc00005-b Al Steps OK

> & ns-cgc00006-a Al Steps OK

> & ns-cgc00006-b Al Steps OK
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9.5 Configure CSC Remote Management via Private Access.

When the CSCis in HA pair, only the active node belongs to the Private Cloud. For this reason, if

you want to reach "the Other CSC" node using SSH, you must configure Remote Management on
both CSCs of the HA pair.

The configuration is via SSH Main Menu. You need to add the "Management Networks". For
example, in your primary Datacentre, you have the Subnet 172.19.0.0/24, and from that Subnet,
you want to reach ALL CSCs on the Private Cloud.

The configuration will be:

18) Configure PriCPA (Local and Peers Configuration).
|191 Configure CSC Remote Management via PriCPA.

Selection:| 19

WARNING! You can isolate this node if the configuration is wrong.
Be careful with this settings. We recommend to be precise with the Host or Subnet configured here.
Subnet Prefixes less than /17 are not accepted.

No Management Networks are configured.

Do you want to configure Management Networks?

1) Yes

2) No

3) Reset to Default

Enter your choice: |1

Input Management Network (IP/Subnet Prefix):; 172.19.08.0/24

Do you want to add another Management Network?

1) Yes

2) No

Enter your choice: 2

Management Networks to configure:

Management Networks Qty = 1
Management Network= 172.19.0.8/24

Do you want to apply changes?
1) Yes
2) No

Enter your choice; 1
Private Access - Management Network 172.19.0.0/24 was added on zs-csc-mux-4-as-d-1
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10 Remote Management

You can use several tools to Remote Manage the CSC. In this chapter, we are showing how to use
AWS Systems Manager (Fleet Manager) and Rundeck.

Both AWS Systems Manager and Rundeck can "Run Commands". If you want to use another
system, here is the commands table with the tests and commands to run.

Commands table

Test # Descritption CSC Command
1 MHB-CSC-ShowConfigurationAndStatus /home/cscadmin/aws-mt4
2 MHB-CSC-SpeedTest /home/cscadmin/aws-mt7
3 MHB-CSC-TraceRouteAndLatencyTest /home/cscadmin/aws-mt6
4 | MHB-CSC-Refresh-Proxy-Bypass-URL /home/cscadmin/aws-bp-refresh-list
5 MHB-CSC-ShowLogCurrentMonth /home/cscadmin/aws-I-current-month
6 MHB-CSC-Refresh-Routed-Bypass-URL /home/cscadmin/aws-refresh-routed-bypass-url
7 MHB-CSC-ShowLoglLastSixMonths /home/cscadmin/aws-I-last-6-months
8 MHB-CSC-SwitchTunnels /home/cscadmin/aws-tun-switch
9 | MHB-CSC-Reload-High-Availability /home/cscadmin/aws-reload-high-availability-json
10 | MHB-CSC-Reload-Routed-Bypass-json /home/cscadmin/aws-reload-routed-bypass-json
11 | MHB-CSC-Refresh-Private-Access-Peers-URL /home/cscadmin/aws-refresh-private-access-peers-url
12 | MHB-CSC-Reload-Private-Access-JSON-file /home/cscadmin/aws-reload-private-access-peers-json
13 | MHB-CSC-Show-Private-Access-ALL-Peers-Status | /home/cscadmin/aws-show-private-access-all-peers-status
14 | MHB-CSC-Update-Nodes-Database /home/cscadmin/aws-node-region-update
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10.1 AWS Systems Manager

The easiest and accessible way to manage the Cloud Security Connectors is to use AWS Systems

Manager. AWS official documentation is available here: https://aws.amazon.com/systems-
manager/. The CSC has preinstalled the SSM Agent. You need to register the CSC using "Hybrid
Activations" and "Run Documents" afterwards.

With AWS Systems Manager, you can manage the CSC remotely. To do it, you need to create
"Documents" in advance. "Documents" are a series of commands used by the "Run Command"
functionality.

This section explains how to create the "Documents" and "Run Commands".

10.1.1 Create Documents

We provide a CloudFormation template to create all "Documents" in one shot.
Steps:
1. Download the CloudFormation template from:

https://maidenheadbridge.freshdesk.com/support/solutions/articles/33000280930-create-
documents-to-manage-the-csc-via-aws-systems-manager

2. Deploy Stack. Go to Cloudformation —>Create Stack—> Upload a template file

- | CloudFormation > Stacks (reatss(ack| 1

sten Create stack
Specify template

Step2 Prerequisite - Prepare template
Spedify stack detalls

i i
Steps Every stack is based on a template. A template is a JSON of YAML file that contains configuration information about the AWS resources you want to includ in the stack

Configure stack options 2
© Template is ready Use a sample template Create template in Designer

stepa.
Review

Specify template

A template is a JSON or YAML file that describes your stack's resources and properties.

Template so

Selectin jenerates an Amazon 3 URL where it will be stored

Am: © Upload a template file

Upload a template file

4 MHB—CSC—AWS—SyStzms—Manager—Dozuments—v—1—0.[50n

JSON orvam

S3 URL: https:, -east-
ger-Documents-v-1-0Json

3. Click next.

4. Putthe Stack Name
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https://aws.amazon.com/systems-manager/
https://aws.amazon.com/systems-manager/

Stacks > Create stack

CloudFormation

230 Specify stack details

Specify template

step2 Stack name
specify stack details

Stack name
Step3

T MHB-CSC-Documents-for-SSM-Agent

Stack name can include letters (A-Z and a-z), numbers (0-3), and dashes (-).

Stepa
Review
Parameters

Parameters are defined iplate and allow you to inp

create or update a stack.

No parameters

There are no parameters defined in your template

Cancel

5. Click Next -> Next -> Create Stack.

6. Wait the Stack to complete.

CloudFormation Stacks MHB-CSC-Documents-for-SSM-Agent

[ Stacks (1)

Q Stack info Events Resources Outputs
@ View nested
Active ¥
1
Events (41)
MHB-CSC-Documents-for-SSM-Agent °
2021-06-24 10:39:55 UTC+0100 Q

(©) CREATE_COMPLETE

MHB-CSC-Documents-for-SSM-Agent

Parameters Ter

7. Now go to Services -> Systems Manager -> and click "Documents" and choose "Owned by

mell

AWS Systems Manager >
v Application Management

Application Manager New Ouned by Amazon Sharedwithme | All documents

¥ Node Management

Fleot Manager v Default version Default version Default version
1 1 1

compliance

Default version
1

Maintenance Windows 544690173127 544690173127 Command 544690173127 544690173127 |

Inventory

Hybrid Activations

MHB-CSC-Reload-High-Avallabilty MHB-CSC-Reload-Routed-Bypass-Json MHB-CSC-ShowConfigurationAndstatus

Session Manager
% Document type Owner Document type Owner Document type

Run Command Command 544690173127 Command 544630173127 Command
State Manager

2 Platform types
Patch Manager Unox

Platform types Platform types

Distrbutor

Document type
544690173127 Command

Platform types

MHB-CSC-ShowConfigurationAndstatus-AWS

o
544690173127

< Shared Resaurces
Documents. 1

Default version
1

Default version
1

Default version
1

Default version
1

MHB-C5C-ShowLogCurrenthonth

MHB-CSC-ShowLogLastsixMonths

MHB-CSC-SpoedTest

MHB-CSC-SwitchTunnels

8. Done!

10.1.2

Run Commands

After you have created the Documents, you are ready to Run Commands on the CSC.
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You can see the operation results on the "Output" section or store the results on S3 Buckets for
further inspection.

To "Run Commands", go to AWS Systems Manager - Instances & Nodes - Run Command.
Here is an example of Running: MHB-CSC-ShowConfigurationAndStatus
1. Runa Command

2. Select the Document created (Tip: Select "Owned by me")

Explorer -

OpsCenter | AWS Systems Manager Run Command | Run a command

CloudWatch Dashboard

o Run a command

Command document

v Appll:atlol‘l Ma"agement Select the type of command that you want to run.

Application Manager MNew

AppConfig
Parameter Store
Q
owner: Owned by me X ‘ Clear filters
¥ Change Management

Change Manager New

Automation N

Change Calendar Copy-AWS-RunShellScript

Maintenance Windows
MHB-CSC-Refresh-Proxy-Bypass-URL

MHB-CSC-Refresh-Routed-Bypass-URL

Fleet Manager New MHB-CSC-Reload-Config-json
Compliance MHB-CSC-Reload-High-Availability
Inventory

MHB-CSC-Reload-Routed-Bypass-json

Hybrid Activations

Session Manager (o] MHB-CSC-ShowConfigurationAndStatus

| Run Command | MHB-CSC-ShowLogCurrentMonth

3. Scroll down and Select the Instances
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_Exp orer

Command parameters

OpsCenter
CloudWatch Dashboard
PHD

v Application Management
Application Manager New
AppConfig

Parameter Store

¥ Change Management
Change Manager "%
Automation
Change Calendar

Maintenance Windows

Node Management

Fleet Manager New
Compliance
Inventory

Hybrid Activations

Session Manager

Targets

Targets
Choose a method for selecting targets.

Specify instance tags

Specify one or more tag key-value pairs to select Instances that share those

tags.

© Cchoose instances manually
Manually select the instances you want to register as targets.

mi-0160555d766bf22¢6 X Hmmmoaoasadzseebs x ‘

Instances

Q

Ping status: Online X ‘

‘ Clear filters

Name Instance ID Instance state Availability zone Ping status Last pir
g 6 - online 14/10/:
02-b mi-010¢ = Online 14/10/:
<
Other parameters

4. Click "Run" . Wait for the Command Status "success"

OpsCenter
Cloudwateh Dashboard

PHD

4

Application Management
Application Manager NeW
AppConfig

Parameter Store

¥ Change Management
Change Manager New

Automation

Change Calendar

Maintenance Windows

¥ Node Management
Fleet Manager New

Compliance

5. Right click on Instance ID (mi-xxxx) and open in new tab.

AWS Systems.
Manager

AWS Systems Manager > Run Command >

Output on mi-065b5204b5d721644

Quick setup

v Operations Management
Explorer
Opscenter
Cloudwatch Dashboard

Incident Manager

v Application Management
Application Manager
Appconfig

Parameter store

v Change Management
Change Manager
Automation
Change Calendar

Malntenance Windows

6. Done! (Note: You can copy the output and to display on a text editor for more visibility)

Maidenhead

AWS Systems Manager

Run Command

@ Command ID: 17f0c6ea-d610-43cd-a900-3e0d 12af4dc0 was successfully sent!

Command ID: 17f0c6ea-d610-43cd-a900-3e0d12af4dcO

Command ID: 17f0c6ea-d610-43cd-a900-3e0d12af4dcO

Command status

Overall status Detailed status # targets
@ Success @ Success 2
Targets and outputs
Q
Instance ID Instance name Status Detailed Statu
mI-0100c70a3ad29e8b5 ns-cgc00002-b @ success @ success
mi-0160555d766bf22¢6 ns-cgc00002-a @ Ssuccess @ success

Step 1 - Command description and status

Status
© Success.

Step name
Runscripts

v Output

> output on:

Detalled status
© Success.

Start tme
‘Sun, 04 Jun 2023 06:21:23 GMT

1644

GENERAL INFORMATION
Name: 25-csc-mux-4-as-d-2

Region: eastus |

Amazon S5 or

CSC date: Sun 4 Jun 06:21:24 UTC 2023

| vasize: Standard_Fas_v2

Soft version: 4.0 | CSC Model: CSC MUX 4 (1.6 Gbps) for Zscaler with PricPA

Azure Cloud: AzureCloud

Bridge

Response code

Finish time.
Sun, 04 Jun 2023 06:21:30 GMT

I you specify an S3 bucket or a logs group when you run the command.

& pownload

CSC GRE with PriCPA for Zscaler - AWS
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File Edit View Search Tools Documents Help

B @B | 5> c | x @0 @O aa
[E] *unsaved Document 1 x

GENERAL INFORMATION

Name: zs-csc-mux-4-as-d-2

Region: eastus | SubscriptionId: ffde®2fb-c38f-45fb-9e31-89e5303be5f1 | wvmSize: Standard F4s v2
CSC date: Sun 4 Jun ©6:21:24 UTC 2023

Soft version: 4.8 | CSC Model: CSC MUX 4 (1.6 Gbps) for Zscaler with PriCPA

Azure Cloud: AzureCloud

INTERFACES INFORMATION
External: Tunnel IPs (ethe): 10.2.1.19-[26,21,22]/24 | Bypass Proxy Egress IP 10.2.1.23 | Network Gateway: 10.2.1.1
Internal: CSC GW IP (ethl): 10.2.2.18/24 | Network Gateway: 10.2.2.1

TRAFFIC REDIRECTION Options
To Zscaler: VIP Proxy: 10.2.2.19:80 (or :9400) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 86/9400) via CSC GW IP
Direct to Internet: Bypass Proxy: 10.2.2.20:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

PUBLIC IP Address INFORMATION
IPsec tunnels Public IP: 74.235.175.176, 20.163.185.99, 74.235.173.178, 26.163.185.151
Bypass Public IP: 74.235.173.101

DNS INFORMATION
Using Azure DNS (168.63.129.16) and Google DNS (8.8.8.8, 8.8.4.4)

ZSCALER INFORMATION

Zscaler Cloud: zscalerthree

Primary ZEN node: AutoPrimary | Hostname: vpn.zscalerthree.net | IP: 165.225.8.35 is Alive

Secondary ZEN node: AutoSecondary | Hostname: secondary.vpn.zscalerthree.net | IP: 165.225.38.52 is Alive

LOAD BALANCING INFORMATION

Last change: Sat 3 Jun 19:54:28 UTC 2023
(UP)  Ztunl is active, using primary.
(UP)  Ztun2 is active, using primary.
(UP)  Ztun3 is active, using primary.
(UP)  Ztun4 is active, using primary.

IPSEC INFORMATION

Ztunl connected to: AutoPrimary, IPsec uptime uptime: 1@ hours, since Jun 63 19:53:19 2823, Last Security Association: ESTABLISHED 2 hours ago
Ztun2 connected to: AutoPrimary, IPsec uptime uptime: 1@ hours, since Jun 63 19:53:19 2823, Last Security Association: ESTABLISHED 2 hours ago
Ztun3 connected to: AutoPrimary, IPsec uptime uptime: 1@ hours, since Jun 03 19:53:19 2023, Last Security Association: ESTABLISHED 2 hours ago
Ztun4 connected to: AutoPrimary, IPsec uptime uptime: 1@ hours, since Jun 63 19:53:19 2023, Last Security Association: ESTABLISHED 2 hours ago

CREDENTIALS INFORMATION
Username: zs-csc-mux-4-as-d-2@maidenheadbridge.com | PSK: Not shown. Please, read it from 'Configuration Wizards' Menu

http://ip.zscaler.com INFORMATION

Ztunl Node: Washington DC in the zscalerthree.net cloud. ZEN Instance IP: 136.226.68.253, via Public IP: 74.235.175.176
Ztun2 Node: Washington DC in the zscalerthree.net cloud. ZEN Instance IP: 136.226.69.27, via Public IP: 20.163.185.99
Ztun3 Node: Washington DC in the zscalerthree.net cloud. ZEN Instance IP: 165.225.9.19, via Public IP: 74.235.173.170
Ztun4 Node: washington DC in the zscalerthree.net cloud. ZEN Instance IP: 136.226.51.20, via Public IP: 20.163.185.151
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10.1.3 List of Documents available for "Run Command"
1.

2.

10.

11.
12.

13.

14.

15.

"MHB-CSC-ShowConfigurationAndStatus": Executes "Show Configuration and Status"
"MHB-CSC-SpeedTest": Performs speedtest.net on the CSC.

"MHB-CSC-TraceRouteAndLatencyTest": Performs MyTraceRoute test against the Primary
and Secondary ZEN. It also does a Reverse Test from the tunnel active to your Public IP if
the tunnel is up.

"MHB-CSC-Refresh-Proxy-Bypass-URL": Refresh the Proxy Bypass list using the values of the
Proxy Bypass PAC file stored in the URL configured.

"MHB-CSC-Refresh-Routed-Bypass-URL": Refresh the Routed Bypass list using the values of
the JSON file stored in the URL configured.

"MHB-CSC-ShowLogCurrentMonth": Shows current month logs.
"MHB-CSC-ShowLogLastSixMonths": Shows last six month logs.
"MHB-CSC-SwitchTunnels": Switch tunnels.

"MHB-CSC-Reload-Config-json": Reloads the values of config.json file. (deprecated)

"MHB-CSC-Reload-High-Availability": Reloads the values of highAvailability.json file.
(deprecated)

"MHB-CSC-Reload-Routed-Bypass-json": Reloads the values of routedBypassRulesFile.json.
"MHB-CSC-Update-Nodes-Database": Updates the Zscaler Node Database.

"MHB - CSC - Refresh Private Access Peers URL": Refresh the Private Access Peers list using
the values of the JSON file stored in the URL configured.

"MHB - CSC - Reload Private Access Peers JSON file": Reloads the values of
privateAccessPeersConfig.json

"MHB - CSC - Show Private Access ALL Peers status": Show the Status of all Private Access
Peers.
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10.2 Rundeck

Rundeck (https://www.rundeck.com/) is an open-source software Job scheduler and Run Book
Automation system for automating routine processes across development and production
environments. It combines task scheduling multi-node command execution workflow orchestration

and logs everything that happens.

Installation Steps:
1. Install Rundeck. Intructions at: https://www.rundeck.com/open-source
2. Create a Project.
3. Enable user "csccli" and setup the SSH Public key on each CSC.

4. On the Project, setup the SSH Private and define the nodes:

| @ Ns-CSC-MGMT v | Project

| Edit Nodes File | 2

home/rundeck06/rundeck/NS-CSC-MGMT-NODES json

Source 2. File Reads a file containing nede definitions in a supported format

Format .
json

Description J/home/rundeck0&/rundeck/NS-CSC-MGMT-NODES json

Soft Wrap

1~

2 ns-cgcBfenz-a":

3 hostname™: "172.19.8.63",

4 nodename”: "ns-cgcbeeez-a”,

5 description”: "CSC GRE Cluster A", 3
I3 tags : "csc-gre-cluster,netskope,active”, ‘
7 username”: "cseccli”,

8 osVersion”: "1.87,

9 osMame™: "csc-gre-cluster”

18 1.

11~ n5-cocoonaz b = [

1z hostname™: "172.19.8.64",

13 nodename”: "ns-cgcbeeez-b”,

14 description”: "CSC GRE Cluster B~,

15 tags : "csc-gre-cluster,netskope,active”,
16 username”: "csccli”,

17 osVersion”: "1.87,

18 osName”: "csc-gre-cluster”

19 b

28~ ns-cgcBegel-a”: {

21 hostname™: "172.19.8.23",

2z nodename”: "ns-cgcbeeel-a”,

23 description”: "CSC GRE Cluster A",

24 tags™: “csc-gre-cluster,netskope,inactive”,
25 username”: "csccli”,

26 osVersion”: "1.87,

27 osName”: "csc-gre-cluster”

28 s

29~ ns-cgcBessl-b:

38 hostname™: "172.19.8.24",

31 nodename”: "ns-cgcBeeel-b”,

32 description”: "CSC GRE Cluster B~,

33 tags™: “csc-gre-cluster,netskope,inactive”,
34 username”: "csccli”,

35 osVersion”: "1.87,

36 osMame”: "csc-gre-cluster”

a7 3

E

39

5. Create the jobs. Please, contact Support at http://support.maidenheadbridge.com for the
latest Job List.

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS

o ——— = E——— —




10.2.1 Jobs

The following screen shows the list of Jobs available.

[ W& NS-CSC-MGMT v ] ‘

17 All Jobs

Check CSC Status - Netskope This t ks L7 K tskope Cloud @ in 11m
Refresh Proxy Bypass URL

Refresh Proxy Bypass URL - CSCs with tags:active This job executes Re Proxy B List c on all CSCs with & five
Refresh Routed Bypass URL This jo tes the Routed Bypass Configuration on the C g the Rout

Refresh Routed Bypass URL - CSCs with tags:active This jo tes t rted B onfig 0 - tags:act t ted B
Reload Config Json File T e t f the config,son file ont
Reload High Availability Json File This ot only for CSCs on AWS, Az

Reload Routed Bypass Json File

>

>

>

>

»

>

>

»

» Show Configuration and Status This jo fig
» Show Configuration and Status - CSC with tags:active This job executes Show Configuratio
» Show Logs Current Month

» Show Logs Last 6 Months

» Speed Test T xecutes Sp tfrom the CSC to s stnet

» Switch Tunnels This Job Switches tunnels P

» Test Email Use this job to check t

» Traceroute and Latency Test Use this Job to the quality of the path t Cloud -
>

Update Nodes Database

10.2.2 Running job "Show Configuration and Status"

= [ W NS-CSC-MGMT v ]
@ show Configuration and Status - CSC with tags:active Succeeded = 0.00 7:38
ou
This job executes Show Configuration and Status command on all CSCs with tag:active v
100% 2/2 COMPLETE 0 FAILED 0 0 NOT STARTED
Node Starttime Duration
& ns-cgc00002-a All Steps OK 0.00:05
@ Command oK 7:38:08 pm 0.00:05

18:38:11

18:38:11 GENERAL INFORMATION
18:38:11  Company : Maidenhead Bridge
18:38:11 Location : HQkvm
18:38:11 CSC ID : ns-cgcOOAe2-a
18:38:11 CSC date: Thu 14 Oct 19:3;
18:38:11 soft version : 1.0
18:38:11

18:38:11 INTERFACES INFORMATION
18:38:11 External: Tunnel IP: 192.168.1.6@ | Bypass Proxy Egress IP: 192.168.1.61 | CSC IP(ethe): 192.168.1.62/24 | Network Gateway: 192.168.1.240 is Alive
18:38:11 Internal: CSC GW IP: 172.19.0.60 | CSC IP(ethl): 172.19.0.63/24 | Network Gateway: 172.19.0.133 is Alive

18:38:11

18:38:11 TRAFFIC REDIRECTION Options

18:38:11 To Netskope: VIP Proxy: 172.19.0.61:80 | Route all traffic via CSC GW IP | Netskope Global Proxy IP: 163.116.128.80:80 via CSC GW IP

18:38:11 Direct to Internet: Bypass Proxy: 172.19.0.62:3128 | Netskope Global Proxy IP: 163.116.128.80:3128 via CSC GW IP

18:38:11

18:38:11 DNS INFORMATION

18:38:11 DNS Server (1) IP: 172.19.0.100 is Alive

18:38:11 DNS Server (2) IP: 1.1.1.1 is Alive

18:38:11

18:38:11 NETSKOPE INFORMATION

18:38:11 GRE tunnels egress Public IP: 82.68.6.74

110 BST 2021

18:38:11

18:38:11 Primary Tunnel:

18:38:11 Node : GB,London,LON1
18:38:11 Node Public IP: 163.116.162.36
18:38:11 Node Probe: 10.162.6.289

18:38:11 Secondarv Tunnel:
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11 DevOps operations

The CSC is delivered will all configurations and is ready for production. Even so, during the life cycle

of the CSC, some parametrization may be required to be changed or modified. For this reason, we
provide some configuration utilities that will help with further parametrization and change
management.

The CSC offers an option to do some changes using JSON config files. The operation is simple and is
three steps:

1. Obtain the current JSON file from the CSC.
2. Download the modified JSON file to the CSC.

3. "Run Command" (AWS Systems Manager) of the specific "reload" document. (or use
Rundeck Job or Azure Run Command)

The JSON files are available are:

1. routedBypassRulesFile.json: Allows administrators to manually configure Routed Bypass
Rules if not using the Routed Bypass URL method.

2. privateAccessPeersConfig.json: Use this Json file to configure "networks" and "privateApps"
on your Private Cloud.

In this chapter, we are going to explain the procedures.
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11.1 routedBypassRulesFile.json

You can use this file to create Routed Bypass Rules manually instead of using the automatic

method via Routed Bypass URL.

1. Obtain the current "routedBypassRulesFile.json" from the CSC, running "Run Command"

(AWS-RunShellScript.). For example:

cat /usr/local/etc/mhb-csc/routedBypassRulesFile.json

{
{

"routedBypassRules": [

"description": "0365 Login URLs 1",
"ipProtocol": "tcp",

"sourceCirdlp": "0.0.0.0/0",
"destinationCirdlIp": "20.190.128.0/18",
"fromPort": "80",

"toPort": "80"

"description": "0365 Login URLs 2",
"ipProtocol": "tcp",

"sourceCirdlp": "0.0.0.0/0",
"destinationCirdlIp": "20.190.128.0/18",
"fromPort": "443",

"toPort": "443"

"description": "0365 Login URLs 3",
"ipProtocol": "tcp",

"sourceCirdlp": "0.0.0.0/0",
"destinationCirdlIp": "40.126.0.0/18",
"fromPort": "80",

"toPort": "80"

"description": "portquiz.net",
"ipProtocol": "tcp",

"sourceCirdlp": "0.0.0.0/0",
"destinationCirdlIp": "52.47.209.216/32",
"fromPort": "80",

"toPort": "80"

"description": "0365 Login URLs 4",
"ipProtocol": "tcp",

"sourceCirdlp": "0.0.0.0/0",
"destinationCirdlIp": "40.126.0.0/18",
"fromPort": "443",

"toPort": "443"

"description": "Skype and Teams UDP 1",
"ipProtocol": "udp",

"sourceCirdlp": "0.0.0.0/0",
"destinationCirdIp": "13.107.64.0/18",
"fromPort": "3478",

"toPort": "3481"

"description": "Skype and Teams UDP 2",
"ipProtocol": "udp",

"sourceCirdlp": "0.0.0.0/0",
"destinationCirdlp": "52.112.0.0/14",
"fromPort": "3478",

"toPort": "3481"

"description": "Skype and Teams UDP 3",
"ipProtocol": "udp",

"sourceCirdlp": "0.0.0.0/0",
"destinationCirdlp": "52.120.0.0/14",
"fromPort": "3478",

"toPort": "3481"
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2. Create a AWS bucket (or other place) and place on it the modified

"routedBypassRulesFile.json" file.

3. Download the file to the CSC. Run Command "AWS-RunShellScript"

wget <Your bucket file URL> -O /usr/local/etc/mhb-csc/routedBypassRulesFile.json

4. Run Document "MHB-CSC-Reload-Routed-Bypass-json" to apply the changes.

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS




11.2 privateAccessPeersConfig.json

You can use this file to create Private Access Peer Rules manually instead of using the automatic

method via Private Access Peers URL.

1. Obtain the current "privateAccessPeersConfig.json" from the CSC, running "Run Command"
(AWS-RunShellScript.). For example:

cat /usr/local/etc/mhb-csc/privateAccessPeersConfig.json

{
"peers": [
{
"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUIg)BgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",
"privateCirdlp": "192.168.7.1/24",
"persistentKeepAlive": "no",
"networks": ['10.1.1.0/24", "10.1.2.0/24" ],
"privateApps": [
{
"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdlp": [ "0.0.0.0/0" ],
"destinationCirdlp": [ "10.1.1.0/24", "10.1.2.0/24" ],
"destinationSinglePorts": ["" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

"nodeName": "ns-cgc00002",
"description": "Node on VMware Server 2",
"location": "Datacentre 2",
"publicKey": "xTIBA5rboUvnH4htodjb6e697QjLERtINAB4mMZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",
"privateCirdlp": "192.168.7.2/24",
"persistentKeepAlive": "no",
"networks": [ "10.2.1.0/24", "10.2.2.0/24" ],
"privateApps": [
{

"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdlp": [ "0.0.0.0/0" ],
"destinationCirdlp": [ "10.2.1.0/24", "10.2.2.0/24" ],
"destinationSinglePorts": [ "" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }
}
]

"nodeName": "ns-cgc00003",
"description": "Node on VMware Server 3",
"location": "Branch",
"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71I0WWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",
"privateCirdlp": "192.168.7.3/24",
"persistentKeepAlive": "no",
"networks": [ "10.3.1.0/24", "10.3.2.0/24" ],
"privateApps": [
{

"description": "Allow all traffic to this site",
"ipProtocol": "all",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdIp": [ "10.3.1.0/24", "10.3.2.0/24" ],
"destinationSinglePorts": ["" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

2. Create a AWS bucket and place on it the modified "privateAccessPeersConfig.json" file.

3. Download the file to the CSC. Run Command "AWS-RunShellScript"

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS




wget <Your bucket file URL> -O /usr/local/etc/mhb-csc/privateAccessPeersConfig.json

4. Run Document "MHB-CSC-Reload-Private-Access-JSON-file" to apply the changes.
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12 Appendixes

12.1 Appendix A: Release Notes

12.1.1 Version 4.0

Version 4.0 comes with the following enhancements:

* New! Private Cloud Private Access: PriCPA is a unique functionality of the Cloud Security
Connector. PriCPA allows you to create a Private Cloud among all CSCs for private traffic. In
a matter of minutes, you can build a full mesh encrypted topology between your locations
for private traffic with Zero Trust. After making the Private Cloud, you can set up your
policies to define who will talk with whom inside your Private Cloud.

* New! Proxy Bypass Advanced Mode: This functionality was created for servers and devices
with Explicit Proxy settings. It provides connectivity to Zscaler (upstream Proxy), DIRECT via
local public IP and also connectivity to internal websites.

* New! Traffic Logs: The CSC can send all traffic logs to a Syslog/SIEM server. The Traffic Logs
provide visibility of all IP communications to Zscaler, Routed and Proxy Bypasses, PriCPA,
and Local received and generated traffic. This functionality is essential to customers with a
basic Zscaler Cloud Firewall license.

*  New! SNMP support: The CSC can be monitored via SNMP v2c and v3.

* New! Radius integration: You can access the Admin console using your username and
authenticating via Radius protocol to a Radius Server.

* New! The "csccli" user can be enabled and configured via the Admin console, allowing
terminal access to the CSC using SSH keys.

* New! SSH access can be restricted per Subnet or IP. It applies to the CSC's Internal (eth1)
and PriCPA interface. It is not required anymore to set up external security groups.

* New! TCPdump functionality is provided via the Admin console for easy troubleshooting of
IP traffic.

* New! Netscanner functionality helps to find internal Apps behind the CSC.

e Base OS upgraded to Ubuntu 22.04

12.1.2 Version 3.0

Version 3.0 comes with the following enhancements:

1. New! Zscaler API integration for the automatic creation of Static IP, GRE Tunnels, ZEN node
Selection and Location on the Zscaler console.

2. New! Routed Bypass functionality. Routed Bypass functionality allows to create Layer 4
bypasses when traffic is routed via the CSC's Gateway IP. You can do bypasses per
Source/Destination IP/Subnet, protocol TCP or UDP and any port range.
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3. New! When the CSC switches to the Secondary node, you can decide to remain using the

Secondary node (returnToPrimaryTunnel=false) or change back to the Primary node
(returnToPrimaryTunnel=true) after 10 minutes of stability of the Primary Tunnel.
4. Cloud DNS setting is now AWS DNS (primary) and Google DNS 8.8.8.8 (secondary)
5. Some cosmetic changes on Menus.
6. Base OS is now Ubuntu 20.04.

12.1.3 Version 2.8

Version 2.8 comes with the following enhancements:
1. New! You can configure multiple Route Tables on High Availability.
2. New! OS base system is Ubuntu 18.04.4 LTS (bionic).
3. Updated “Configuration and Status” Menu.
4. Forced route to AWS DNS via ethl.

12.1.4 Version 2.7

Version 2.7 comes with the following enhancements:

1. New! “High Availability changing default route”. You can now configure a pair of CSC on
High Availability to automatically manipulate the default route to the internet via Zscaler.

2. Updated “Configuration and Status” Menu.

3. MTR (MyTraceRoute Test) now runs directly via TCP/80 to the ZEN Primary and Secondary.

12.1.5 Version 2.6

Version 2.6 comes with the following enhancements:

1. Added to Wizard Configuration menu: From the Wizard, you can change the Syslog Servers
and GRE tunnel IPs, DNS Servers and Bypass PAC URL.

2. New! Switch tunnels configuration wizard. In some circumstances, customers asked us an
easy way to switch tunnels Primary / Secondary. Now is possible to do with a single
command.

3. Logs to Syslog server. On version 2.6, you can set up one or two Syslog servers to send the
information about Tunnel Status.

4. Updated “Configuration and Status” Menu.

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS




12.2 Appendix B: configUserData.json file

12.2.1 configUserData.json file

{

"model"; “zs-aws-csc-gre",

"type": "configUserData",

"version": "2.0",

"dns": {
"useCloudDns": "yes",
"primaryDnslp": ""
secondaryDnst" "

|3

"awsSsmAgent": {
"enable": "no",
"activationCode": ""
"activationld": ""
"awsRegion": ""

|3

"syslog": {
"enable": "no",
"primaryServer": {

uipu Illl'

"port": ""
|2
"secondaryServer": {
"ip": "
port" "
5
"trafficLogs": {
"enable": "no"
}
|3
"bypasses": {
"proxyBypass": {
"standardMode": {
"pacUrl": ""
}
|3
"routedBypass": {
"jsonUrl": ""
}
|3
"priCPA": {
"enable": "no",
"nodeName": ""
"location": ""
"descrlptlon" "
pubIlcUdpPort" "
"privateCirdIp": ""
per5|stentKeepAI|ve" "no",
"peersJsonFileUrl": "",
"remoteManagementNetworks": []
b
"sshRestrictions": {
"eth1": {
"enable": "no",
"allowedNetworks": []
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5

"wg0": {
"enable": "no",
"allowedNetworks": []

}

"adminManagement": {
"csceli": {
"enable": "no",
"sshPublickey": ""
}

"zscalerApi": {

"apiTokenID": "",

"cloudName": "",

"tunnelRedundancy": {
"returnToPrimaryTunnel": true

|3

"nodeSelection": {
"withinCountryPreferred": true

|3

"location": {
"name": "",
"country": "",
"tz": ",
"ipAddresses": [

"auto"

1
"authRequired": true,
"xffForwardEnabled": true,
"surrogatelP": true,
"idleTimelnMinutes": 480,
"displayTimeUnit": "MINUTE",
"surrogatelPEnforcedForKnownBrowsers": true,
"surrogateRefreshTimelnMinutes": 120,
"surrogateRefreshTimeUnit": "MINUTE",
"ofwEnabled": true,
"ipsControl": true
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12.2.2 userDataConfig.json file fields and values

12.2.2.1 Fixed values - do not change

"model": “zs-aws-csc-gre",
"type": "configUserData",
"version": "2.0",

12.2.2.2 DNS configuration
By default ("useCloudDns": "yes",) the CSC uses AWS DNS servers and Google (8.8.8.8, 8.8.4.4)

"dns": {
"useCloudDns": "yes",
"primaryDnslp": "",
"secondaryDnslp": ""

b

If you want to use your DNS servers, for example, 192.168.1.100 and 192.168.1.101, you need to
configure this section in the following way:

"dns": {
"useCloudDns": "no",
"primaryDnslp": "192.168.1.100",
"secondaryDnslp": "192.168.1.101"
b

12.2.2.3 AWS SSM Agent
The AWS SSM Agent is used to monitor de CSC via AWS Systems Manager (Fleet Manager).

"awsSsmAgent": {

"enable": "no",

"activationCode": "",
"activationld": "",

"awsRegion":

b

Set "enable": "yes" and input here the values of the Activation Code, Activation ID, and AWS
Region of the "Hybrid Activation" of the AWS Systems Manager.

Maidenhead Bridge CSC GRE with PriCPA for Zscaler - AWS




12.2.2.4  Syslog Configuration

By default, the CSC collects System Logs internally, and Traffic Logs are disabled. If you want to

send the System Logs to a Syslog Server, please configure the IP and Port. If you will also send the
Traffic Logs, please enable: "yes".

Example: | want to send "System Logs" to Syslog Servers are 192.168.1.100 and 192.168.1.101,
using port 5514 and "Traffic Logs" are disabled.

"syslog": {

"enable": "no",

"primaryServer": {
"ip": "192.168.1.100",
"port": "5514"

|2

"secondaryServer": {
"ip":"192.168.1.101",
"port": "5514"

|3

"trafficLogs": {

"enable": "no"

}
}I

12.2.2.5 Bypasses: Proxy and Routed Bypass

By default, Proxy and Routed bypasses are disabled. In this section you can configure the PAC URL
for the Proxy Bypass (Standard Mode) and the JSON file URL for the Routed Bypass.

Example:
Proxy Bypass PAC URL: https://pac.zscalerthree.net/RdwNItSPqBFN/az-csc-bypass.pac

Route Bypass JSON file URL: https://mhb-csc-pac.s3.amazonaws.com/routedBypassRulesFile.json

"bypasses": {
"proxyBypass": {
"standardMode": {
"pacUrl": "https://pac.zscalerthree.net/RdwNItSPqBFN/az-csc-bypass.pac"
1
L
"routedBypass": {
"jsonUrl": "https://mhb-csc-pac.s3.amazonaws.com/routedBypassRulesFile.json"
}
2
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12.2.2.6

Private Cloud Private Access (PriCPA)

By default, PriCPA is disabled on the CSC. Via configUserData.json file you can create the PriCPA
Local Configuration, add the "peerJsonFileUrl" and "remoteManagementNetworks".

"priCPA": {
"enable": "no",
"nodeName": "",
"location": "",
"description": "",
"publicUdpPort": "",
"privateCirdlp": "",
"persistentKeepAlive": "no",
"peersJsonFileUrl": "",

"remoteManagementNetworks": []

b

If you pass PriCPA values via configUserdata.json and also enable the AWS SSM agent, you can get

access to the CSC's SSH Admin console without requiring a bastion host behind the eth1 of the
CSC.

Here an example:

"priCPA": {
"enable": "yes",
"nodeName": "zs-aws-csc-gre-single-v-4-0-2-a",
"location": "AWS Virginia",
"description": "Develpment Node Zscaler with PriCPA",
"publicUdpPort": "51280",
"privateCirdlp": "192.168.7.22/24",
"persistentKeepAlive": "no",

"peers)sonFileUr!": "https://mhb-zscaler-private.s3.eu-west-1.amazonaws.com/privateAccessPeersConfig-LAB2.json",
"remoteManagementNetworks": [

"10.63.0.0/24",
"172.19.0.0/24",
"192.168.1.0/24",
"192.168.6.0/24"

}I

After the initial boot of the CSC, via AWS SSM, run the "aws:runShellScript" with the command:

cat /usr/local/etc/mhb-csc/privateAccessLocalConfig.json

and retrieve the PriCPA Local configuration:
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AWS Systems Manager > Run Comman d > Comman d ID: 8314 > output on: mi 7735

CloudWatch Dashboard

nGenEHAragss Output on mi-0c43f00e92e17735b
¥ Application Managemant Step 1 - Command description and status
Application Manager New
AppConfig status Detalled status Response code
Parameter Store © success. © success

v Output
‘The command output displays a maximurm of 48, . You can view output in either Amazon 53 or Cloud
f

"peers": [

{

"nodeName": "zs-aws-csc-gre-single-v-4-0-2-a",

"location”: "AWS Virginia®,

» Error

{
"peers": [
{
"nodeName": "zs-aws-csc-gre-single-v-4-0-2-3",
"location": "AWS Virginia",
"description": "Develpment Node Zscaler with PriCPA",
"publicKey": "SGf6USXVu3GTOjvClups8iBuvoK7R+irD6Muhduatus=",
"publicipAndUdpPort": "18.214.102.160:51280",
"privateCirdlp": "192.168.7.22/24",
"persistentKeepAlive": "no",
"networks": [],
"privateApps": []

Copy the section in bold to your "privatePeersConfig.json" file, and add the "networks" behind the
CSC and the "privateApps".

Example:
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Before deploying the updated "privateAccessPeersFile.json " to all CSCs on the PriCPA Cloud, you
need to apply an IAM role to this CSC.

Create an IAM role with the following permissions and apply it to the CSC:

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "VisualEditor0",

"Effect": "Allow",

"Action": [
"ec2:DisassociateAddress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGrouplngress",
"ec2:DescribeAddresses",
"ec2:Describelnstances",
"sns:ListSubscriptionsByTopic",
"ec2:CreateTags",
"ec2:DescribeSecurityGroups",
"ec2:ReplaceRoute",
"ec2:RevokeSecurityGrouplngress",
"sns:Publish",
"ec2:DescribeSecurityGroupRules",
"ec2:RevokeSecurityGroupEgress",
"ec2:AssociateAddress",
"ec2:DescribeRouteTables"

1
"Resource": "*"
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Apply the IAM role to the CSC. (Right click the Instance -> Security -> Modify IAM Role

EC2 » Instances » [-0c89374c5a3a0fbf4 » Modify IAM role

Modify IAM role .

Attach an IAM role to your instance.

Instance 1D
i-0c89374c5a3a0fbf4 (zs-aws-csc-gre-single-v-4-0-2-a)
IAM role

Select an IAM role to attach to your instance or create a new role if you haven't created any. The role you select replaces any roles that are
currently attached to your instance.

csc-ha-aws-role v | Create new IAM role [

Click "Update IAM Role"

For the next step, run the document "MHB-CSC-Refresh-Private-Access-Peers-URL" on all CSCs on
the PriCPA cloud and wait to finish.

AWS Systems Manager > Run Command > Command ID:41497e4 b-455¢-87¢2-96f7b292d6eb > Output on: mi-0¢c43f00e92e17735b
Output on mi-0c43f00e92e17735b

Step 1 - Command description and status

Status Detailed status Response code Step name

@ Success @ Success o Runscripts

¥ Output

The command output displays a maximum of 48,000 characters. You can view the complete command output in either Amazon 53 or CloudWatch Logs, if
(MHB-CSC) (INFO) Private Access - Private Access Peers JSON file imported successfully.
Creating Private Apps:

(MHB-CSC) (INFO) Private Access - (Index: @, Node: pricpa-japan-east) Private App 'Allow all
traffic to 10.64.1.0/24' was created succesfully.

(MHB-CSC) (INFO) Private Access - (Index: 1, Node: pricpa-australia-east) Private App 'Allow all
traffic to 10.62.1.6/24' was created succesfully.

v Error

Error(0)

Done!

You can SSH the CSC from the Management Networks defined.
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12.2.2.7 SSH restrictions

By default, it is allowed to SSH the eth1 interface from anywhere and the wg0 from any other CSC

that belongs to the PriCPA subnet.

Using this section, you can select the subnets from you want to SSH the CSC.

"sshRestrictions": {
"eth1": {
"enable": "no",
"allowedNetworks": []

b

"wg0": {
"enable": "no",
"allowedNetworks": []
}
|3
Example:

"sshRestrictions": {
"eth1": {
"enable": "yes",
"allowedNetworks": [
"172.19.0.0/24",
"192.168.1.0/24",
"192.168.6.0/24",
"10.3.200.0/24"
]
L
"wg0": {
"enable": "yes",
"allowedNetworks": [
"172.19.0.0/24",
"192.168.1.0/24",
"192.168.6.0/24",
"10.3.200.0/24"

12.2.2.8 Admin Management

After the initial launch, the user cscadmin and ubuntu are available. In this section, you can enable

the user "csccli" and provide the SSH public key.

"adminManagement": {
"csceli": {
"enable": "no",
"sshPublickey": ""
1
2
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12.2.2.9 Zscaler APi values

Please, see next Appendix C for details.

"zscalerApi": {
"apiTokenID": "",
"cloudName": "",
"tunnelRedundancy": {
"returnToPrimaryTunnel": true
5
"nodeSelection": {
"withinCountryPreferred": true
|3
"location": {
"name": "",
"country": "",
"tz": ",
"ipAddresses": [
"auto"

1

"authRequired": true,
"xffForwardEnabled": true,
"surrogatelP": true,
"idleTimelnMinutes": 480,
"displayTimeUnit": "MINUTE",

"surrogatelPEnforcedForKnownBrowsers": true,

"surrogateRefreshTimelnMinutes": 120,
"surrogateRefreshTimeUnit": "MINUTE",
"ofwEnabled": true,

"ipsControl": true
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12.3 Appendix C: Advanced Mode Deployment (using Zscaler
API)

In Advanced Mode Deployment, you will create the CSC, AWS resources and Zscaler Location in
one shot.

12.3.1 Prerequisites

The prerequisites are the same as Basic Mode Deployment: External Subnet, Internet Subnet, SSH
Key, plus the addition to pasting the contents of the "userDataConfig.json" file on the UserData
field of the Cloudformation template.

12.3.2 zscalerApi values

In this Appendix C, we will explain the section of the Zscale API of the "userDataConfig.json" file.
For other values, please see Appendix B.

userDataConfig.json - Zscaler API section

"zscalerApi": {

"apiTokenID": "",

"cloudName": "",

"tunnelRedundancy": {
"returnToPrimaryTunnel": true

b

"nodeSelection": {
"withinCountryPreferred": true

|3

"location": {
"name": "",
"country": "",
"tz" ",
"ipAddresses": [

"auto"

1
"authRequired": true,
"xffForwardEnabled": true,
"surrogatelP": true,
"idleTimelnMinutes": 480,
"displayTimeUnit": "MINUTE",
"surrogatelPEnforcedForKnownBrowsers": true,
"surrogateRefreshTimelnMinutes": 120,
"surrogateRefreshTimeUnit": "MINUTE",
"ofwEnabled": true,
"ipsControl": true
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12.3.2.1  apiTokenID

"apiTokenID": "",

When launching the CSC using Zscaler API, you need to generate a "Token" to allow the CSC to talk
with the Zscaler API.

Important: The TokenlD is not valid after 20 minutes of created. Also, a new TokenID must be generated each time
you launch a CSC due to the CSC logoff the session at the end of the auto-provision process.

You can find how to generate a "Token" at: https://help.zscaler.com/zia/api-getting-started, section
"Authenticate and create an APl session".

Alternatively, you can use, at your own risk, a utility page we created for this purpose. The page is
here: https://z-api-token-generator.maidenheadbridge.com/

= & O o e o® o @

@ Maidenhead Bridge

>
API-Token Generator Country & Time zone Converter
SRS Bl fD\spIay Search Window]

Select your cloud v —

. *Zscaler API requires specific format for
Zscaler APl Key: country and time zone. This tool converts the
|:| values of country and time zone to be readable
by the Zscaler API.

Zscaler UserID:

Zscaler Password:

— )

*This tool creates a Zscaler APl Token ID for
the Cloud Security Connectors' initial installation.

External Links

G&PMHB Products - maidenheadbridge.com

& Amazon AWS Cloud - Cloud Security Connector for Zscaler (ZIA)

& \icrosoft Azure Cloud - Cloud Security Connector for Zscaler (ZIA)

B Microsoft Azure Cloud - CSC Mux (1 or 2 Gbps) for Zscaler (ZIA) using Availability Set

@ Microsoft Azure Cloud - CSC Mux (1 or 2 Gbps) for Zscaler (ZIA) using Availability Zones
e Google Cloud - Cloud Security Connector for Zscaler (ZIA)

If you want to use the page https://z-api-token-generator.maidenheadbridge.com/ to generate the
"API Token, " you have two options for creating the values of the Zscaler API Key, Username and
Password on the Zscaler console. Option one uses the "Organization APl Key, " and option two uses
any unused APl "SD-WAN" Partner Key. We will explain both.

Using "Organization APl Key":

1. Enable API Key for your Organization and "Add API key" (Administration - API key
Management).
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2. Create a "Role" for the Admin User. Go to Administration - Role Management - Add Role.
Allow Permissions: "Policies Full Access" and Functional Scope: “Traffic Forwarding” :
Locations, Static IPs, GRE Tunnels (and VPN credentials if you want to use the same role for
other CSC models).

ADMINISTRATOR ROLE

Name

CSC-API-Standard

PERMISSIONS

Logs Limit (Days)

Unrestricted v

Dashboard Access

Full @ view Only

Reporting Access

(o [ o

Policy Access

@ Full View Only ‘ None ]

Administrators Access

[ e

User Names

Visible
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Edit Administrator Role

Virtual Service Edge Configuration

NSS Configuration

Firewall, DNAT, DNS & IPS

Partner Integration

Remote Assistance Management

Access Control (Web and Mobile) Traffic Forwarding

v
Policy and Resource Management Locations

Custom URL Category Management VPN Credentials

B

COverride Existing Categories Hosted PAC Files

CHH

Zscaler Client Connector Devices

Tenant Profile Management E eZ Agent Configurations

Proxy & Gateway

<]

* Static IPs

! GRE Tunnels

You can deny other settings. The Role will look like this:

No. Name ©  Full Access View-Only Access User Names Functional Scope Type

2 CSC-API-Standard Policy Dashboard Obfuscated GRE Tunnels, Locations, Static IPs, VPN Credentials Standard Admin

3. Create an Administrator User and apply the Role. Go to Administration - Administrator
Management - Add Administrator. The Administrator User will look like this:

No. Login ID ©@ Name Role Scope Login Type Comments Password Expired Type

Done! Now you are the values requested: Zscaler API Key, Zscaler User ID / Password.
Using any "SDWAN API Key":

1. Go to Administration - Partner Integration -> SDWAN —> Add Partner Key. Select any
vendor name that is not in use to create the key.

2. Create a Partner Role. Go to Administration - Role Management - Add Partner
Administrator Role.
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Add Partner Administrator Role

ADMINISTRATOR ROLE
Name

CSC-API

PERMISSIONS

Access Control

@ Full View Only

PARTNER ACCESS

SD-WAN API Partner Access

B
[ ]

Locations

V] VPN Credentials

KHEHSH

Static IP

&l

GRE Tunnels

Save Cancel

3. Create a Partner Administrator User and apply the Role. Go to Administration -

Administrator Management - Add Partner Administrator. The Partner Administrator User
will look like this:

No. Login ID ® Name Role Scope Login Type Comments Password Expired Type

n mhb-partner@maidenheadbridge.com MHB-PARTNER CSC-API Organization Password false Partner Admin

Done! Now you are the values requested: Zscaler API Key, Zscaler User ID / Password.

The next step is to fill the values at https://z-api-token-generator.maidenheadbridge.com/ and to
click “Submit” to obtain the “TokenID” value.

API|-Token Generator

Select your cloud:

Select your cloud v
Zscaler API Key:
Zscaler UserlD:
Zscaler Password:

\ | submit
e

TokenlD=83B713B094DB65D14A7F5FC060CBD4AD

Use this value for “apiTokenID”.

12.3.2.2 cloudName

‘ "cloudName": "",

Insert here your Zscaler Cloud name: zscalerthree, zscloud, zscalertwo, zscaler, etc.
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12.3.2.3  returnToPrimaryTunnel

"tunnelRedundancy": {
"returnToPrimaryTunnel": true

12

Please select 'true' if you want the CSC to return to Primary tunnel (after 10 min of stability) when
using Secondary tunnel.

Select 'false' if you want to remain using Secondary Tunnel and not to return to Primary.
(Secondary will be nominated as 'new' Primary)

12.3.2.4 nodeSelection

"nodeSelection": {
"withinCountryPreferred": true

12

Select "withinCountryPreferred": true if you want the Primary and Secondary Node Zscaler ZEN
nodes to belong to the same country as the preference of selection instead of geo-proximity.

12.3.2.4.1 location

"location": {
"name": "",
"country
"
"ipAddresses": [

"auto"
1
"authRequired": true,
"xffForwardEnabled": false,
"surrogatelP": true,
"idleTimelnMinutes": 480,
"displayTimeUnit": "MINUTE",
"surrogatelPEnforcedForknownBrowsers": false,
"surrogateRefreshTimelnMinutes": 120,
"surrogateRefreshTimeUnit": "MINUTE",
"ofwEnabled": true,
"ipsControl": true

b

n,oun
]

These values are the Location values to configure on the Zscaler Console. Except for ipAddress that
is not configurable (leave "auto"), the rest of the values are configurable.

Values for "name", "country" and "tz"

IMPORTANT: The API requires special format for "country" and "tz". Use https.//z-api-token-
generator.maidenheadbridge.com/ to generate the proper values.
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Country & Time zone Converter

Country:

| | |/Search\|
. -

| Afghanistan

—
| submit |
S A

Timezone (City or GMT):

| | |/Search\|
\ J

| Africa/Abidjan

oy
| submit |
\ /

*Zscaler APl requires specific format for
country and time zone. This tool converts the
values of country and time zone to be readable
by the Zscaler API.

Edit Location

LOCATION

Name

aws-3-0-j-2

name

City/State/Province

For example, if you want to use the values shown in the image above, you need to configure:

Country

United States

country

Time Zone

America/New York

"location": {
"name": "aws-3-0-j-2",
"country": "UNITED_STATES",

"ipAddresses": [

"auto"
1
"authRequired": true,
"xffForwardEnabled": false,
"surrogatelP": true,
"idleTimelnMinutes": 480,
"displayTimeUnit": "MINUTE",

"ofwEnabled": true,
"ipsControl": true

b

"tz"; "UNITED_STATES_AMERICA_NEW_YORK",

"surrogatelPEnforcedForknownBrowsers": true,
"surrogateRefreshTimelnMinutes": 120,
"surrogateRefreshTimeUnit": "MINUTE",

The rest of the values correspond to "GATEWAY OPTIONS."

GATEWAY OPTIONS
Use XFF from Client Request

m xffForwardEnabled

Enable IP Surrogate
surmogatelP

Enforce Surrogate IP for Known Browsers

surrogateIPEnforcedForKnownBrow sers

idleTimeInMinutes

Enforce Authentication

authRequired

Idie Time to Disassociation

480 Minutes v
display TimeUnit

Refresh Time for re-validation of Surrogacy

120 Minutes v
TimeInMinute

Enforce Firewall Control

Maidenhead Bridge

TimeUnit
Enable IPS Control

ot
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12.3.3 Advanced Mode Deployment using CloudFormation

In Advanced Deployment, you must fill in the last section of the CloudFormation template.
(UserData) with the Zscaler API data.

Copy the contents of the userDataConfig.json file and paste it into the section UserData.

CloudFormation Stacks Create stack
o Specify stack details
Specify template
Step 2 Stack name
Specify stack details
Stack name
aws-3-0-j-2

e stack options

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack

Netwerk Configuration

‘Which VPC should this be deployed to?
Select a VPC.

vpe-0f32a676 (172.31.0.0/16) (Net 172-31) v
External Subnet
Select an External Subnet (WARNING !! must be the same availability zane than Internal Subnet)

subnet-818c0ddb (172.31.96.0/24) (Net-172-31-96) v
Internal Subnet
Select an Internal Subnet (WARNING ! must be the same availsbility zone than External Subnet)

subnet-8360ecdd (172.31.200.0/24) (net-172-31-200) v

Amazon EC2 Configuration

Name
The name of the insta

aws-3-0-j-2

AWS Instance Type
Select ane of the instance types

t3a.large v
Key Name
Key Pair name

us-east-key v

Paste userDataConfig.jspn et

(Optional) Advanced Deployment: Paste here configUserData json file
Here - >\

values.

"cloudName™ "zscalerthree”, “apiTokenlD": "5580AB3DDOTA167D5C2174D0AFAD3539",  "dns™ { |

| { “model" "csc-gre-aws”, "version™ "1.07,

Cancel

and Click "Next", "Next" , "Create Stack".

If you have the Syslog configured, you will see the creation of the resources during the
deployment.

:58 UTC 2021

(INF
(INFO)
(INF
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12.4 Appendix D: JSON formatters (Visual Code, Notepad ++)

We strongly recommend using Software that can show errors on your JSON file and also can format

(beautify) the file for better visibility. Below two examples.

12.4.1 Visual Code

File Edit Selection View Go Run Terminal Help

{} Untitled-1 @

[f
d
"peers”: [
I
L

“nodeName™ :

]

"destinationSinglePorts™: [

1,

“destinationPortRange”: {
“fromPort": "3
“toPort":

1. Download : https://code.visualstudio.com/download
2. Select your platform and install.
3. Create your JSON.
3.1.  Visual Code will show the errors in RED.
3.2. To "Beautify" your JSON file press:
3.2.1. On Windows: "Shift + Alt + F"
3.2.2. On MAC: "Shift + Option + F"

3.2.3. On Linux: " Ctrl + Shift + 1"
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12.4.2

Notepad ++

AEa®|E®D® B

Dr *new 1- Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window
sfHeEGEl s MEklae/hh x| EE =T
EHrew 183 |
1 {
2 % "peers™:
-~ nodeMame : ns-cgc00001 2 T t
- description : Node on VMware Server 1 -
- location : HQ 6
- publickey : yAnzSTF H)XXte 14ti3zMNg-+hd 2rUIgIBgB 3fBmk= -
publicIpAndUdpPort : 200.1.1.1:51821 :
privateCirdlp ¢ 132, 168.7.1/24 .
- persistenteepAlive : no 1;
- networks 1B
- privateApps 12
-1
nodeMame @ ns-cgc00002 iz |
description : Node on VMware Server 2 1 A
- location : Datacentre 2 1z
- publicKey : xTIBASrbolUvnH4htodjb6e63 7QILER tINAB4MZgpaDg = -
. publiclpAndUdpPort : 200.1.1.2:51821 18
- privateCirdlp : 192.168.7.2/24 1g dt
persistentkeepalive : no -
networks fg
- privateApps ;2
B-2 =
- nodeMame : ns-cgc00003 fs
- description : Node on VMware Server 3 fg L
location : Branch fs =
publickey : TrMvSoP4jYQIY6RIzBabssQqY 3vxI 2Pi+y 7 HOWWXX0= ff
- publiclpAndUdpPort : 200,1.1,3:51821 f ;
- privateCirdlp : 192,168.7.3/24 SR
- persistentieepalive : no ;; =
- networks 31
privateApps -
32 =
33 =
34
35

[

"nodeName": "ns-cgc00001™,
"description™: "Node on VMware Server 17,
"location™: "HQ",
"publicKey": "yAnzSTF+1XXJtel4tji3zlMNg+hd2r¥UIgJBgE3fBmk=",
"publicIpAndUdpPort™: "200.1.1.1:51821",
"privateCirdIp": "192.163.7.1/24",
"persistentKeepAlive™: "no",
"networks": [
"10.1.1.0/24",
"10.1.2.0/24"

1.

"privateApps": [

{

"description™: "7,
"ipProtocol™: "W,

"sourceCirdIp": [
"10.2.1.0/24",
"10.2.2.0/24",
"10.3.1.0/24",
"10.3.2.0/24"

1,

"destinationCirdIp™: [
"10.1.1.100/32",
"10.1.1.200/32"

1,
"destinationSinglePorts™: [
magn,
n443m
1,

"destinationPortRange™: {
"fromPort™: "3780",
"toPort™: "3784"

1. Download: https://notepad-plus-plus.org/downloads/

2. Install JSON Viewer Plug in.

& CProgram Files\Notepad+ +\change.log - Notepad++
File Edit Search View Encoding Llanguage Settings Tools Macro Ru

AR EGE| I JaEoe|inglxx|EE

Pesl@EnbE

[l change log £ |

1  Notepad++ v8.
3 1. Fix a reg
4 2. Fix a reg
5 3. Make Funct
3 4. Make UDL
T 5. Fix phant
© 6. Enable ba
s

10

11  Notepad:+ v8.
12

13 1. Fix empty

14 2. Fix langu:
15
16
17 Notepad++ v8.
18

1% 1. Fix confi

20 2. Workaroun
21
22
23 Notepad++ V8.
24
25 1. Fix empty
26 2. Fix white
27 3. Enhance d
28 4. Fix "Run f
2% 5. Fix toolt
30 6. Fix deckif
31
32

Plugins Admin
Available  Updates Installed

Searchi [json [ [ hext 3 Instal
Plugin Version A
[1iN Notepad-+ Plugin 221856
JSON Viewer 140 2

TSTool 121072
[ LanguageHelp 175
[ Linefilter3 1
[ Linter 01
[ Location Navigate 0481
[ LuaSeript 011 .
JSON viewer that displays the selected JSON string in a tree view.
Author: Kapil Ratnani
Homepage: https://github.com/kapiratnani/JSON-Viewer

3

3. Create your JSON file.

4. To Check your JSON file go to: Plugins -> JSON Viewer -> Show JSON Viewer.

Maidenhead Bridge
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qun indow ?

2| MIME Tools > | =D BB
Converter ¥
= Nr\r\Fvlnnrr »> I
JSON Viewer > | Show JSON Viewer Crl+Alt+Shift+]
. . Format JSON Ctrl+Alt+Shift+M
" Plugins Admin...
icon Compress JSON Ctrl+ Alt+Shift+C

", Open Plugins Folder...
y": "yAnzSTE+1XXdteldtiizzIM

About

andUdpPort": '200.1.1.1:51821",'
FrATaM. "G g8 7 1/7aw

5. To format ("Beautify") your JSON go to: Plugins -> JSON Viewer -> Format JSON

Maidenhead Bridge

CSC GRE with PriCPA for Zscaler - AWS



12.5 Appendix E: Securing an AWS Bucket by source IP.

1. On your AWS console create a bucket with default values for permissions: "Block a// Public

Access = on"

2. On Bucket Policy, add your Public IPs in "aws:Sourcelp":[]

Amazon S3. x Block public access (bucket settings)

Block al public access
on

Block public access to
@on

@on
Block public access to
@on

@on

Block All

Bucket policy

> AWS Marketplace for 3

® e

4
“Version 20121017,
I "S3Policyla”,
o

3 - Add this policy/|

{
"Version": "2012-10-17",
"Id": "S3Policyld1",
"Statement": [

{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"200.1.1.1/32",
"200.1.1.2/32",
"200.2.0.0/24"

"Resource": "arn:aws:s3:::mhb-zscaler-private/*",

3. Donel!
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