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1 Introduction to Private Cloud Private
Access (PriCPA)

1.1 What is PriCPA?

Private Cloud Private Access (PriCPA) is a cloud-native solution for WAN
communications that covers the scenarios of site-to-site, site-to-cloud and
cloud-to-cloud, following the principles of Zero Trust. Legacy security
networking solutions cannot be forklifted to the cloud. There are technical,
operational and security limitations when using Legacy solutions. Networking
engineers designed Legacy networking solutions to communicate branches,
central offices and data centres.

Cloud communications arrived with new challenges of networking, security and,
mainly, operational agility. Applications are now distributed in multiple
VNET/VPCs of different clouds, APIs are required to be accessed from numerous
sites, and we still need to communicate with on-prem services. An agile
method of any-to-any secure encrypted communications with zero trust is
required, and Private Cloud Private Access is the answer to this challenge.
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On Premises (VMware, Hyper-v, KVM) On Premises (VMware, Hyper-v, KVM)
Benefits: Benefits:
= B0% savings compared with VPN Gateways or Service Broker Cloud. s DevOps automated deployment.
= Any to Any Communications. (Crypto Key Routing) = 2 Steps configuration: Onboard the Node to PriCPA and Deploy Policies.
« Al traffic is encrypted. « Traffic visibility End to End.
* All protocols are supported. » Traffic Logs.
. : sites and PriCPA clouds. = Blocks Lateral movement.
= Zero Trust. = High Performance: 1 Gbps traffic per CSC.
+ Networking as a code.
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1.2 The evolution of WAN communications

1.2.1 MPLS & SDWAN

Internet
and SaaS Applications

Security

Internal -
Applications [ —:

Router (CE) Router (CE) Router (CE) Router (CE)
Branch Branch Branch Branch
Benefits: Drawbacks:

1. Any to Any Communications. (Label Switching)
2. Traffic Engineering.
3. All protocols are supported,

1. Unencrypled Private Traffic.
2. Expensive Links,

3. Bottleneck to the Internet,
4. Not Zero Trust.

Maidenhead _.

—— -

and SaaS Applications

Internat

Security ‘

Internal
Applications =
—

Benefits:

1. Cheap Internet Links as Transport
2. Encrypted Private Traffic.
3. All protocols are supported,

Drawbacks:

1. Lack of Scalability for Any to Any Traffic: Ten
sites require 99 tunnels! [nx(n-1)]

2. Outdated / Unmaintained Linux Kermels -
Security Risk.

3. Not Cloud friendly.

4. Not Zero Trust




Datancentre / Office

Drawbacks:

1. Expensive VPN Gateways.

2. Lack of Scalability for Any to Any Traffic: Ten
sites require 99 tunnels! [nx(n-1)].

3. Not Zero Trust.

4. Compilex to set up and maintain. IPsec + BGP
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1.2.3 Service Broker Cloud

Maidenhead Bridge

anzy

aunzy

Datancentre / Office
[Benefits:
1. Zero Trust.
2. Site scalability (if Nodes available in your
country)

Datancentre / Office

1. Very Expensive.
2. No support for all protocols.
3. Data in transit is not encrypted. Extra license

required.
4. Poor performance. Reduced even more If full

encryption is activated,
5. Natted Traffic. Not visibility end to end.
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1.2.4 Maidenhead Bridge: Private Cloud Private Access

pnoiD aunzy

¥

o :

o

o -

(=3

L=

On Premises (VMware, Hyper-v, KVM) On Premises (ViMware, Hyper-v, KVM)
Benefits: Benefits

« B0% savings compared with VPN Gateways or Service Broker Cloud. = DevOps automated deployment.
« Any to Any Communications. (Crypto Key Routing) = 2 Steps configuration: Onboard the Node to PriCPA and Deploy Policies.
« Al traffic is encrypted. « Traffic visibility End to End.
» All protocols are supporied, = Traffic Logs.
+ Scalable: Multiple sites and muiltiple PriCPA clouds. = Blocks Lateral movement.
s Zero Trust. = High Performance: 1 Gbps traffic per CSC.
s Networking as a code.

Maidenhead Bridge
()
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1.3 Comparing WAN technologies

The following table compares the differences among WAN solutions available:

Feature PriCPA Secure VPN SD-WAN MPLS
Broker | Gateways
Full path Encryption Yes Yes Yes No
Supports all protocols Yes No Yes Yes Yes
DevOps deployment Yes Yes No No
Networking as a code Yes No No No
Zero Trust Yes Yes No No No
Cloud Native Yes Yes No No
Scalable any-to-any Yes Yes No No Yes
Internet as transport Yes Yes Yes Yes No
Simple Setup Yes No No No
Traffic visibility end- Yes No Yes Yes Yes
to-end

Per Packet Encryption Yes No No No No
Crypto Key Routing Yes No No No No
Very Cost effective Yes No No No No

Maidenhead Bridge
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Key benefits of the Cloud Security
Connector PriCPA for Azure.

With Private Cloud Private Access, you can connect all sites securely on a Zero
Trust model. The CSC PriCPA secures your Private Traffic between your physical
and cloud locations. The key benefits are:

Savings:

o 80% savings compared with Cloud VPN Gateways or Service Broker
Clouds.

o Reduced TCO.

Performance and Scalability:

o High Performance: 1 Gbps encrypted traffic per CSC.
o Multiple sites can be deployed.

o Multiple PriCPA clouds can be created.

Flexibility:

o Any to Any Communications. (Crypto Key Routing).

o All protocols are supported.

Security:

o Full hardened device.

o All traffic is encrypted using latest state of the art encryption
protocols.!

o Zero Trust.

o Blocks Lateral movement.

o Automatic Security Group provisioning via Azure CLI.
Simplicity:

o No Networking knowledge required.

o No operational burden for Administrators.

o Networking as a code: Single JSON file for policies.

o DevOps automated deployment: Azure ARM or Terraform.

1 The CSC PriCPA for Azure uses Wireguard protocol. Wireguard is a trademark of Jason
Donenfeld.
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o 2 Steps configuration: Onboard the Node to PriCPA Cloud and Deploy
Policies (Single JSON file).

Visibility:

o Traffic Logs and System Logs.

o Traffic visibility End to End.

o Source IPs preserved.

High Availability:

o Automatic Route provisioning ("next-hop") via Azure CLI.
o Automatic configuration of "Floating Public IP".

o Automatic re routing to Management Networks.
Compatibility:

o 100% Compatible with CSCs for Zscaler and Netskope.

o 100% Compatible with devices that supports Wireguard? Protocol.
Simple Management:

o Local Management: SSH Admin Console with configuration wizards, full
status reporting.

o Remote Management: No proprietary software required. You can use
any change management tool to configure and update the CSC, such
as Azure CLI "Run Command", AWS System Manager (SSM agent),
Ansible, Rundeck, scripting via SSH or similar.

o SNMP v2c and v3 support.

o Radius/MFA for SSH Admin Console access.

o SIEM/Syslog integration for Traffic and Systems Logs.
o TCPDump integrated in the SSH Admin Console.

o Linux terminal console allowed (csccli user).

2 The CSC PriCPA for Azure uses Wireguard protocol. Wireguard is a trademark of Jason
Donenfeld.
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3 Diagrams

3.1 CSC PriCPA for Azure - Single deployment

Internet

Private Subnet -

yar— )

% Virual Desktops

Private Subnet *

= [rivate Traffic
_} Internet as Transport
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3.3 Deployment, management, troubleshooting, and monitoring integrations

CLOUD SECURITY CONNECTOR (CSC) - PRICPA

DEPLOYMENT

1' Terraform A\ Azure

ANSIBLE

A

AWS

Systems
Manager

CHANGE MANAGEMENT & MONITORING

TCPDUMP

TROUBLESHOOTING

2

| 95

SNMP

Bandwith Monitor

STATUSES, STATISTICS & REAL TIME TRAFFIC

Multi-Factor Authentication [MFA)

8+8|-

ADMIN ACCESS

LOG COLLECTION

Maidenhead Bridge
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4 Designing your Private Cloud

The following network diagram shows an example of IP addressing for PriCPA.

: Security - /% R
s ﬁ *  Public IP:Port Public IP:Port
$ n : 200.1.1.1:51820 200.1.1.2:51820
; Private IP : ;
: 192.168.7.2/24

Private IP :
Subnets behind:

/N
N4

192 168.7.1/24

*  Subnets behind:
P 10.1.1.0/24
) 10.1.3.0/24

k 10.1.4.0/24 _/

On Premises (vMware, Hyper-v, K\VM)

Private Cloud
Subnet 192.168.7.0/24

Public IP:Port Public IP:Port
_____ 200.1.1.3:51820 200.1.1.4:51820

Private IP :
192.168.7.3/24

Compute
Engine
Subnets behind:
10.1.7.0/24
10.1.6.0/24

GCloud

Private IP :
192.168.7.4/24

Subnets behind:
10.1.5.024

\ 10.1.6.0/24 F)
- e

Steps to design your Private Cloud:

1. Select a Subnet for your Private Cloud. The example above is
192.168.7.0/24. Due to the Subnet is /24, up to 255 CSCs can participate
in this Private Cloud.

N

. Assign a Cloud Private IP to each CSC. In this example, we are assigning
192.168.7.1 to0 192.168.7.4

W

. The Public IP to be used will be automatically selected by the CSC on
Public Clouds. When the CSC is On-Prem, you must choose a public IP
configured on your Firewall. You can select the UDP port to use at each
location. For simplicity, it is recommended to use the same port at all
locations. The default UDP port is 51820.

4. Gather the information on the Private Subnets behind each CSC. This
information will be required when configuring the Peers.

5. Firewall Rules (or Security Groups Rules): The CSC for Azure, AWS and
Gcloud will implement the firewall rules automatically. Manual FW rules
are required when the CSC is "On-Premises". The CSC provides a JSON file
with the necessary rules for FW configuration.
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5 Creating the CSC PriCPA for Azure

5.1 Prerequisites

Before launching the CSC PriCPA for Azure, you need to have these elements

ready:

1. (Optional) SSH Key: If you want to access the CSC using SSH keys. If
not, you can use a password during the installation.

2. Virtual Network

3. External Subnet: The External Subnet must be on the same Virtual
Network as the Internal Subnet.

4. Internal Subnet: The Internal Subnet must be on the same Virtual
Network as the External Subnet.

5.2 Launching the CSC PriCPA from Azure Marketplace

Go to Azure Marketplace, search for "Maidenhead Bridge", and select "CSC
PriCPA for Azure".

& Microsoft | Azure Marketplace  More

Products > CSC PriCPA for Azure

Search Marketplace o

CSC PriCPA for Azure

Maidenhead Bridge

. Overview Plans iews
A cloud-native solution for encrypted communications for Public Clouds
and ith Z

Ratings + review:

- Click "Get it Now"

Home >

CSC PriCPA for Azure (preview) = -

Maidenhead Bridge

@ CSC PriCPA for Azure

Maidenhead Bridge | Azure Application

Plan

[csc pricpa - Availability Zones

]

CSC PriCPA - Availability Zones

CSC PriCPA - Availability Set
Overview|

CSC PriCPA - No infrastructure required

Offered under Microsoft Standard Contract

What is Private Cloud Private Acces (PriCPA)?

<0 Add to Favorites

Ratings + Reviews

Private Cloud Private Access (PriCPA) is a cloud-native solution for WAN encrypted communications that covers the scenarios of site-to-site, site-to-cloud and cloud-to-cloud,

following the principles of Zero Trust.

Legacy security networking solutions cannot be fork-lifted to the cloud. There are technical, operational and security limitations when using Legacy solutions. Networking
engineers designed Legacy networking solutions to communicate branches, central offices and data centres.

Cloud communications arrived with new challenges of networking, security and, mainly, operational agility. Applications are now distributed in multiple VNET/VPCs of
different clouds, APls are required to be accessed from numerous sites, and we still need to communicate with on-prem services. An agile method of any-to-any secure
encrypted communications with zero trust is required, and Private Cloud Private Access is the answer to this challenge.
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- Select "Software Plan" and click "Continue". You will be redirected to your

Azure Portal.

EIHM A2 Search resources, services, and docs (G+/)

Home >

CSC PriCPA for Azure

Maidenhead Bridge

@ CSC PriCPA for Azure

Maidenhead Bridge | Azure Application

Plan

-x?-

2 Ad

| C5C PriCPA - Availability Zones

=

- Please, Check the Plan and click "Create".

Maidenhead Bridge

Cloud Security Connector PriCPA for Azure | 21




© sasics Virtual Machine Settings letwol nfigUserData json File Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (D) | MHE ~ |

I_ Resource group ¥ (O | CSC-East-US ~ |
Create new l

Instance details

Location * (D) | East US | R

'y

Please, check if the Location (Region) selected previously supports Availability Zones (see:
https//docs.microsoft.com/en-us/azure/availability-zones/az-region).

Select Single or HA configuration * (5 o Deploy Single (1x) CSC

(®) Deploy High Availability (2x) C5Cs 3

o Choose the Availability Zones for each Cloud Security Connector.
First CSC Availabity Zone * (@ | Zone 1 ' |
Second CSC Availabity Zone ¥ (D | Zone 2 ~ |

CSC_Mame* (0 pricpa-csc-aZ | :) \/|

Admin Usemame (1) [ escadmin ~ |
Authentication type % (0 (®) Password 6

() ssH Public Key
Password * (D) | = |
Confirm password * | v |

U

Fill the values on "Basics"

1.
2
3.
4. Select Availability Zone for the first and second CSC. (Note: if the

Resource Group.
Location.

Single deployment or High Availability ( 2 x CSC).

deployment is using Availability Sets, the menu will offer the
corresponding options).

Put a name to the CSC VM. (Note: the ARM template will append a digit to
the name. For example, if you deploy 2 x CSCs, the names will be
<name>-1 and <name-2>)
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6. For the username "cscadmin", choose to use Password or SSH key.

- Click "Next".

o Basics ) Virtual Machine Settings letwol nfigUserData

Virtual machine size * (0 1x Standard B1s

1 wcpw, 1 GB memaory 1
Change size

CSC VM Disk storage account type * (1) Standard_LRS

Standard_LRS

Premium_LRS 2‘

StandardS50_LRS

- Select the Virtual Machine size and Storage Type.

Note:

The CSC PriCPA is a very light VM and can run on small machine sizes such as

Standard Bls. If the CSC PriCPA is very loaded, we recommend increasing the
CPU and Memory of the VM.

Microsoft created the VM Size "Standard Fx" family for Virtual Appliances. We
recommend using the "Standard Fx" series. (i.e. Standard F2).

- Click "Next"

o Basics o Virtual Machine Settings ~ €) Networking nfigUserData

Configure virtual networks

VNET_MName* @ | VNET-East-US hd |
Create new

EXTERMAL_Subnet Name ¥ (&) | csc-external-East-US (10.2.1.0/24) S |
Manage subnet configuration

INTERNAL_Subnet_Mame * (0} | csc-internal-East-US (10.2.2.0/24) ~ |

Manage subnet configuration

-> Select the VNET, External and Internal Subnet for the CSC and click "Next".

(Optional) -> Paste configUserData.json file.

@ Basics @ virtual Machine Settings @) Metworking @) configUserData json File

(Optional) Paste here configUserData.json file:

configlserDatajson file (0 | { “model”: “csc-pricpa-azure”,  “type™ “configUserData®, “wversio.. -
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IMPORTANT: See Appendix B for format and examples of the
configUserdata.json file.

Via configUserData.json file, you can pass values to parameters during the
installation of the CSC. You can setup:

1. AWS SSM agent registration values.

2. DNS servers

3. Syslog servers and traffic log configuration.
4

. PriCPA Local configuration values, Peers URL and Remote Management
Networks.

5. SSH Restrictions via ethl and wgO.

6. Admin Management: Enable csccli user and SSH Key.

configUserData.json (blank)

The fields in bold are not configurable. So please, do not modify.

configUserData.json

{
"model": "csc-pricpa-azure",
"type": "configUserData",
"version": "1.0.1",
"awsSsmAgent": {
"enable": "no",
"activationCode": "",
"activationld": "",
"awsRegion": ""

}I
n r]sll:{
"useCloudDns": "yes",
"primaryDnslp": "",
"secondaryDnslp": ""
}I
"syslog": {
"enable": "no",
"primaryServer": {
Ilipll: IlII,
llportll: nn
b
"secondaryServer": {
Ilipll: IlII,
llportll: nn
b
"trafficLogs": {
"enable": "no"
}
}
"priCPA": {
"enable": "no",
"nodeName": "",
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"location": "",
"description": "",
"publicUdpPort":
"privateCirdIp": "",
"persistentKeepAlive": "no",
"peers)sonFileUr!": "",
"remoteManagementNetworks": []

}

"sshRestrictions": {
"ethl": {
"enable": "no",
"allowedNetworks": []
H
"wg0": {
"enable": "no",
"allowedNetworks": []
}
}
"adminManagement": {
"csccli': {
"enable": "no",
"sshPublickey": ""
}
}
}

- Click Next.

o Basics o Virtual Machine Settings o MNetworking o configUserDatajson File

Basics

Subscription MHE

Resource group CSC-East-US

Location East US

Select Single or HA configuration Deploy High Availability (2x) CSCs
First CSC Awvailabity Zone Zone 1

Second C5C Availabity Zone Zone 2

CSC_Name pricpa-csc-aZ-doc

Admin Username cscadmin

Paissveand e

Virtual Machine Settings

Virtual machine size Standard Bls

CSC VM Disk storage account type Standard_LRS
Networking

Virtual netwark VMET-East-US
EXTERMAL_Subnet_MName csc-external-East-Us

Address prefix (EXTERNAL_Subnet_Mame) 10.2.1.0/24
IMTERMAL_Subnet_Mame csc-internal- East-US
Address prefix (IMTERNAL Subnet Name) 10.22.0/24

configUserData.json File

configlserData json file { "model”: “csc-pricpa-azure”, “type™: "configUserData”, "version
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- Check "Validation Passed" and click "Create". Wait up to "Your deployment is

complete".

Microsoft Azu 2 Search resources, services, and docs (G+/)

Home >

& maidenhead-bridge.pricpa-csc-az-azure-application-20230808102527 | Overview

Deployment

«

&% Overview

il Delete © " Redeploy & Download

@ Your deployment is complete

O Refresh

& Inputs

@ D name : mai bridge pricpa-csc-
S Subseription MHB
2 Template Resource group  : CSC-East-US

>  Deployment details

~  Nextsteps

Go to resource group

-> Click "Go to resource group"

102527

and you will see the components created.

2 et e e br)

Home > maidenheac pp | Overview >
(@) CSC-East-US = %
Resource group

[ search «  F Create € Manageview v [i] Delete resource group () Refresh & ExporttoCSV 5 Openquery | @ Assigntags > Move v [i]
@) Overview, S A Essentials
& Activity log Subscription (move) : MHB Deployments
B Access control (AM) subscription 0 [ Location  : East
@ Tags Tags (edity Addtags
T+ Resource visualizer

Resources  Recommendations (2)
£ Events =
Settings. pricpa-csc-aZ-docu] Typeequalsall X Location equalsall X *p Add fiiter
Py
& Deployments Showing 1to 16 of 16 records. [ ] Show hidden types ©
O Securi

2 [ Name * Type T4

@ Deployment stacks

O B pricpa-csc-az-docu-1 Virtual machine
© Policies
; Os= docu-1_0sDisk 1244775 Disk
It Properties
o O B pricpa-csc-az-docu-2 Virtual machine
Q tocks

Os docu-2.OsDisk_1.6/3b91 Disk
Mositoring [ BB pricpa-csc-az-docu-eth0-0-Publiclp-1 Public IP address
9 Insights (preview) O B pricpa-csc-aZ-docu-eth0-0-Publiclp-2 Public IP address
o Alerts O @ pricpa-csc-aZ-docu-etho-1 Network Interface
il Metrics [0 B pricpa-csc-az-docu-eth0-1-Publicip-1 Public IP address.
& Diagnostic sttings [ B pricpa-csc-aZ-docu-etho-1-Publicip-2 Public IP address
# Logs O & pricpa-csc-az-docu-ethd-2 e ool
@ Adveorecommendations O @ pricpa-csc-az-docu-ethd-NsG-1 Network security group

- Done! Your CSCs PriCPA for Azure are deployed.

Maidenhead Bridge
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6 Accessing for first time to your CSC PriCPA

6.1 SSH to the Admin Console using CSC GW IP

1. Go to your Azure Dashboard — Select the VM created —» Networking —»
ethl and check “NIC Private IP”. (CSC-GW-IP (Primary))

® pricpa-csc-aZ-doc-1| Networking #

Virtual machine

B Overview

& Activity log
pricpa-csc-aZ-doc-eth0-1 | pricpa-csc-aZ-doc-eth-1 2

B2 Access control (IAM)

TP configuration ©

@ Teos [ csc-GW-IP (Primary) ~ | 3
&2 Diagnose and solve problems
@ Network Interface: pricpa-csc-aZ-doc-eth1-1  Effective security rules  Troubleshaot VM connec tion issues Topology
iettilny 1 Virtual network/subnet: VNET-East-US/csc-internal-East-US  NIC Public IP: - Accelerated networking: Disabled
:
Pa— ~ Inbound port rules  Outbound port rules  Application security groups  Load balancing

2. In this example, “NIC Private IP” is: 10.2.2.18

3. From a machine inside the Virtual Network or via remotely via PriCPA, ssh
the CSC using username “cscadmin” and key or password:

ssh -i <keyname.pem> cscadmin@<ethl Private IP>

ssh cscadmin@<ethl Private IP>

Important: Please, wait 2 minutes before to SSH the CSC to allow all
processes to complete.
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6.1.1 Initial Screen when using configUserData.json file

When passing PriCPA parameters via the configUserData.json file, the CSC will
automatically do the Local Configuration (First Step) for PriCPA.

configUserData.json, example of priCPA values:

Initial screen:
Maidenhead Bridge

CSC PriCPA for Azure - Admin Console

s JSON configuration file? Please, confirm.

s JSON configuration file.

your choice: []

The initial screen presents a reminder to do the Second Step of the PriCPA
configuration: Add this CSC to the Peers JSON configuration file, including the
“Local Configuration" plus "Subnets behind" this CSC and the "Private Apps".
See section for "Configuring PriCPA" for details.
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*PriCPA is not configured

e, Configure PriCPA using menu option: '5) Configure PriCPA: Local and Peers Configuration.'

Maidenhead Bridge

CSC PricPA for Azure - Admin Console

Please select an option by typing its number

Monitoring Tasks

) Show PriCPA Configuration and Status.
2) Show CSC Node Configuration and Status.
3) Show Interfaces Traffic.
4) Tcpdump.

Configuration Wizards

6) Configure
7) High Availabili

CSC Admin tasks

9) administrator acce and Radius Configuration.
10) Configure DNS, SNMP, P and Timezone.

ystem and Traffic Logs
View System Logs.
Configure Syslog and Traffic Logs.

e) Exit

See section 8.1.2 for detailed configuration.
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7 Resources creates by the ARM template
The following resources are created by the ARM template:
1. Virtual Machine

& Connect [> stat C' Restat []Stop & Capture [ Delete () Refresh [ Openinmobile A&7 Feedback [ CLI/PS

e group (move) : CSC-East-US Operating system Linux (ubuntu 22.04)

st Running Size Standard B1s (1 vepu, 1 GiB memory)
@ T Loy East US Public IP address 1BL17123119

& Diagnose and solve problems Sul (move)  : MHB net : UNET-East-US/csc-extemal-East-US
Settings Subscription ID ide02fb-c38f-45b-9e31-895303be5f1 Not configued

& Networking

ot Tags (edit) Add tags

2. Interfaces External and Internal.

Home > v-1-0-2a-pricpa-csc-as-1

® v-1-0-2a-pricpa-csc-as-1 | Networking # -
Virtual hine
« D Feadvack & Attach network interface 57 Detach network interface

@ Activity log
v-1-0-2a-pricpa-csc-as-eth0-1  v-1-0-2a-pricpa-csc-as-eth1-1

82 Access control (IAM)
@ Tags

£ Diagnose and solve problems

c-as-eth0-1  Effective security rules  Troubleshoot VM connection issues  Topology
Settings

ServicelP (Primary) emal-East-US  NIC Public IP: 137.117.123.119  NIC Private IP:102.1.5  Accelerated networking: Disabled
® Networking PrCPA
7 s wor e uwouna sorciaes Aoolication seeuri itv aroups Load balancina

The CSC PriCPA has 2 Public IPs: ServicelP and PriCPA. The ServicelP is for
outbound communications only to Azure CLI, Security Patches repositories, etc.
The PriCPA is for Inbound/Outbound encrypted communications with other CSCs
of the Private Cloud.

3. Security Group for External Interface. **
3.1. Inbound Rules

Inbound port rules  Outbound port rules  Application security groups  Load balancing

@ Network securty group v-1-0-2a-pricpa-csc-as-eth0-NSG-1 (attached o network inteface: v-1-0-2a-pricpa-csc-as-eth-1)
Impacts 0 subnets, 1 network interaces

Priority Name port Protocol Source Destination Action

2000 55-151820 51820 uop 18213.10984/32217.155.196... 10216 © Allow
65000 Any Any VirtualNetwork VirtualNetwork © Alow
65001 inBound Any Any AzureloadBalancer Any © Allow
65500 Any Any. Any. Any. © Deny

3.2. Outbound Rules

3 The CSC contains Internal Firewall Rules on each interface that are more specific in some
cases. Therefore, there is double protection: The Azure Security Group and the internal
Firewall Rules of the CSC.

4 The CSC automatically updates the internal FW rules and Security Groups to allow Peers to
communicate with each other. (Rules with index 2xxx)
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Inbound port rules  Outbound port rules  Application security groups  Load balancing

ity group NSG-1 (attached to network inteface: v-1-0-2a-pricpa-csc-as-eth0-1)
Impacts 0 subnets, 1 network interfaces

Priority Name Port Protocol
2010 mhb-csc-private-access-051820 51820 uop
2020 mhb-csc-private-access-051821 51821 uoP
4000 AllowPing Any icMp
4030 AllowHTTP 80 TP
400 AllowHTTPS a3 TP
4050 AllowPublicDNS 53 uop
4060 AllowNTP. 123 uop
4070 DenyAllOutbound Any Any
65000 AllowVnetOutBound Any Any
65001 AllowinternetOutBound Any Any
65500 DenyAllOutBound Any Any

VirtualNetwork
Any

Any

‘Add outbound port

Action

18213.10984/32.217.155.196... © Allow

826867432 © Alow .
any © Allow .
Any © Allow
Any © Allow .
Any © Alow -
Any © Allow .
Any © Deny .
VirtualNetwork © Allow .
Internet © Allow -
any © Deny .

4. Security Group for Internal Interface.

4.1. Inbound Rules

Inbound port rules  Outbound port rules  Application security groups  Load balancing

@ Network security group v-1-0-2a-pricpa-csc-as-eth1-NSG-1 (attached to network interface: v-1-0-2a-pricpa-csc-as-eth1-1)
Impacts 0 subnets, 1 network interfaces

Priority Name Port Protocol
4000 AllowNet-10000-8 Ay Any
010 AlowNet-172.1600-12 Ay Any
020 AllowNet-192166.00-16 Any Any
65000 AllowVnetingound Any Any
65001 AllowAzureLoadBalancerinBound Ay Any
65500 DenyAllinBound Ay Any

4.2. Outbound Rules

Inbound port rules  Outbound port rules  Application security groups  Load balancing

@ Network security group v-1-0-2a-pricpa-csc-as-eth1-NSG-1 (attached to network interface: v-
Impacts 0 subnets, 1 network interfaces

2a-pricpa-csc-as-eth1-1)

Priority Name Port Protocol
65000 AllowVnetOutBound Any Any
65001 AllowintemetOutBound Any Any
65500 DenyAllOutBound Any Any

Maidenhead Bridge

Source

10000/8
172160012
192.16800/16
VirtualNetwork
‘AzureloadBalancer

Any

Source.
VirtualNetwork
Any

Any

‘Add inbound port rule

Destination Action

Any © Alow .
Any © Allow
Any © Allow
VirtualNetwork © Allow
Any © Allow
Any © Deny

‘Add outbound port rule

Destination Action
VirtualNetwork © Allow
Internet © Allow
Ay © Deny b
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8 Configuring PriCPA

SSH the CSC to access the Admin Console and go to the section "Configuration
Wizards".

Configuration Wizards

5) Configure PriCPA: Local and Peers Configuration.
Configure CSC Remote Management Networks via PriCPA.
High Availability configuration.

Select "5) Configure PriCPA: Local and Peers Configuration."
The configuration of PriCPA is four simple steps:

Selection: 5

Private Access Configuration Wizard

Steps to configure Private Access:

A) Assign 'Identity' to the VM:

A.1) Go to 'Identity -> System Assigned' and 'Turn ON' status. (and Save).

to 'Identity -> System Assigned® and click *Azure role assignments' and add the following Roles:
Role: Contributor, Resource Group: <CSCs WMs Resource Group/s=
Role: Contributor, Resource Group te Tables Resource Group/s> (optional, but required for HA)
Role: Network ConTllbUTDI Resource Gr : =CSC Subnets (VNET) Resource Group=
) CIPaTP Private Access Local COnflGUIaTlOn (This selection also allows to change Local Configuration)
(optional, if HA is enabled.) Copy Local Configuration to the other CSC in the HA pair.
Load Private Access Peers JSON configuration file.

) Create (or change) Private Access Local Configuration
Load Private Access Peers JSON configuration file
) Quit
Enter your choice: JJ

1. Assign "ldentity" to the CSC (and to the "other CSC" if HA is enabled).

2. Create the Local Node configuration. This step will initialize and enable
Private Access on the Node. The result of this operation will show a
"Token" and "Private Access Local JSON file".

3. (HA Pair only) Initialize the second Node of the HA pair using the "Token"
and "Private Access Local JSON file".

4. Create and distribute the Private Access Peers JSON file to all nodes.

IMPORTANT: We strongly recommend using software with a /JSON formatter
to create the Peers JSON file, like Visual Code or Notepad ++ . See Appendix C
for more detail about how to install these programs and the plugins required.
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8.1 Create the Local configuration (First node of the HA pair
or Single deployment)

8.1.1 Using configUserData.json file

You can pass the Local configuration parameters via configUserData.json file
during the initial deployment.

Here an example:

The CSC will read this information and create the Local configuration on the
First node of the HA deployment or when it is a single deployment. As a result,
the Local Configuration for PriCPA will be ready:

in a safe place to configure the other CSC on the High Availability Pair. Discard this message if you are doing a single deployment.

UXTYW1GCXpNTWXORNRHN@AVHX jMWhOb2wZMndHULVVRTK

Config JSON file:

IMPORTANT: The "Token" and "Private Access Local Config JSON file" will be
used to create the local configuration on the second node of the HA pair.
Please, keep these values in a safe place. You can use these values to
reconfigure any node of the HA Pair if necessary in the future. For example, if
you want to change the IPs or descriptions.
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8.1.2 Manual Configuration
- From Main Menu, select "5) Configure PriCPA: Local and Peers Configuration."

- Select "1) Create (or change) Private Access Local Configuration"

s Configuration Wizard

to configure Private Acc

Quit
Enter your choice: []

- Select "1) Manual Configuration" and input the values requested.

Note: The Public IP to input here is the labelled "PriCPA" on External Interface.

Public IP for PriCPA:

Home » pricpa-csc-aZ-doc-2

&® pricpa-csc-aZ-doc-2 | Networking =

Virtual machine
[ search | « & Feedback
B Overview

2
E Activity log

pricpa-csc-aZ-doc-eth0-2 | pricpa-csc-aZ-doc-eth1-2
B Access control (IAM) _—
IP configuration @
€ Tags -
3| | pricea v

Z? Diagnose and solve problems

Iter the nfiguration 2 "
[[Fiter the ip configuratians | eth0-2  Effective security rules  Troubleshoot VM connection issues

Settings SenvicelP (Primary) ernal-East-US | NIC Public IP: 20.127.203.54 | NIC Private IP: 10.2.1.19  /
1 b
P — % DUTTTO UL TUIES  SUWUUNY puTe Tuies Application security groups Load balancing

» Run Wizard
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Enter your choice:|1
dentity Type: SystemAssigned
Private Access is not enabled.

TMPORTANT:
1) nual Configuration' to generate keys and values
Token and JSON' to load s generated values. For example, to configure second CSC on HA Pair.
Do you want to enable Private Access?
1) Manual Configuration
2) Token and J5ON
3) quit
Enter your choice:|1
Before continuing, you need to have the following values ready:
- Node Name. (string)
- (Optional) Location Name
- (optional) Description. (string)
JOP Port. (IP:Port)
- Private IP/Subnet of Local Interface. (IP/Subnet Prefix)
Do you want to continue?
)Y
your choice: 1

Please, input the following values:
Node Name (string): pricpa-csc
(optional) L
: 192.168.7.25/24
Persistent KeepAlive setting:

nt KeepAlive is required in rare cases:
hen the firewall of this site cannot do an outbound NAT without changing the source port.

a
b) When incoming connections are not possible at all to this site

[THPORTANT: we strongly recomend keeping the default value of ‘Persistent KeepAlive = no'. Enabling 'Persistent KeepAlive' generates unnecessary traffic and consumes CPU resources.

Do you want to change default value of ‘Persistent KeepAlive =

The values to configure a

Node Name: pricpa-csc
Public IP and UDP Por
zure East US
Node for Documentation
pAlive: no

Do you want to apply this values?

HE!
(MHB-CSC) (INFO) Private Access - Private Access service is enabled on pricpa-csc-aZz-doc-2.

Please, copy the following values in a safe place to configure the other CSC on the High Availability Pair. Discard this message if you are doing a single deployment.

Token: YBIFULNsaTFyenJL /TQLUVbKIQZEXDTT1GbSIpendySXd YY oK

Private Access Local Config JSON file:

IMPORTANT: The "Token" and "Private Access Local Config /SON file" will be
used to create the local configuration on the second node of the HA pair.
Please, keep these values in a safe place. You can use these values to

reconfigure any node of the HA Pair if necessary in the future. For example, if
you want to change the IPs or descriptions.
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8.1.3 Create the Local configuration (second node of HA Pair)

SSH the second node of the HA Pair and input the "Token" and "Private Access
Local Config JSON file".

Go to 5) Configure PriCPA: Local and Peers Configuration. = 1) Create (or
change) Private Access Local Configuration - 2) Token and JSON

Selection:| 5

Private Access Configuration wizard

Steps to configure Private Access:

A) Assign 'Identity' to th :
to 'Identi System Assigned' and 'Turn ON' status. (and Sa
to 'Identi System Assigned' and click 'Azur
H : <C5Cs VMs Resour
al, but required for HA)
ou|
B) Cr Private Access Local Configuration. (This ection also allows to change Local Configuration)
optional, if HA is enabled.) Copy Local Configuration to the other CSC in the HA pair.
) Load Private Access Peers JSON configuration fi

1) Create (or change) Private Access Local Configuration
2) Load Private Access Peers JSON configuration file

3) Quit

Enter your choice:|1

Identity Type: SystemAssigned
Private Access is not enabled.

IMPORTANT:
1) Use 'Manual Configuration' to gene
2) Use 'Token and JSON' to load previ ted va For example, to configure second CSC on HA Pair.

Do you want to enable Private Access?

1) Manual Configuration
2) Token and JSON

3) Quit

Enter your choice: 2

1) Manual Configuration
2) Token and JSON

3) Quit

Enter your choice: 2

Before continuing, you need to have ready the values generated on the Fist CSC on the HA Pair.:

1 - Token (string)
2 - Private Access Local Config JSON file. (JSON File)

Do you want to continue?

1) Yes

2)

Enter your choice: 1

Please, input the following values:

Token (string): UUSvUGUzSHMxMUXLYWLGcXpnTwxORnRHNOdvWXd]jMWhOb2wzMndHU1VVRTOK

Please, paste 'Private Access Local Config JSON file' and press 'Enter' if required.

NOTE: If the json file has errors, it is possible that the script will hang. Press '}' and 'Enter' to end the operation.

Private Access Local Config JSON file: {
"peers"; [

"nodeNal
"location":
"description”: ",
"publicKey": "g Y /IESdbtjvHSU=",
"publicIpAndUdpPort
privateCirdIp": "192.168

, nt nngn

ported successfully
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Node Mame: "pricpa-cs
Public IP and UDP P

East Us"
> for Documentation"”

valu
2) Nt
Enter your choice:| 1

(MHB-CSC) (INFO) Priv
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8.2 Create the Private Access Peers JSON file
The Private Access Peers JSON file contains:

1. The Local configuration of each Peer.
2. The "networks" behind each Peer.
3. The "privateApps" allowed to be reached on each Peer.

Here some examples.

8.2.1 Full mesh Private Access Peers JSON file
Consider the following example:

We have 3 nodes and we want to allow full communication between sites for all
port and protocols.

The Local Config JSON file of each node is:

ns-cgc00001
{

"peers": [
{

"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXXJtel4tji3zIMNg+hd2rYUlg)BgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",
"privateCirdlp": "192.168.7.1/24",
"persistentKeepAlive": "no",
"networks": [],
"privateApps": []

ns-cgc00002
{

"peers": [
{

"nodeName": "ns-cgc00002",
"description": "Node on VMware Server 2",
"location": "Datacentre 2",
"publicKey": "xTIBA5rboUvnH4htodjb6e697QjLERtINAB4AMZgp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",
"privateCirdip": "192.168.7.2/24",
"persistentKeepAlive": "no",
"networks": [],
"privateApps": []
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ns-cgc00003
{

"peers": [

"nodeName": "ns-cgc00003",

"description": "Node on VMware Server 3",

"location": "Branch",

"publicKey": "TrMvSoP4jYQIY6RIzBghssQqY3vxI2Pi+y71IOWWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",

"privateCirdip": "192.168.7.3/24",

"persistentKeepAlive": "no",

"networks": [1],

"privateApps": []

Firstly, we need to create our "basic" Peers Configuration JSON file: It contains
the Local Configuration of each Node plus the "networks" behind each node.

Basic Peers Configuration JSON file

"peers": [

"nodeName": "ns-cgc00001",

"description": "Node on VMware Server 1",

"location": "HQ",

"publicKey": "yAnz5TF+IXXJtel4tji3zIMNg+hd2rYUlgJBgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",

"privateCirdIp": "192.168.7.1/24",

"persistentKeepAlive": "no",

"privateApps": []

P

"nodeName": "ns-cgc00002",

"description": "Node on VMware Server 2",

"location": "Datacentre 2",

"publickey": "xTIBA5rboUvnH4htodjb6e697QjLERt1INAB4AMZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",

"privateCirdIp": "192.168.7.2/24",

"persistentKeepAlive": "no",

"privateApps": []

"nodeName": "ns-cgc00003",
"description": "Node on VMware Server 3",
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"location": "Branch",

"publickey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71IOWWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",

"privateCirdlp": "192.168.7.3/24",

"persistentKeepAlive": "no",

"privateApps": []

In this "Basic Peers Configuration JSON file" we have:

* Green: The Local values generated at each node.
. The Subnets behind each node
* Red: Nothing. No private Apps configured.

If you deployed this "Basic Peers Configuration JSON file" to all CSCs, you have
created the Private Cloud. All Peers will be visible to each other, but no traffic
between subnets will be allowed because there is no "privateApps" configured.

If we want to allowed traffic any to any between subnets, we need to add the
corresponding "privateApps" to each node. For example for node: "ns-
cgc00001"

ns-cgc00001
{

"nodeName": "ns-cgc00001",

"description": "Node on VMware Server 1",

"location": "HQ",

"publicKey": "yAnz5TF+IXXJtel4tji3zIMNg+hd2rYUIlgJBgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",

"privateCirdIp": "192.168.7.1/24",

"persistentKeepAlive": "no",

"privateApps": [
{

"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdIp": [
"0.0.0.0/0"
]

"'destinationCirde": [
"10.1.1.0/24",
"10.1.2.0/24"
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]

destinationSinglePorts": [

1
"destinationPortRange": {
"fromPort": "",

||t0P0rt||: nn

}
]
}

In this case, we added a "privateApp" that allows any source IPs (0.0.0.0/0) to
reach the "networks" (10.1.1.0/24 and 10.1.2.0/24) using "all" protocols
("ipProtocol" : "all".)

Now, completing our "Peers Configuration JSON file":

Full Mesh Peers Configuration JSON file.
{

"peers": [

"nodeName": "ns-cgc00001",

"description": "Node on VMware Server 1",

"location": "HQ",

"publicKey": "yAnz5TF+IXXJte14tji3zIMNg+hd2rYUlg)BgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",

"privateCirdlp": "192.168.7.1/24",

"persistentKeepAlive": "no

"privateApps": [
{

"description": "Allow all traffic to this site",
"ipProtocol": "all",
"sourceCirdlp": [

"0.0.0.0/0"

1

"destinationCirdip": [
"10.1.1.0/24",
"10.1.2.0/24"

1,

"destinationSinglePorts": [

1
"destinationPortRange": {
"fromPort": "",
“toPort": ""
}
}
]

e

"nodeName": "ns-cgc00002",

"description": "Node on VMware Server 2",

"location": "Datacentre 2",

"publicKey": "xTIBA5rboUvnH4htodjb6e697QjLERtINAB4MZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",

"privateCirdlp": "192.168.7.2/24",

"persistentKeepAlive": "no",

"networks": [

"privateApps": [
{

"description": "Allow all traffic to this site",
“ipProtocol": "all",
"sourceCirdlp": [
"0.0.0.0/0"
1
"destinationCirdIp": [
"10.2.1.0/24",
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"10.2.2.0/24"
"destinationSinglePorts": [

1
"destinationPortRange": {
"fromPort": ""
“"toPort":
}
}
1

H
{
"nodeName": "ns-cgc00003",
"description": "Node on VMware Server 3",
"location": "Branch",
"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71IO0WWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",
"privateCirdlp": "192.168.7.3/24",
"persistentKeepAlive": "no",

"privateApps": [
{

Allow all traffic to this site",

"sourceCirdlp":
"0.0.0.0/0"

1,

"destinationCirdlIp": [
"10.3.1.0/24",
"10.3.2.0/24"

’
"destinationSinglePorts": [

1,

"destinationPortRange": {
“fromPort": "",
“toPort": ""

Done! Your task is to implement this JSON file on all CSCs and you will have full
connectivity any to any for all protocols.
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8.2.2 Understanding "privateApps" configuration and values
Question 1: Where to configure the "privateApps"?

Only on the node that has the "destinationCirdlp": [], that belongs to its
“networks".

Example: | want to allow access to "destinationCirdlp": ["10.1.1.50/32"]. The
rule must be created on node ns-cgc00001 that has "networks":
["10.1.1.0/24","10.1.2.0/24"]

Question 2 : What about the values to configure?
On "privateApps" section there are two types of values to input:
Accepts single value only -> ""

Accepts single or multiple values -> []

"privateApps": [
{

"description": "",

"ipProtocol": "",

"sourceCirdIp": [1,

"destinationCirdlp": [],

"destinationSinglePorts": [],

"destinationPortRange": {
“fromPort": "",
"tOPOrt": nn

}

}
1

Examples:

Single value (""):

"description": " Intranet Servers",
"ipProtocol": "tcp",

Single or Multiple values ([1):

"sourceCirdlp": ["0.0.0.0/0"],

"destinationCirdlp": ["10.1.1.100/32", "10.1.2.100/32"],
"destinationSinglePorts": [ "80", "443" ],

The following table shows all fields and values accepted:
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Field Value Values to Example
Type configure
"description": "", Single String "description": "Intranet Server Access",
"ipProtocol": "", Single tcp,udp,icmp or |"ipProtocol": "tcp",
all
"sourceCirdlp": [1, Single or |Networks in the |"sourceCirdlp": [

Multiple |range of: "10.2.1.0/24",
10.0.0.0/8 "10.2.2.0/24",
172.16.0.0/12 "10.3.1.0/24",
192.168.0.0/16 "10.3.2.0/24"
and 1
0.0.0.0/0

"destinationCirdlp": [1, | Single or |Networks in the |"destinationCirdlp": [

Multiple |range of >: "10.1.1.100/32",
10.0.0.0/8 "10.1.1.200/32"
172.16.0.0/12 1,
192.168.0.0/16

"destinationSinglePort |Single or |Single Port of the | "destinationSinglePorts": [
s": [1, Multiple |range 1 to 65535 "80",
II443II
]I
"destinationPortRange |Single Single Port of the |"destinationPortRange": {
" { range 1 to 65535 "fromPort": "3780",
"fromPort": "", "toPort": "3784"
IltoPortll: nn }
}

IMPORTANT: For PriCPA, 0.0.0.0/0 represent the private network segments:
10/8, 172.16/12, 192.168/16 and not the entire internet addresses.

5 The expected value here is a value that belongs to the "network" defined behind the CSC.

For example, of the network behind the CSC is 10.1.1.0/24, any destination configured must

belong to 10.1.1.0/24, like 10.1.1.100/32.
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8221

Example of "privateApps" for a Windows Domain controller

The following example shows how to create rules to allow access to your
Domains Controllers.

The port information was taken from this article:

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/config-
firewall-for-ad-domains-and-trusts

example

Example: Domain Controllers IPs: "10.2.1.100/32" and "10.2.2.100/32" on Node ns-cgc00002 of previous

{

o

o

"privateApps": [

"description": "Domain Controllers TCP",

"ipProtocol": "tcp",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.2.1.100/32", "10.2.2.100/32" ],

"destinationSinglePorts": [ "135", "464", "389", "636", "3268", "3269", "53", "88", "445" ],
"destinationPortRange": { "fromPort": "49152", "toPort": "65535" }

"description": "Domain Controllers UDP",

"ipProtocol": "udp",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.2.1.100/32", "10.2.2.100/32" ],
"destinationSinglePorts": [ "123", "464", "389", "53", "88" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

"description": "Domain Controllers Ping",

"ipProtocol": "icmp",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.2.1.100/32", "10.2.2.100/32" ],
"destinationSinglePorts": [],

"destinationPortRange": { "fromPort": "", "toPort": "" }

8.2.2.2

Example of "privateApps" for Internal Web Server.

In this example, we are showing how to configure access to users on ns-
cgc00001 to an Internal Web server located behind node Node ns-cgc00003.

Example: Web Server "10.3.1.200/32" on Node ns-cgc00003 of previous example. Allow access to all
users behind ns-cgc00001

"privateApps": [
{

"description": "Web Server 3",

"ipProtocol": "tcp",

"sourceCirdlp": [ "10.1.1.0/24", "10.1.2.0/24" ],
"destinationCirdIp": [ "10.3.1.200/32" ],
"destinationSinglePorts": [ "80", "443" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }
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8.2.3 Load the "Private Access Peers JSON file" to the CSCs.

After the Local Configuration is done and the "Private Access Peers JSON file" is
created, the next task is to distribute and apply it on each CSC.

There are three methods available:

1. URL: (Recommended) Using "Private Access Peers URL" and running the
command "Refresh Private Access Peers URL" using AWS Systems
Manager, Rundeck or Azure CLI commands.

2. DevOps: Distribute the JSON file on all CSC and run the command "Reload
Private Access Peers URL" using AWS Systems Manager or Rundeck or
Azure CLI commands.

3. Manual: Copy/Paste the JSON file on each CSCs.
In this section we are going to explain two methods: URL and Manual Copy. The
DevOps method is explained on Section12: DevOps operations. (TBC)

8.2.3.1 Using "Private Access Peers URL"
This is the recommended method. The steps to configure are:

1. Place the Private Access Peers JSON file on an internal web server or an
AWS bucket® or similar. Obtain the download URL.

Example of AWS bucket:

Amazon 53 mhb-netskope-private privateAccessPeersConfig-LAB2 json

Copy 53 URI H M pownload H open [4 H Object act

privateAccessPeersConfig-LAB2.json .

Object overview

Owner S3 URI

sales 53:/mhb-netskope-private/privateAccessPeersConfig-LAB2 json

AWS Region
EU (ireland) eu-west-1

Amazon Resource Name (ARN)

tskope-pi /p cessPeersConfig-LAB2.json
Last modified
November 20, 2021, 10:26:09 (UTC+00:00) Entity tag (Etag)

d3aeba11009b98bf5622d9b948f151d9
Size

6.6 KB Object URL

https://mhb-netskope-private.s3.eu-west-1.amazonaws.com/privateAccessPeersConfig-LAB2 son

Type
json

Key

privateAccessPeersConfig-LAB2.json

2. Configure the URL on each CSC.

6 See Appendix D to learn how to secure an AWS S3 bucket by Source IP.
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SSH the CSC and go to Main Menu -> 5) Configure PriCPA: Local and Peers
Configuration, then 2) Load Private Access Peers JSON configuration file

e (or change) Private Access Local Configuration
s JSON configuration file

Enter VDUI choice:

Private Access is enabled

Please, Select Method:

1) Private Access Peers URL

2) manual (Paste Private Access Peers JSON File)
3) Reset to Default Values

4) Quit

Enter your choice:| 1

Your Private Acces Peers URL configured is: https://mhb-netskope-private.s3.eu-west-1.amazonaws.com/privateAccessPeersConfig-LAB2.json

Do you want to change the Priy

EnT=| your choice:|2

Do VDU want to refresh the Private Access Pe

1

eers JSON file imported successfully

You can review your values before to apply. Please, Select 'Compact' or 'Json' format.
1) Cempact
2) Json
review is needed
1

Private Apps:

ex: 0, NodeName: pricpa-csc-aZ-doc, Location: Azure East US, publicIpAndUdpPort: 20.127.203 51820, privateCirdIp: 192.168.7.25/24, Private Apps Qty: 3
1, NodeName: ns-csc-mux-4-as Lcca‘rl:n mulﬂ East US, publicIpAndUdpPort: 4.246.221.166:51820, privateCirdIp: 192.168.7.15/24, Private Apps Qty: @

2, NodeName: pricpa-gcloud- Google Cloud Europe pub'L:LprAndudpP:r .246.67. 14 1820, privateCirdIp: 192.168.7.102/24, Private Apps Qty: 2
3, NodeName: ns-csc -1-0e, ::n A\JS us, pub'L:LprAndudpP: . . g eCirdIp: 192.168.7.37/24, Private Apps Qty: 4

4, NodeName: ns-csc-gre-aws-v-8-4, Location: vpc-18-3-8-8, publicI rt: 52.4. 62 JH 51820, privateCirdIp: 192.168.7.88/24, Private Apps Qty: 4

5, NodeName: ns-cgc@@@84, Location: MHB-DC-KVM, publicIpAndUdpPor 68.6.74:51821, privateCirdIp: 192.168.7.11/24, Private Apps Q

. NodeName: ns-cgc@@@68, Location: CSC via Smartphone, publicIpAndUdpPor . r CirdIp: 192.168.7.8/24, Private Apps Qty: @

, NodeName: ns-cqc80@06, Location: MHB-BH-DC, publicIpAndUdpPort: 217.155.196. va ri : 192.168.7.20/24, Priv Apps Qty: 2

5

6
H)
want to apply this values?

your choice: 1

At this moment, you have the option to review the privateApps to configure in
Compact or JSON format and to apply the values.

Do vau want to apply this values?

ing Private App:
“HB-CSC) (INFO) Pr Access ( N pricpa-csc-aZ-doc) Private App 'Allow all to 10.2.2.8/24 and 10.2.3.8/24' was created succesfully.
(MHB-CSC) (INFO) Priy Access ( Node: pricpa-csc- aZ-doc) Private A ‘Test ICMP from Google' was created succesfully.
(MHB-CSC) (INFO) Pr Access ( Node: pricpa-csc-az-doc) Priv 'SSH and RDP from MGMT Networks' was created succesfully. (destinationSinglePorts)
(MHB-CSC) (INFO) Priy Access - ( No pricp App 'Allow all Google Cloud.' not applicable to this nede.
(MHB-CSC) (INFO) Pr Access ( Node: pricpa-gcloud-v-8-2- ) Private App 'Management Networks' not applicable to this node.
(MHB-CSC) (INFO) Pr Access ( H Node: ns-csc-gre-v-1-8e) Private App 'AWS - SSH and RDP to Remote Server' not applicable to this node.
(MHB-CSC) (INFO) Pr Access ( Node r. 'AWS - icmp' not applicable this node.
(MHB-CSC) (INFO) Pr Access ( Node r. App 'Allow iperf tcp' not applicable to this node.
(MHB-CSC) (INFO) Priy Access - (Inde No riy App 'Allow iperf udp' not appllcahla to this node
Access ( 4 I‘mdp 4 te App 'Allow SSH and RDP fD 10.3.200.0/24' was created succesfully. (destinationSinglePorts)
Access - ( Nos a r App *Allow SNMP to 18.3.200.6/24' not applicable to this node.
Access ( Node E ) Priy App 'Allow iperf tcp' was created succesfully. (destinationSinglePorts)
Access ( e Node: re-a 4) Private App 'Allow iperf udp' was created succesfully. (destinationSinglePorts)
Access ( Noi g 4) \ 'Intranet Server' was cr d succesfully. (destinationSinglePorts)
(MHB-CSC) (INFO) Pr Access ( Node: ns-cgce@oed) A ‘Domain Controllers TCP' was created succesfully. (destinationSinglePorts)
(MHB-CSC) (INFO) Pr Access ( No: ns-cgc0ees) a A ‘Domain Controllers TCP' was created succesfully. (destinationPortRange)
(MHB-CSC) (INFO) Priy Access ( H Node: ns-cgceeees4) Pri ‘Domain Controllers UDP' was created succesfully. (destinationSinglePorts)
(MHB- ) (INFO) Priy Access ( Node: ns-cgceeoes4) \ A "ICMP to 172.19.6.133' was C d succesfully.
(MHB- )M ) Priy Access ( Noi ns-cgcOoen4) vate A 'Syslog ICMP' was created succesfully.
Access ( Node: ns-cgce@0ed) a A ‘Syslog tcp port' was created succesfully. (destinationSinglePorts)
Access ( No: ns-cgc0ees) ‘Syslog udp port' was cr d succesfully. (destinationSinglePorts)
Access ( Node: ns-cgceeeesd) Priy N a d succesfully. (destinationSinglePorts)
Access ( Noi ns-cgceoen4) ! A i d succesfully. (destinationSinglePorts)
Access ( ex: Node: ns-cgco0e6) \ A o Servers' not applicable to this node.
(MHB- CSCMIHFUI r Access ( H Node: ns-cgcB@oes6) A "BH - SSH and RDP to Remote Ser not applicable to this nede.

[Adding Peers:
Access y.
Access N pricpa-gcloud-v-8-2-a added successfuly.
Access N r added successfuly.
Access N -4 added successfuly.

(MHB- CSCMIHFUI riy Access N ns- caceeae4 added successfuly.

(MHB-CSC) (INFO) Pr Access N ns-cgceoees added successfuly.

(MHB-CSC) (INFO) Private Access N : ns-cgcBPO6 added successfuly.

Changes Security Group Externa
Private Access - Inbound Port Fu'L-=s ‘mhb-csc-pri access-151820' added to Security Group 'pricpa-csc-aZ-doc-eth@-NSG-1"
Private Access - Outbound Port Rules 'mhb-csc-private-access-051828, mhb-csc-private-access-051821" added to Security Group 'pricpa-csc-aZ-doc-ethe-NSG-1'

(MHB-CSC) (INFO) Private Access - Private Access Peers List updated succesfully.
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3. The next time you want to refresh the Private Access Peers JSON file,
update the file, deploy it on the same location URL and Run Command:
"Refresh Private Access Peers URL" using AWS SSM Agent or Rundeck or
similar.

AWS System Manager:

» Go to AWS Systems Manager -> Run Command -> and Select "MHB-CSC-
Refresh-Private-Access-Peers-URL"

|AWS Systems Manager Run Command Run a command |

Run a command

Command document

Select the type of command that you want to run.

Q
‘ Owner: Owned by me x‘ | Clear filters
Name
COopY-AWS- 1shellscript
‘ ° MHB-CSC-Refresh-Private-Access-Peers-URL

MHB-CSC-Refresh-Proxy-Bypass-URL

» Move down the screen and select all CSCs:

Targets 1 2
Choose a method for selecting targets.
Specify instance tags O Choose instances manually
Specify one or more tag key-value pairs to select instances that share those Manually select the instances you want to register af targ

tags.

mi-0f3837028ad9fcdfs X | mi-0b9178c22b03ce2bf X ‘ mi-0e234f4278cd74e27 X ‘ ‘ mi-Obeef6eaa71c2fobf X ‘ [
Instances
Q

Ping status: Online X ‘ ‘ Clear filters ‘ 3

Name Instance ID nstance state Availability zone Ping status
ns-cgc00006-b mi-0f3837028adofcdfe - online
ns-cgc00004-b mi-0b9178c22b03ce2bf - Online
ns-cgc00005-a mi-0e234f4278cd74e27 - Online
ns-cgc00004-a mi-ObeefGeaa71c2f0bf < Online
ns-cgc00006-a mi-08c465d750d2689ae - Online
ns-cgc00005-b mi-0650bce2872405c0 - Online

<

» Go to the bottom of the page and click "Run". The next page shows the
status of the command on each CSC.
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AWS Systems Manager » RunCommand » Command ID: e7c8bfa2-e045-4df0-8216-4721be8d4249

Command ID: e7c8bfa2-e045-4df0-8216-4721be8d4249
Command status

Overall status Detailed status #targets # completed
© Success ® Success 6 6

Targets and outputs

Q
Instance ID Instance name Status Detailed Status
mi-0650bce2872f405c0 ns-cgc00005-b @ Success @ Success
mi-08c465d750d2689ae ns-egc00006-a @ Success @ Success
mi-Obeef6eaa?1c2fObf ns-cgc00004-a @ success @ success
mi-0e234f4278¢cd74e27 ns-cgc00005-a @ success @ success
mi-0b9178c22b03ce2bf ns-cgc00004-b @ Success @ Success
mi-0f3837028ad9fedf8 ns-egc00006-b @ Success @ Success

» To see the individual result, right click on the Instance ID and open it on a
new TAB. Check the "Output"

AWS Systems Manager > RunCommand » Command ID: e7c8bfa2-e045-4df0-8216-4721beBd4249 > Output on: mi-0650bce2872f405c0

Output on mi-0650bce2872f405c0

Step 1- Command description and status

Status Detailed status

® success @ success

Step name Start time

Runscripts Sat, 20 Nov 2021 22:39:33 GMT
v Output

The command output displays a maximum of 48,000 characters. You can view the complete command output In either Amazon S3 or CloudWatch Logsif

Private Access - Private Access Peers JSON file imported successfully.

Creating Private Apps
Private Access - (Index: 0, Node: ns-cgc00004) Private App 'Intranet Server' was created succesfully.
{destinationSingleBorts)

Private Access - (Index: 0, Node: ns-cgc00004) Private App *Domain Controllers TCP' was created succesfully.

(destinationSinglePorts)
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Using Rundeck

» Go to the Project <name> -> All Jobs -> Run " Refresh Private Access

Peers URL"

- [ W NS-CSC-MGMT ~ ]

All Jobs

Expand All  Collapse All

» Check CSC Status - Netskope Tr

» Refresh Private Access Peers URL Thi

» Refresh Proxy Bypass URL

> Select ALL nodes and click Run.

x

Execute Job

Refresh Private Access Peers URL

This job downloads the Peers from the URL and applies the changes.

Nodes Change the Target Nodes (6]

Select Nodes (6] & Select All
e

Matched Nodes () %

| an
ns-cgc00004-a ns-cgc00004-b & ns-cgc00005-a & ns-cgc00005-b

& ns-cge00006-a & ns-cge00006-b

O Select None

2

Follow execution  Nodes v @ Run Job Now B

» Wait to succeeded. You can click on "command" to see the results node

by node.
=

© Refresh Private Access Peers URL Succeeded [ 0.00
This job downloads the Peers from the URL and applies the changes. ol

Log Output »

100% 6/6 COMPLETE 0 FAILED 0 INCOMPLETE
Node

Start time

& ns-cgc00004-a Al Steps OK

@ Command oK
22:56:39

22:56:39  Private Access - Private Access Peers JSON file imported successfully.
22:56:39

22:56:39  Creating Private Apps
22:56:42  Private Access - (Index: O
22:56:44  Private Access - (Index: 0, Node: ns-cgc@o0ed) Private App 'Domain Controllers TCP' was created succesfully.
22:56:44  Private Access - (Index: 0, Node: ns-cgc@@0ed) Private App 'Domain Controllers TCP' was created succesfully.
22:56:47  Private Access - (Index: 0, Node: ns-cgc@@0e4) Private App 'Domain Controllers UDP' was created succesfully.
22:56:48  Private Access - (Index: 0, Node: ns-cgc@eoe4) Private App ‘Domain Controllers PING' was created succesfully
22:56:51  Private Access - (Index: O

22:56:53  Private Access - (Index: 0

22:56:54  Private Access - (Index: O

22:56:58  Private Access - (Index: 2

22:57:00

22:57:00  Adding Peers

22:57:03  Private Access - Node: ns-cgc@eees added successfuly

22:57:05  Private Access - Node: ns-cgce0e06 added successfuly

, Node: ns-cgc0004) Private App 'ICMP to 172.19.0.133' was created succesfully.

1056:35 pm

, Node: ns-cgceee04) Private App 'Intranet Server' was created succesfully. (destinationsinglePorts)

(destinationsinglePorts)
(destinationPortRange)
(destinationsinglePorts)

Node: ns-cgc@eoe4) Private App 'Syslog server' was created succesfully. (destinationsinglePorts)

, Node: ns-cgceee04) Private App 'AlL protocol 192.168.6.0/24' was created succesfully.
, Node: ns-cgceee06) Private App 'BH - SSH and RDP' was created succesfully. (destinationSinglePorts)

> & ns-cgc00004-b ‘Al Steps OK
> & ns-cgc00005-a Al Steps OK
> & ns-cgc00005-b Al Steps OK
> & ns-cgc00006-a Al Steps OK
> & ns-cgc00006-b Al Steps OK
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8.2.3.2

From Main Menu, go to 5) Configure PriCPA: Local and Peers Configuration.,
follow the steps below and Paste the Private Access Peers Json File:

Private Lo
Peers JSON

1) Create (or nge)
2) |Load Private A
3) wuit
Enter your

1 Configuration
onfiguration file

hoice:
Peers JSON File)

WARNING: Manual Configuration will remove the Private Access Peers URL if configured.

te the Private A N File?

Please, paste Private Peers JSON File and press 'Enter' if required.

NOTE: If the json file has errors, it is possible that the s 11 hang. Press and 'Enter

Peers JSON file

MUX 4 A
wdTx+mrLMbgLBube0

17

.2.2

2.0/24",

Private

Please, Select ‘Compact’ o * format

pPort: 4.246.221.

publicIpAndUdpPort :

t: 18.213.169.84 privateCirdIp
. Locat 20, private
: MHB-DC-K

a
MHB-BH-DC,

want to apply this

ting Private App
IHF
and
ricpa-gc App “Allow al
ric e

a-gc -3) Private App ‘Mana
e) Private App 'AWS

Done!

Maidenhead Bridge

Manual: Copy and Paste "Private Access Peers Json file"

to end the operation.
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8.3 Configure CSC Remote Management via Private Access.

If you want to access the CSC via PriCPA (not via ethl), you need to define the
remote IP or Subnet. Also, you need to define the remote IP or Subnet that will
be reached via PriCPA from the CSC. Examples are:

e SSH (Source IP/Subnet)
e SNMP (Source IP/Subnet)
* SIEM / Syslog (Destination IP/Subnet)

The configuration is via SSH Main Menu. You need to add the "Management
Networks". For example, in your primary Datacentre, you have the Subnet
172.19.0.0/24, and from that Subnet, you want to reach the CSC on the Private
Cloud.

The configuration will be:

Configuration Wizards

5) Configure PriCPA: Local and Peers Configuration.

6) Configure CSC Remote Management Networks via PriCPA.
7) High Availability configuration.

CSC Admin tasks

8) AWS SSM Agent (Register or De-Register).

9) Manage Administrators, Restrict SSH access and Radius Configuration.
10) Configure DNS, SNMP, NTP and Timezone.

System and Traffic Logs

11) View System Logs.

12) Configure Syslog and Traffic Logs.

e) Exit

Selection: 6

WARNING! You can isolate this node if the configuration is wrong.
Be careful with this settings. We recommend to be precise with the Host or Subnet configured here.
Subnet Prefixes less than /17 are not accepted.

No Management Networks are configured.

Do you want to configure Management Networks?

1) Yes

2) No

3) Reset to Default

Enter your choice: 1

Input Management Network (IP/Subnet Prefix): 172.19.0.08/24

Do you want to add another Management Network?

1) Yes

2) No
Enter your choice:; 2

Management Network= 172.19.0.0/24

Do you want to apply changes?

Enter your choice: 1
Private Access - Management Network 172.19.8.8/24 was added on pricpa-csc-aZ-doc-1

You can add multiple "Management Networks".
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9 High Availability configuration

When deployed as High Availability pair, the CSCs can manage the "Next-Hop"
of the Azure route/s configured.

The CSC active will assign its CSC GW IP as the "Next-Hop" of the routes
configured. You can configure several routes; there is no limit.

For example:

do Servers-Route-Table »
7

table

| « > Move v [ Delete (D Refresh | A7 Give feedback

4 Overview A Essentials

& Activitylog urce group (me t -East-US Associations : 7 subnet associations

tion

A Access control (IAM)
Subscription
@ Tags '

Subscriptior
£ Diagnose and solve problems

Settings

& Configuration

Routes Name T4 Address prefix ™

L Nexthop type T Nexthop IP ac
4> Subnets Local-VNET 10.200/16 Virtual network

{1l Properties MHB-DC-172.1900 172.1900/24 Virtual appliance 102218

& Locks MHB-DC-192.168.0.0 192.1680.0/24 Virtual appliance 102218
Monitoring MHB-DC-192.166.6.0 192.168.6.0724 Virtual appliance 102218

W Alerts net-103.00-16 103.00/16 Virtual appliance 102218
Automation Server-default-route 0000/0 Virtual appliance 102213

From Admin Console, select: 7) High Availability configuration.

Selection:

This Wizard is for High Availability scenarios when changing Next-Hop on Routes via CSC HA Pair.

How to configure:

1) 'Deployment’: Deploy a pair of CSCs with the following conditions:
1.1) There is connectivity each other via their internal interface
1.2) (Optional, but Recommended) Deploy the €SCs on Availability Zon Availability Sets.
'Identity': On each CSC VM
s tus. (and Save).
role and add the following Rol:
s VMs Resource Group
Contributor, Resource Group s Res Group/s=
Network Contributor, R r < et VNET) Resource Group>

to Routes (inside the Route Table) and create the Routes that the €SC HA group will control:
Route nam

sociate the Subnet with the Route Table.
3) Repeat the process if you want to add more Routes. The CSC HA functionality can manipulate multiple Routes.

ve: By default, the
Select an IP to ping on a remote sit
Remote Management i via PriCPA, using Menu: '6) Configure CSC
ee JSon file, cre ar t allows to Ping the IP from the €SC G
) Obtain the following values and Run the wWizard.
5.1) Route, Route Table, Resource Group.
pu
ptional) R < .
6) This Wizard will create a JSON file. an use this JSON file to configure the Other CSC in the pair.

How 1t worl
e CSCs on the HA pair will automatically select the Next-Hop for the Route/s configured.
[The HA service in NOT Active

Do you want to configure it?

Help provided:

How to configure:

1) 'Deployment': Deploy a pair of CSCs with the following conditions:
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1.1) There is connectivity each other via their internal interfaces.

1.2) (Optional, but Recommended) Deploy the CSCs on Availability Zones or

Availability Sets.

2) 'ldentity': On each CSC VM

2.1) Go to 'ldentity -> System Assigned' and 'Turn ON' status. (and Save).

Example:

pricpa-csc-aZ-doc-1 | Identity

Wirtual machine

|/D Search

| «

B Overview

@ Activity log

A Access control (IAM)

€ Tags

Z? Diagnose and solve problems
Settings

Metworking

Connect

Disks

Size

Microsoft Defender for Cloud

$ o 4 W u B

Advisor recommendations

Extensions + applications

Ll

Availability + scaling

Configuration

. Identity 1

e

2

System assigned User assigned

A system assigned managed identity is restricted to one |
managed identity is authenticated with Azure AD, so you

[-—j Save X Discard O Refresh P'? Got feec

Status O

. T
(o o |3

Object (principal) ID (O
| 0a06a9f0-813c-4ee5-b534-f53f52ddfc8b

Permissions (&

| Azure role assignments

o This resource is registered with Azure Active Directory.
in failures.

Note: Repeat the same step on the other CSC on the HA Pair.

2.2) Go to 'Identity -> System Assigned' and click 'Azure role
assignments' and add the following Roles:

-> Role: Contributor, Resource Group: <CSCs VMs Resource Group/s>

-> Role: Contributor, Resource Group: <Route Tables Resource Group/s>

-> Role: Network Contributor, Resource Group: <CSC Subnets (VNET)

Resource Group>
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Example:

System assigned  User assigned

A system assigned managed identity is restricted
managed identity is authenticated with Azure AC

] save < Discard () Refresh A

Status (D)
( off on_J

Object (principal) ID &
| 0a06a9f0-813c-4dee5-b534-f53f52ddfc8b

Permissions (O

Azure role assignments

Home > Virtual machines > pricpa-csc-aZ-doc-1 | Identity »
Azure role assignments -
-+ Add role assignment (Preview) () Refresh

If this identity has role assignments that you don’t have permission to read, they won't be shown in the list. Learn more

Subscription *

MHB ~
Role Resource Name Resource Type Assigned To
Contributor [4) CSC-East-US Resource Group pricpa-csc-aZ-doc-1
Contributor (%) RouteTables-East-US Resource Group pricpa-csc-aZ-doc-1
Network Contributor () Networks-East-US Resource Group pricpa-csc-aZ-doc-1

Note: Repeat the same step on the other CSC on the HA Pair.

3) 'Routes’

3.1) Go to Routes (inside the Route Table) and create the Routes that the CSC
HA group will control:

-> Route name: <any name you want>
-> Address prefix: <Subnet/Mask>
Examples: Examples: 10.1.0.0/16, 192.168.1.0/24
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-> Next hop type: Virtual Appliance

-> Next hop address: <lnput CSC-GW-IP (ethl IP) of any CSC of the HA
Pair>

Example:

J.o‘Servers-Route-Table E2R- S

Route table

« > Move ~ [0 Delete () Refresh | A7 Give feedback

A Overview A Essentials

E Activity log Resource group (move) : RouteTables-East-US. Associations : 7 subnet associations

A Access con itrol (IAM) East US

MHE
@ Tags

de02fb-c38f-45fb-9e31-89e5303beSH1

2 Diagnose and solve problems
Tags (edit) Add tags

settings Routes

& Configuration P Search routes

4 Routes Name Ty Address prefix T4 Nexthop type T4 Nexthop IP ac
> Subnets Local-VNET 10200/16 Virtual network

Il Properties MHB-DC-17219.00 172.19.00/24 Virtual appliance 102218

A Locks MHB-DC-192.166.0.0 192.166.0.0/24 Virtual appliance 102218
Monitoring MHB-DC-192.168.6.0 192.1686.0/24 Virtual appliance 102218

o Alerts net-103.0.0-16 10300/16 Virtual appliance 1022.18

Server-dsfault-route 000.0/0 Virtual appliance 102213
Automation

3.2) Go to Subnets and associate the Subnet with the Route Table.

3.3) Repeat the process if you want to add more Routes. The CSC HA
functionality can manipulate multiple Routes.

4) 'KeepAlives'

4.1) Internal KeepAlive: By default, the CSC pings each other via the Internal
Interface, but you can choose to ping a remote IP via PriCPA.

-> Select an IP to ping on a remote site.

-> Add the IP to Remote Management Networks via PriCPA, using Menu: '6)
Configure CSC Remote Management Networks via PriCPA.’

-> On your Peers JSON file, create a rule that allows to Ping the IP from the
CSC's GW IPs.

5) Obtain the following values and Run the Wizard.
5.1) Route, Route Table, Resource Group.
5.2) Computer Name and Resource Group of each CSC.

5.3) (optional) Remote IP for Internal KeepAlive.
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Example:

First CSC on the HA Pair - Manual Configuration:

Enter your choice:|1

Please, Sel 'Manual' to configure the First on the HA pair or

Enter your choice: |1
Identity Type: stemAssigned
Please, input the Route/s values:

172.19.0.8

y/n)? n
in the pair

mputer Name: -
Resource Grou

Remote KeepAlive IP is not configured. Using default values

nge the Remote Keepalive IP?

Enter your choice: 1

Input Remote Keepalive (IP): 172.19.8.133
Values to configure are:

Route/s (

oute .19.0.0 (Route Tabl
Route . .0.0 (Route Table:
Computer Name of other in the pair:

Remote KeepAlive IP: 172.19.8

Do you want to apply changes?

This Wizard will create a JSON file. You can use this JSON file to configure the

Other CSC in the pair.

fe place to configure the other

2ms ago

on the High Availability Pair.
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Example:
Second CSC on the HA Pair - (paste) JSON Configuration:

your choice:|1
Please, Select 'Manual' to configure the Firs n the HA pair or 'Json' for the S
1) Manual
on
Quit
Enter your choice
'Enter’ if required.

the script will hang. Pre: }'a 'Enter' to end the operation.

1

0",
Route-Table",
uteTables-Ea "

haKeepAliveRemoteIp":

High abil file (highAvailability.json) integrity is OK
High abil in use: Syste gned

High lability: -0C 19.0.9 (Route Table:

High lability: - ).0 (Route T

High abil s active (running) sii

How it works:

The CSCs on the HA pair will automatically select the Next-Hop for the Route/s
configured.

Check HA using -> 2) Show CSC Node Configuration and Status.:

HIGH AVAILABILITY Information
tive (running) since Sat 2023-08-05 09:12:43 UTC; 1lmin ago

.18 of VM: pric Z-doc-1 (this
Current v
Route/s

.8 (Route
( me of other in _the pair
Private Acc Publ .
KeepAlive Ri

Note: The HA wizard automatically selects the Floating IP for Private Access.

Logs generated by High Availability:

Aug 5 09:14:3 in: | J(INFD) Route to PriCPA using Mext Hop: 10.2.2.18 of




——

10 Show Configurations and Status Private
Access.

10.1 Using SSH Admin console
From Main Menu, go to 1) Show PriCPA Configuration and Status.

Monitoring Tasks
Show PriCPA Configuration and Status
Show CSC Node Configuration and Status.
Show Interfaces Traffic.
Tcpdump.

10.1.1 Show Peer/s Status
In this menu you can see "All Peers Status" or by peer "Select Peer".
Selection: 1
Show Configuration and Status Private Access
select an option:

Show Peer/s Status

Show Peers Json file (active)

Show Local Configuration

Show Firewall Local Rules

Quit
Enter your choice: 1

51821" and is using '12844'. Please review NAT rules on this node or, as the last resource, enable Persistent Keepalive on

IMPORTANT: This section shows if the Peer is Alive and the "Source Port" that arrives at this
node from the Peer. The Source Port information is essential to validate that the NAT on the
Remote Peer is correct or if the FW on the other end is changing the Source Port. Please,
correct the NAT on the remote Peer if you see that the Source Port differs from the expected or
consider to enable "Persistent Keepalive" on the node.

It is unusual to see "Source Port was changed" when the CSC is on Public Clouds (Azure, AWS
or Gcloud), but it often happens when the CSC is On-Prem behind a traditional FW.
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2. Select Peer

This section shows a more detailed information about the Peer.

10.1.2 Show Peers Json file (active)
This menu shows the active Private Access Peers Json file.

1) Show ALL Peers Status
2) Select Pee

3) Quit

Enter your choice: 2

) "ns-csc-mux-4-as"”

2) "pricpa-gcloud-v-8-2-a"
) ["ns-¢sc-qre-v-1

4) "ns-csc-gre-aws-v-9-4"
) "ns-cgceaees4”
) "ns-cgceoees”
) "ns-cgceeees”
) Quit

Enter your choice:|3

Peer Status:
Peer '"ns-csc-gre-v-1-8e"’' (18.213.109.84:518208) -> 192.168.7.37 is Alive. Source Port OK. Using '51828'

Peer Counters:
Latest Communication: Sat 5 Aug 15:21:27 UTC 2023
Transfer: 308 re ved, 220 sent

Peer Configuration:
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10.1.3 Show Local Configuration

This menu shows the Local configuration of the node: Token and Local JSON
File.

Show Configuration and Status Private Access
Please, select an option:

Status
file (active)

your choice: 3
The Local Configuration menu shows the initial configuration of the node. Private Apps and Networks are not shown here. Check 'Show Peers Json file' to see all information.

Please, copy the following values in a safe place to configure the other CSC on the High Availability Pair. Discard this message if you are doing a single deployment.

XpnTWxORNRI jMvihOb2wzMndHU

Private Access Local Config JSON file:
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10.1.4 Show Firewall Local Rules

This menu shows in JSON format the Rules required on the Security Group of
the external interface of the CSC.

Note: The CSC on Public Cloud (Azure, AWS, Gcloud) does the refresh of the External Security
Group every time you update the Peers configuration. No manual configuration is required.
When the CSC is "On-Prem" (VMware, Hyper-V, KVM) use this information to configure your
firewall.

Show Configuration and Status Private Access
Please, select an option:

) Show Peer/s Status

2) Show Peers Json file (active)
) Show Local Configuration

4) Show Firewall Local Rules
) Quit

Enter your choice: |4

This JSON File shows the required Inbound and Outbound Firewall Rules for the CSC's 'localPrivatelp’.

{
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10.2 Using AWS Systems Manager or Rundeck

In this case, the information provided is only "Show ALL Peer Status"

10.2.1 AWS Systems Manager

Go to AWS Systems Manager and Run Command: "MHB-CSC-Show-Private-
Access-ALL-Peers-Status" and select the Nodes. The result will show:

AWS Systems Manager Run Command ‘Command ID: caa5bcf8-3946-4408-b594-d92dd4a5ch49e Qutput on: mi-08¢465d750d2689ae

Output on mi-08c465d750d2689ae

Step 1 - Command description and status

Status
@ success

Step name
Runscripts

v Output

Detalled status
@ success

Start time
Sun, 21 Nov 2021 09:46:15 GMT

The command output displays a maximum of 48,000 characters. You can view the complete command output in either Amazon S3 or CloudWatch |

Peer 'ns-cgc00004' -> 192.168.7.11 is Alive. Source

Peer 'ns-cgc00005' -> 192.168.7.21 is Alive. Source

10.2.2 Rundeck

Port OK. Using '51821'

Port OK. Using '51820'

On Rundeck, run Job: "Show Private Access ALL Peers Status". Select the nodes.

The output will show:

® Show Private Access ALL Peers Status Succee ded
This job shows the reachability of all peer of an specific node. Ly

Log Output »

100% 6/6 COMPLETE 0 FAILED [

Node
~ & ns-cgc00004-a
~ @ Command

09:50:20

& ns-cge00004-b
> @ Command
> & ns-cgc00005-a
> & ns-cgc00005-b
> & ns-cgc00006-a

2 & ns-cgc00006-b

Maidenhead Bridge

All Steps OK
oK

09:50:21 Peer 'ns-cgcB0005' -> 192.168.7.21 is Alive. Source Port OK. Using '51828'
09:50:22 Peer 'ns-cgc@@O@6' -> 192.168.7.20 is Alive. Source Port OK. Using '51820'

All Steps OK
oK

Al Steps OK

All Steps OK

All Steps OK

All Steps OK

Cloud Security Connector PriCPA for Azure | 63




11 The Cloud Security Connector Admin
Console:

The CSC's SSH Console simplifies administrative tasks showing what is
essential to administrators for operation and troubleshooting.

When accessing the console via SSH (using the CSC GW IP), you will receive the
Admin Console.

Maidenhead Bridge
CsC PriCPA for Azure - Admin Console

VM Name : pricpa-csc-aZ-doc-1
egion : eastus
Soft Version : 1.8.3

Please select an option by typing its number

Monitoring Tasks
) Show PriCPA Configuration and Status.
2) Show CSC Node Configuration and Status.
) Show Interfaces Traffic.
4) Tcpdump.

Configuration Wizards

5) Configure PriCPA: Local and Peers Configuration.

6) Configure CSC Remote Management Networks via PriCPA.
7) High Availability configuration.

CSC Admin tasks

8) AWS SSM Agent (Register or De-Register).

9) Manage Administrators, Restrict SSH access and Radius Configuration.
18) Configure DNS, SNMP, NTP and Timezone.

System and Traffic Logs
11) View System Logs.
12) Configure Syslog and Traffic Logs.

The Main Sections are:

* Monitoring Tasks: To check configuration, statuses, real-time traffic and
run tcpdump.

« Configuration Wizards: Configure PriCPA, Remote Management
Networks and HA.

+ CSC Admin Tasks: To register the CSC for AWS management, manage
administrators, restrict SSH, configure radius, DNS Servers, SNMP, NTP
and Timezone.
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+ System and Traffic Logs: Shows Systems logs, configure Syslog
Servers and enable/disable traffic logs.
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11.1 Monitoring Tasks

11.1.1 Show PriCPA Configuration and Status.
See previous section for detailed information.

11.1.2 Show CSC Node Configuration and Status.

Selection: 2

GENERAL INFORMATION
e: pricpa-csc-aZ-doc-1
: eastus | Subscriptionld: ffde@2fb-c38f-45Tb-9e31-89e5303be5f1 | wmSize: Standard Bls
5 Aug 15:58:42 UTC 2023
.0.3 | CSC Model: CSC PriCPA for Azure
loud
Availability Zone : 1

INTERFACES INFORMATION
External: ice IP (ethe): 10.2.1.20/24 | PriCPA IP: 18.2.1.21 | Network Gateway: 10.2.1.1
Internal: CSC GW IP (ethl): 10.2.2.18/24 | Network Gateway: 10.2.2.1

PUBLIC IP Address INFORMATION
Service IP: 20.127.283.20
PriCPA Public IP: 20.127.283.54

DNS INFORMATION
(1): is Alive
is Alive

Agent is active (running) since Fri 2023-08-04 15:35:30 UTC; 24h ago
Registration values: {"ManagedInstanceID":"mi-082f61b13176c35082","Region":"eu-west-2"}

SYSLOG INFORMATION

Primary Syslog / SIEM (IP/TCP PORT): 172.19.0.5/5514 is Alive
Secondary Syslog / SIEM IP: Not configured

Traffic Logs (IP packets) are enabled.

HIGH AVAILABILITY Information
The HA service is: active (running) since Sat 2023-88-85 09:12:43 UTC; 6h ago
Identity Type: SystemAssigned
Route to PriCPA using Next Hop: 10.2.2.18 of VM: pricpa-csc-aZ-doc-1 (this CSC)
Current values configured are:
Route/s (Qty)= 2
Route 1: MHB-DC-172.19.0.8 (Route Table rs-Route-Table, Resource Group=RouteTables-East-US)
Route 2: MHB-DC-192.168.0.0 (Route Table=Servers-Route-Table, Resource Group=RouteTables-East-US)
Computer Name of other CSC in the pair: pricpa-csc-aZ-doc-2 (Resource Group=CSC-East-US)
Private Access Public IP= 20.127.2083.54
leepAli lemote IP: 172.19.8.133 is Alive

11.1.2.1 GENERAL INFORMATION
This section contains general information about the instance:

GENERAL INFORMATION

Name: pricpa-csc-aZ-doc-1

Region: eastus | SubscriptionId: ffde@2fb-c38f7-45fb-9e31-8%9e5303be5f1 | vmSize: Standard Bls
CsC da Sat 5 Aug 15:58:42 UTC 2023

Soft version: 1.0.3 | CSC Model: CSC PriCPA for Azure

Azure Cloud: AzureCl

Availability Zone
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11.1.2.2 INTERFACES INFORMATION
This section contains the interfaces information:
INTERFACES INFORMATION

External: Service IP (eth®): 10.2.1.28/24 | PriCPA IP: 10.2.1.21 | Network Gateway: 18.2.1.1
Internal: CSC GW IP (ethl): 10.2.2.18/24 | Network Gateway: 10.2.2.1

11.1.2.3 PUBLIC IP Address INFORMATION
This section shows the Service Public IP and the PriCPA IP.

PUBLIC IP Add s INFORMATION

Service IP: 208.12

PriCPA Public IP: 2

Note: When the CSC is on HA but not active, the PriCPA Public IP shown is not
the "PriCPA Floating IP". The "PriCPA Floating IP" is displayed if the CSC is the
HA active.

11.1.2.4 DNS INFORMATION

This section displays the DNS information. You can use the default DNS server
from Azure and Google or set up your DNS servers.

DNS INFORMATION

11.1.2.5 AWS SSM AGENT
This section shows the status of the AWS SSM Agent.

AWS SSM AGENT
AWS SSM Agent is active (running) since Fri 2 08-04 15:3 ) UTC; 24h ago

Registration values: {"ManagedInstanceID":"mi f6 3176¢3 " "Region”:"eu-west-2"}

11.1.2.6 SYSLOG INFORMATION

When configured, this section will show the IP/s and TCP port of your
Syslog/SIEM server.
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SYSLOG

. g / SIEM IP: Not configured
Traffic (IP packets) are enabled.

All CSC's logs are tagged with (MHB-CSC)(<action>). The values of <action>
are:

SystemLogs:
« UP
« DOWN
« INFO
* ALERT
« ERROR
Traffic Logs:
+ ALLOW
+ BLOCK

11.1.2.6.1 System Logs example:

To obtain your System Logs, you can search by CSC name plus the following
TAG. For example:

Using GrayLog Server: source: "pricpa-csc-aZ-doc-1" AND ("INFO" OR "ALERT"
OR "UP" OR "DOWN" OR "ERROR")

11.1.2.6.2 Traffic Logs example:

Using GraylLog Server: source:"pricpa-csc-aZ-doc-1" AND ("ALLOW" OR
"BLOCK")
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11.1.2.7  HIGH AVAILABILITY Information
This section show all the information when the CSC Mux is configured on HA:

since Sat 2023-08-85 09:12:43 UTC; &h ago

2.2.18 of VM: pricpa-csc-aZ-doc-1 (this CSC)

te Tabl

: MHBE-DC-19 © (Route Table rv
e of other C5C ; ir: pricpa-csc-
Public IP= 2 L
e IP: 172.19.0.133 is Alive

* If HA service is active.

* The Identity Type in use.

* The current “Next Hop” active for all "Route/s" configured.
*  Amount of Routes configured.

* The Route names.

*  Which is the VM Name of other CSC on the HA pair.

* Private Access Public IP.

+ KeepAlive Remote IP status (if configured)

11.1.3 Show Interfaces Traffic
Use this section to see the traffic in real time.
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Interfaces

11.1.4 Tcpdump.

The objective of this test is to have detailed visibility of any type of traffic via
any interface.

Selection:| 4

[This menu helps to run the *tcpdump’ command on the Cloud Security Connector.
You can inspect packets per Interface, IP, k, Protocol and Port.
[After following the menu, you will see the resulting 'tcpdump’ command. If you want to run more complex tcpdump commands, please log in to the CSC using 'csccli' username.

ecommendations about Interfac
al CSC) to validate th end-to-end between your ces. Ve recommend starting always checking ethl.
al (SC) to check communications b n (SCs using PriCPA, and from the CSC to external services (i re cli).
validate PriCPA Rules. For example, you can see the traffic for a particular remote nation arriving at ethl (internal €SC) but not on PriCPA (wg8). If this happens, your Rule is blocking traffi
n, and you need to correct the Ru
n

to check the ingress interface and interface.

Last Command: sudo timeout 30 tcpdump -n -1 -c 18 -i ethl tcp port 88

u want to continue?

Repeat Last Command
New Command

er your choice: 2

You can repeat the last command or running a new command. Example running
a hew command:

- Select the options:
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Do you want to continue?

Yes - Repeat Last Command
‘es - New Command

Enter your choice: 2

prlCPAquBI
All Interfaces
Quit

Enter your choice:

Please select the Host or Net or Specific Source/Destination Pair or Any.

Host
Net
Source/Destination IPs
Any
Quit
Enter your choice:
Host (IP): 10.2.3

ol (TCP/UDP/ICMP) or Any.

5) Quit
Enter your choice:| 4

By default, this script stops after 10 packets or 38 seconds.
These values work in most troubleshooting scenarios.
You can increase these values here up to 100 packets or 300 seconds maximu

Do you want to change default values?

1) Yes

2) No

3) Quit

Enter your choice: 2

- The test will show the resulting tcpdump command and will show the traffic
captured.

e:|2
COMMAND: |sudo timeout 3@ tcpdump -n -1 -c 1@ -i ethl host 1.

: verbese output suppressed, use -v[v]... for full protocol decode
g on ethl, link-type EN1GMB \thﬂrnnrl snapshof length 262144 bytes
IP . . 48 > . 22: Flags [P.], 5¢q 4@72678G98 4032678134, ack 176467284, win 5081, options [nop,nop, TS val 1249869137 ecr 3019800591], length 36
1P R R R : Flags [.], win 562, options [nc op,TS val 3019809623 ecr 1249869137], length &
49 1P . . .14 - Flags . 1.’7, ack 36, win 502, ions [nep,nop,TS val 3019809624 ecr 124 69137], length 36
IpP . .1408.3734 . “ Flags [. a 501, options [nop,nop,TS val 1249863279 r 3019809624 It h o
IpP . . 4 .2.3.5.22: Flags . 2, ack 37, win 561, options [nop,nop,TS val 1249870873
Flags . seq 37:73, ack 72, win 562, options [nop,nop,TS val 3019810560 ecr 1249870073],
40.37348 .2, .22: Flags [. ack 73, win 501, options [nop,nop,TS val 1249870166 ecr 301981056€], len:
.37348 .2.3.5.22: Flags [P.], seq 72:108, ack 73, win 501, options [nop,nop,TS val 1249870217 ecr 301981085601, length 36
172.1 .14 48: Flags .1, seq 73:189, ack 108, win 502, options [nop,nop,TS val 3619816783 ecr 1243870217
.37348 > .2, .22: Flags .], seq 108:144, ack 169, win 561, options [nop,nop,TS val 1249870311 ecr 3@1981@7@3], lﬂnnfh 36

packpfs dropped by kernel
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:
11.2 Configuration Wizards

Configuration Wizards
5) Configure PriCPA: Local and Peers Configuration.

6) Configure CSC Remote Management Networks via PriCPA.
7) High Availability configuration.

Please, see previous chapter for detailed information about "Configuration
Wizards"

11.3 CSC Admin Tasks

CSC Admin tasks
8) AWS 5SM Agent (Register or De-Register).

9) Manage Administrators, Restrict H access and Radius Configuration.
18) Configure DNS, SNMP, NTP and Timezone.

11.3.1 AWS SSM Agent (Register or De-Register)

The CSC AWS has installed the AWS SSM Agent that allows you to check
remotely the status of the CSC and “Run Commands” using AWS Systems
Manager. You can manage all CSCs models’ using AWS Systems Manager.

Note: You can learn more about “Run Commands” on Appendix B

Steps to create a "Hybrid Activation" and "Register the CSC".

11.3.1.1  Create a "Hybrid Activation" from AWS console.

On your AWS Console, go to Services - Systems Manager - Node Management
- Hybrid Activations and click "Create". Fill the values on shown below:

7 For Vmware, Hyper-V, KVM, Azure, Gcloud and AWS.
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1 x AWS Systems Manager Activations Create activatio

Create activation | 3
Quick Setup

Activation setting
Create a new activation. After you complete the activation, you recelve an activation code and ID. Use the code and ID to register SSM Agent
on hybrid and on-premises servers or virtual machines. Learn more &

¥ Operations Management

Explorer

OpsCenter ‘Activation description- Optional 4 - Put a name to the activation

CloudWatch Dashboard cscogre-for-netskope-on-aws-a

PHD Maximur
Incident Manager New
Instance limit
Specify the total number of servers and VMs that you want to register wiith AWS. The maximum is 1000.
1

v Application Management

Maximum number i

To register more than 1,000 managed instances in the current AWS account and

Parameter Store Region, change your account settings to use advanced instances, Learm more [

Application Manager Ne¥

AppConfig

¥ Change Management S5M Agent on your managed inst; pecify an 1AM role

Change Manager e © Use the default role created by the system

(AmazonEC2RunC

Automation
Select an existing custom 1AM role that has the required permissions

Change Calendar

Maintenance Windows

tional managed r the expiry date, you must create a

add
u

v Node Management
9 The expiry date must be in the future, and not more than 30 days into the future

Fleet Manager New

) Default instance name- Optional
Compliance Specify a name to help you identify this manfged instance when it is displayed in the console or w

jou call a List AP

Inventory csc-gre-for-netskope-on-aws-3

ybrid Activations | 2

Session Manager

5 - Repeat the name

Run Command
Cancel

State Manager

- Click "Create Activation"

< cC & mnsnls.aws.amamn.com/systems-maﬂagsr/act\vat\an;/’lreglow:us-east-1 2

AWS Systems X © You have successfully created a new activation. Your activation code is listed below. Copy this code and keep it in a safe place as you will not be able to access it agall

Manager Activation Code Mlj+cpTwxKxht2|VAXza

Activation ID ca3add7c-36¢7-4cal-8835-e3b640f1abSh
Quick Setup You can now install amazon-ssm-agent and manage your instance using Run Command. Leam more.

The values of Actication Code, Activation ID and Region are required to register

the CSC. Keep this values on a safe place.

11.3.1.2 Register the CSC

11.3.1.3 View the Registered CSC on AWS Systems Manager
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11.3.2 Manage Administrators, Restrict SSH access and Radius
Configuration

IMPORTANT: This section can be accessed only by the "cscadmin” user.

select the task to do:

Manage Administrators: cscadmin and csccli
Restrict 55H Access
Radius Configuration
) Quit
Enter your choice: |

11.3.2.1 Manage Administrators: cscadmin and csccli

The CSC PriCPA for AZure has 2 users configured: cscadmin (for SSH
Administrator Console Access), csccli (standard user, disabled by default.).

From this menu, you can edit the SSH Keys or Password.

Enter your choice: 1

Please, select the Administrator: 'cscadmin' or 'csccli’
cscadmin

2) csccli

3) Quit
Enter your choice: [}

Note: the user "cscadmin" cannot be disabled.

Maidenhead Bridge Cloud Security Connector PriCPA for Azure | 74




11.3.2.1.1 “"cscadmin" settings

Please, select the Administrator: 'cscadmin' or 'csccli’

your choice: 1
Please, select the task to do:

1) Change Password
2} Manage SSH Keys
3) Quit

Enter your choice: I

11.3.2.1.2 "csccli" settings

Note: the "csccli" user allows console access to the CSC. If you are managing
the CSC using Rundeck, or Ansible or similar, you will need to enabled the
“csccli" user and to setup the SSH Key.

Enter your choice: 2
User 'csccli' is not enabled.

Do you want to enable user 'csccli'?

your choice: 1
User 'csccli' was enabled via console.
Please, input a 55H Key for user 'csccli’
This Menu allows to add/delete the S5H Public keys using Nano editor.
save, press CTRL+S and to exit Nano, press CTRL+X
you want to continue?
) Edit SSH Keys

) Quit
Enter your choice: []
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11.3.2.1.3 Managing the SSH Key of a User
You can add/remove keys for a User using "nano editor" when selecting the
user from the previous menu.

11.3.2.2 Restrict SSH Access

This functionality allows administrators to restrict SSH access to the CSC. You
can setup restrictions for the Internal (ethl) and the PriCPA (wgO0) interface.
SSH to external (eth0) interface is always blocked.

IMPORTANT (1): DEFAULT VALUES.

-> Internal Interface (ethl): SSH the CSC to CSC GW IP (<IP>) is allowed from any Host or
Subnet.

-> External Interface (eth0): SSH the CSC to any ethO IP is permanently blocked and cannot
be changed.

-> PriCPA Interface (wg0): SSH the CSC to wgO IP (<IP>) is allowed from any other PriCPA
node that belongs to the PriCPA Subnet. (<Subnet>/<Bitmask>)

IMPORTANT (2): If the Host or Subnet is reachable via PriCPA interface and not Internal
Interface ethl, you must add these Hosts or Subnets as Management Networks on PriCPA
configuration.

Example of configuration:

Enter your choice: 2

This wizard allows restricting the SSH access

allowed from any
y blocked and cani .
owed from any oth e that belongs to the PriCPA Subnet. (192.168.7.6/24)

€ Hosts or Subnets as Management Networks on PriCPA configuration.

allowed only from: 1 0 G .168.6.0/24
is allowed only from

Do you want to change values?

to Default
Enter your choice:
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11.3.2.3  Radius Configuration

This functionality enables Radius Authentication for users accessing the Admin
Console. The configuration requires the Radius Server IP and Secret. Optionally,
you can add a secondary radius server as backup.

-> Configuration on the CSC: Add Radius Server and User:

on to authenticate and access the CSC SS5H Admin conseole using the radius protocel.

Secondary Radius Server?

SC-mux-4-35-mkt-1
) Radiu: ius_us as -csc-m -as -1

-> Example Configuration Windows NPS
1 - Create Network Policy

In this particular case we are allowing users on the Security Group = Radius
Users to authenticate using radius protocol. Please, note the Authentication
method required.
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e Metwork Policy Server
File Action View Help

| 2= HmE

€ NPS (Local)
w [ 7] RADIUS Clients and Servers|

Network P

3 RADIUS Clients Metwork policies allow you to designate who is authorized to connect to the network and the circumstances under which they
= or cannat connect.
31 Remote RADIUS Server

~ I_EJ Policies

| Connection Request Po| | Policy Name
| = Network Policies 1 *LinuxAuthenticator Enabled 1
B, Accounting T Connections to Microsoft Routing and Remote Access server Enabled 2 Deny Access  Unspecified

2 Status Processing Order  Access Type  Source

Grant Access Unspecified

« Wl Ternplates Management @Connedions to other access servers Enabled 3 Deny Access  Unspecifisd

I_EJ Shared Secrets
= RADIUS Clients
i Rermnote RADIUS Servers

=] IP Filters

Conditions - If the following conditions are met

2 - Add the C
Note: The traffic wi

Condition Value
User Groups  MAIDENHEADBRIDG\Radiuslsers | 4|
Settings - Then the following settings are applied
Setting Walue
Access Permission Grant Access
Extensible Authertication Protocol Method  Microsoft: Secured password (EAP-MSCHAP v2)
l Authertication Method EAP OR Unencrypted authentication (FAF. SPAF) | 3
ramed-Frotoca FFF
Service-Type Framed

SC as Radius Clients:
[l arrive to the NPS with source IP: CSC GW IP

e- Metwork Policy Server
File Action View Help
=% xmH
€ NPS (Local)
~ [ | RADIUS Clients and Servers
5 RADIUS Clients | |
55 Remote RADIUS Server
v LEJ Paolicies

' 7] Connection Request Po
I ] Network Policies
‘_“ﬁ' Accounting

~ Wl Templates Management
I_Exj' Shared Secrets
5 RADIUS Clients
i Remote RADIUS Servers

=] 1P Filters

Maidenhead Bridge

RADIUS Clients

; RADIUS clients allow you to specify the network access servers. that prov

Friendly Name IP Address Device Manufacturer  Status
radius 192.168.1.96 RADIUS Standard Enabled
cscmu-4-2 10227 RADIUS Standard Enabled 2
E csCmux-4-1 10224 RADIUS Standard Enabled
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11.4 Configure DNS, SNMP, NTP and Timezone.

CSC Admin tasks

8) AWS SSM Agent (Register or De-Register).

9) Manage Administrators Restrict SSH acress and Radius Configuration.
10) |[Configure DNS, SNMP, NTP and Timezone.

System and Traffic Logs
11) View System Logs.
12) Configure Syslog and Traffic Logs.

) DNS servers
2) SNMP
) NTP servers
4) Time Zone
3) Quit
Enter your choice:

11.4.1 DNS servers

Please, select what you want to configure:
) DNS servers
2) SNMP
) NTP servers
4) Time Zone
5) Quit
Enter your choice: 1
Your current DNS Servers are: 1.1.1.1 ; 8.8.8.8
Mote: Default DNS Servers are Azure (168.63.129.16) and Google (8.8.8.8, 8.8.4.4)

Do you want to change the DNS servers?

3) Reset to default values.
Enter your choicej 1

Primary DNS ¢ IP): 8.8.4.4
Secondary DN (IP): 1.8.0.1

(MHB-CSC) (INFO) CSC: pricpa-csc-aZ-doc-1: DNS Servers changed via console. Using 8.8.4.4 and 1.0.0.1

11.4.2 SNMP

The CSC PriCPA uses Ubuntu Server as its OS and offers all SNMP values of a
standard Ubuntu Server. The CSC PriCPA supports SNMP v2c or v3. No special
MIBs are required.

SNMP Traps are not supported. For information about statuses and other
changes, please, use Systems Logs to trigger alarms or events.
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SN
) NTP
) Time

- choice:|2

Welcome to the SNMP Wizard.

This wizard will help you te configure SNMP Attributes (name, location, etc.), SNMP Version (v2c or w3) and Host (/32) or Subnet (IP/Subnet Prefix) allowed to access the CSC via SNMP
The SNMP configuration is r C Via SNMP, you can obtain all C5C Information and Statistics, but you cann onfigure anything
The CSC is based on Ubuntu 0S. A alues offered by Ubuntu 0S by default are available. Special MIBs are not required
SNMP is not currently configured. Do you want to cenfigure SNMP?
1)
2)
Enter your choice:|1
SNMP Attributes cenfigured are:
Description=

Contact=

Do you want to configure SNMP Attributes?

to default.

input Name for this devi
input Li

11.4.2.2 SNMP v2c configuration

SNMP version 2c requires the "read only community" and the IP or Subnet of
the SNMP platform.

In this example, our SNMP server has IP: 172.19.0.8/32 and the rocommunity is
"public”.
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|SNHF v2c Configuration

SNMP v2c is not configured
Do you want to configure SNMP v2c 7

1) |[Configure SNMP v2c.

2) Skip. Leave values as 1is.
3) Disable SNMP v2c.

Enter your choice: 1

Please input SNMP v2c Read Only Community: public

SNMP v3 Configuration

SNMP v3 is not configured.

Do you want to configure SNMP v3 7

1) Configure SNMP v3.

2) Skip. Leave values as 1s.
3) Disable SNMP v3.

Enter your choice: 2

11.4.2.3 SNMP Networks

The CSC blocks all SNMP request by default. You need to enable the source IPs
(or Subnets) that will query the CSC using SNMP. This setting is mandatory for

SNMP v2c and v3.

|5I‘-H-IF access is NOT allowed from any Host (/32) or Subnet (IP/Subnet Prefix).

Please allow SNMP acess to specific Hosts (/32) or Subnets (IP/Subnet Prefix). This is a mandatory setting.

Input Host (/32) or Subnet (IP/Subnet Prefix): 172.19.0.8/32

Do you want to add another Host (/32) or Subnet (IP/Subnet Prefix)?

Enter your choice: |2

SNMP values to configure are:

cpa-csc-aZ-doc-1

Azure East US
for Documentation
Contact= support@maidenheadbridge.com

SNMP v2c:
Read-only Community name: public

Networks:
Networks Qty: 1
Host or Subnet: 172.19.6.8/32

IMPORTANT: If the Host or Subnet is reachable via PriCPA interface and not Internal Interface ethl,

Do you want to apply this values?

1) Yes

2) No

Enter your cheoice:| 1

(MHB-CSC) (INFO) SNMP Network 172.19.6.8/32 was added on pricpa-csc-aZ-doc-1
SNMP Status is: active (running) since Sat 3-08-05 20:23:28 UTC; 1s ago
(MHB-CSC) (INFO) SNMP configuration was chi on pricpa-csc-aZ-doc-1

you must add these Host or Subnet as Management Networks on PriCPA configuration.
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11.4.2.4 SNMP v3 configuration

SNMP attributes and Networks are standard settings of SNMP v2c and SNMP v3.
This section will show the specific values required for SNMP v3.

1. Security Name (or UserName) : <string>

Privacy Passphrase: <string>
Privacy Protocol: DES|AES

o Uk WN

SNMP v2c is not configured
Do you want to configure SNMP vZc ?
1) Configur
2] Skip. Le
) Disable
Enter your choice: 2
SNMP v3 Configuration
SNMP v3 is not configured.
Do you want to configure SNMP v3 ?
1) |Configur
2) Skip. Le
3) Disable SNMP v3
Enter your choice: 1

Please input Security Name (string): authPrivUser

3) authPriv
Enter your choice: 3

Please input Authentication Passphrase (string): mhbAuthl

Please input Authentication Protocol (MD5|SHA|SHA-512|SHA-384|SHA-256|SHA-224):
15

Please input Privacy Passphrase (string): mhbPrivl
Please input Privacy Protocol (DES|AES):

1) DES

2) AES

Enter your choice: 2

Configure Networks and Confirm values:

Maidenhead Bridge

Security Level: noAuthNoPriv|authNoPriv|authPriv
Authentication Passphrase: <string>

Authentication Protocol: MD5|SHA|SHA-512|SHA-384|SHA-256|SHA-224
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SNMP access is NOT allowed from any Host (/32) or Subnet (IP/Subnet Prefix
Ulow SNHP acess to specific Hos or Subnets (IP/Subnet Prefix). This is a mandatory setting
Skip. Leave values as
3) Reset to Default.
Enter your choice:|1
Input Host (/32) or Subnet (IP/Subnet Prefix): 172.19.0.8/

1t to add another Host (/32) or Subnet (IP/Subnet Prefix)?

jost or Subnet is reachable nterface and not Internal Interface ethl, must add these Host or S s on PriCPA configuration

alues?

1
P Network 172.19.0 was added on pricpa
ct o

e (running) since Sat 2023-68-05 20:40:18
1P configuration was changed on pricpa
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11.4.2.5 What can you do with SNMP?
Here some examples of monitoring the CSC PriCPA via SNMP, using OpenNMS.

11.4.2.5.1 Node Information

Q Search... 21

Home / Search / Node

Node: pricpa-csc-aZ-doc-1

View Events View Alarms View Outages Asset Info Meta-Data Hardware Info Availability SSH Resource Graphs Rescan Admin Update S

SNMP Attributes

Name pricpa-csc-aZ-doc-1
sysObjectlD .1.3.6.1.4.1.8072.3.2.10
Location Azure East US

Contact support@maidenheadbridge.com
Description PriCPA Node for Documentation

11.4.2.5.2 Node Availability

Availability
Availability (last 24 hours) 100.000%
102120 | | | \ | | | | | | Not Moritored
10.2.1.21 | | | | | | | | | Not Monitored
10.2218 0022002300 00,00 01.00 02.00 0200 0400 05:00/06:00 0700 0500 05.00 1000 1100 1200 1300 14:00 15:00 16:00 17.00 18:00 1002000 22 100.000%
PBowe | | 111 RN RN % 100000%
Powe | | | RN RN % 100.000%
| B RN RN ¥ 100.000%

11.4.2.5.3 Node Interfaces (IP & SNMP)

Node Interfaces

IP Interfaces SNMP Interfaces
Search/Filter SNMP Interfaces Q
SNMP ifindex |2 SNMP ifDescr SNMP ifName SNMP ifAlias SNMP ifSpeed
1 lo lo N/A 10000000
2 eth0 eth0 N/A 50000000000
3 ethl ethl N/A 50000000000
4 wg0 wg0 N/A N/A

11.4.2.5.4 Node Statistics (CPU, Memory, etc)

SNMP Node Data

Mode-level Performance Data
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Graph |[Data

CPU Siatistics

1:15 2120 2125
© 29979 MMin :  299.26 M Max
©OL4SS MM : 114.17 M Max

B Used (Other)
0 Buf Ran

EERDEED

P 080 M o: 0.00 Max :
© 984 MMin ;93814 MMax

2130
301,14 0
114.95 0

4.0 0
s3n

©o19.29M

.00
938,14 0

Mininum : 10.00  Maximum : 860.97
Current : 160,47  Average : 158.58

[ Grapn |[Data]

System Memory Stats

21:35 21:40 2145 2150 2155 2200 2205 22:10 2215

11.4.2.5.5 Interfaces Traffic
You can see the traffic per physical interfaces (ethO, ethl) and PriCPA interface

(wgO0).

SNMP Interface Data

[ eth0 (10.2.1.20, 10.2.1.21, 50 Gbps)
[ eth1 (10.2.2.18, 50 Gbps)

[ wg0 (192.168.7.25)

Example of real time traffic on PriCPA interface:

Maidenhead Bridge
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NRTG Graph for mib2.HCbits on node[snmpv2:1691267352161].interfaceSnmp[wg0]

Graph || Data

200M Bits In/Out (High Speed)

0.00

-200M

b
S
=
z

Bits per second
&
g
E

-B0OM
-1.00G

-1.20G
22:03:00 22-03:30 22-04:00 22-04:30 22-05:00 22:05:30 22:08:00
B vy 2.87 M Min : 0.00 Max 6.99 M
W out avg 72.94 M Min 0.90 Max 1.15 6
Tot In NaM Bytes Tot Qut NaN  Bytes Tot Nal Bytes

11.4.3 NTP Servers
By default, the CSC PriCPA uses "ntp.ubuntu.com”. You can configure here your

elect what you want to configure:

) DNS servers
2) SNMP
4) Time
) Quit
er your choice: 3

You are using default Ubuntu NTP servers.

Status: "Initial synchronization to time server 185 1123 (ntp.ubuntu.com).”

Do you want to change the NTP servers?

Enter your choice: 1

Primary NTP Se
Secondary NTP Se

(MHB-CSC) (INFO) CSC: pricpa-csc-aZ-doc-1: NTP Servers changed via console. Using 172.19.0.199 and 192.168.1.199

NTP Servers.

Check the Status:

Selection: 1@
select what you want to configure:

DNS servers
SNMP
NTP servers
Time Zone
Quit
Enter your choice: 3

Your current NTP Ser

The NTP Server connects correctly when the Status is: "Initial synchronization
to time server xxxx".
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11.4.4 Change Timezone
Use this menu to select the timezone of the CSC.

t you want to configure:

logs in the past or future if the Til is incorrect. In most circumstances, UTC is the

ur choice: []

WARNING: Some SIEM/SYSLOG software will show the logs in the past or
future if the Time Zone is incorrect. In most circumstances, UTC is the best
choice.

T coniguring tzdata |
Please select the geographic area in which you live. Subsequent configuration questions will marrow this down by presenting a list of cities, representing the time zones in which they are located.

Geographic area:

Africa

Arctic Ocean
Asia
Atlantic Ocean

Indian Ocean
Pacific Ocean

us
None of the above

<0k> <Cancel>
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11.5 System and Traffic Logs

In this section you can view System Logs, configure Syslog Servers and

enable/disable traffic logs.

System and Traffic Logs
11) View System Logs.
12) Configure Syslog and Traffic Logs.

11.5.1

Selection: 11

View System Logs

Please, Select 'Current Month' or 'Last 6 Months'.
1) Current Month

2) Last 6 Months

3) Quit

Enter your choice: 1

Current Month (August 2023) Logs fer pricpa-csc-aZ-doc-1

34 r HB-CSC) (INFO) CSC: pricpa-csc-aZ-doc-1:
34 r HB-CSC) (INFO) CSC: pricpa-csc-aZ-doc-1: Sy ers using (IP/TCP PORT)
34 r HB-CSC) (INFO) A M Agent is active (running) since Fri 2023-08-94

ELS r (MHB-CSC) (INFO)
34 r (MHB-CSC) (INFO)
34 r (MHB-CSC) (INFO)
34 r (MHB-CSC) (INFO)
34 I (MHB-CSC) (INFO)

t /24 was added.
ment Network: 2

ment Network: 192.168.6.0/24 was added.

selection: 12

Syslog / SIEM Configuration

Primary Syslog / SIEM (IP/TCP POR 172.19.9
Secondary Syslog / SIEM II t configured
[Traffic Logs (IP packets) are enabled.

Do you want to change these values?

NOTE: Reset to default values will reboot the €SC because Traffic Logs are enabled.

s changed via console. Using 1.

1

1.1.1 and 8.8.8.8
9 14

a 2f61b13176¢3!
ice is enabled on pricpa-csc-aZz-doc-1. via configUserData JSON fi

NOTE: The CSC always generates System Logs (Power UP, Tunnel Changes, etc.), but Traffic Logs (IP Packet information) are optional

Enabling or Disabling Traffic Logs will require rebooting the CSC.

[Traffic Logs are enabled. Do you want to disable Traffic Logs?

Enter your choice: 2

Server (IP): 172.19.8.5
ry Syslog TCP por

Primary Syslo
Please enter Prim

Enter your choice: |2

Please confirm th values:
Primary Syslog / SIEM (IP/TCP POR
Traffic Logs (IP packets) are enabled.

Do you want to implement these values?

1) Yes
2) No
Enter your cheoice: 1

(MHB-CSC) (INFO) CSC: pricpa-csc-aZ-doc-1: Syslog Servers changed via console. Using (IP/TCP PORT

Maidenhead Bridge

172.19.8.5/5514
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12 Remote Management

You can use several tools to Remote Manage the CSC. In this chapter, we are
showing how to use Azure "Run Command", AWS Systems Manager (Fleet
Manager) and Rundeck.

12.1 Azure "Run Command"

12.1.1 Using Azure Portal

Azure portal allows to "Run Command" per VM. "Run Command" is particularly
useful if you want to do a quick check, not SSH the CSC.

Instructions: Select the VM go to Run Command - RunShellScript and on
“Linux Shell Script” put the command showed in the below table.

e Run Command Script
icpa-csc-aZ-doc-1][Run command| * - Runshelscrpe
hine

O Seard «
£ Search « @ Now its possible to execute multiple scripts at the same time, manage their progress and persist execution outputs. Scripts and parameters
= an h
o ns

Script execution complete
Pt P

it
d Powershell .
Linux Shell Script 3

|1 /hume/cscac}mm/aws—mtq |

Run Command uses the VM agent to let you run a script inside this virtual machine. This can be helpful for troubleshooting and recovery
details.

Name 2 Description
RunShellScript Executes a Linux shell script
ifconfig List network configuration

ionId: ffdee2fb-c38f-a5fb-Je31-89e5303be5f1 | wmSize: Standard Bis
C 2023

023
1: CSC PriCPA for Azure

vice IP (eth@): 10.2.1.20/24 | PriCPA IP: 10.2.1.21 | Network Gateway: 10.2.1.1
GN IP (ethl): 10.2.2.18/24 | Network Gateway: 10.2.2.1

P Address INFORMATION
rvice IP: 20.127.203.20
ublic IP: 20.127.203.54

DNS INFORMATION
DNs Server (1): 8.8.4.4 is Alive
DNS Server (2): 1.0.6.1 is Alive

12.1.2 Using Azure CLI
The command to execute is the following:

Linux:

$az vm run-command invoke -g <ResourceGroup> -n <VmName> --
command-id RunShellScript --scripts "<CSC Command>" | jq -
r .value[].message
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Please, note that we are using the program "jq" to extract "message"
information and to present it to the Linux terminal.

Example 1: MHB-CSC-ShowConfigurationAndStatus

$ az vm run-command invoke -g CSC-East-US -n pricpa-csc-aZ-dec-1

Enable succeeded:
[stdout]

Z-doc-1
eastus | SubscriptionId: ffde@2fb-c38f-45fb-9e31-89e5303be5f1 | vmSize
sun 6 Aug 5 UTC 2023
.B.4 | CSC Model: CSC PriCPA for Azure
ureCloud

: 10.2.1.26/24 | PriCPA IP: 10.2.1.21 | Network Gateway: 10.2.1.1

: 10.2.2.18/24 | Network Gateway: 18.2.2.1

): 8.8.4.4 is Alive
1.0.8.1 is Alive

running) since Sat 2023-08-85 2

; 16h ago
nagedInstanceID":"mi-082f61b1317! "

eu-west-2"}

ATION
/ SIEM (IP/TCP PORT): 172.19.8.5/5514 is Alive
Sy / SIEM IP: Not configured
Traffic Logs (IP packets) are enabled.

HIGH AVAILABILITY Infor on
The HA serv sk
d

: MHB-DC-172.1!
Route 2: MHB-DC-192.168
Comput f other CSC in the pa
Pr A Public IP= 20.127.20.

$ az vm run-command invoke -g CSC-East-US -n pricpa-csc-aZ-doc-1

Live.
.168.7.102 is A
92.168.7.37 is AL

: Standard Bls

--command-id RunShellScript

--command-id RunShellScript --scripts /home/cscadmin/aws-mt4 | jq -r .value[].message

--scripts */home/cscadmin/aws-shou-private-access-all-peers-status® | jq -r .value[].message

s '51821" and is using '12844°. Please review NAT rules on this node or, as the last resource, enable Persistent Keepalive on this

Source P
e Port OK. Using

12.1.3 Commands table

Test
#

Descritption

CSC Command

1 |MHB-CSC-ShowConfigurationAndStatus

/home/cscadmin/aws-mt4

2 MHB-CSC-Show-Private-Access-ALL-
Peers-Status

/home/cscadmin/aws-show-private-access-all-
peers-status

3 MHB-CSC-Refresh-Private-Access-
Peers-URL

/home/cscadmin/aws-refresh-private-access-
peers-url

4 | MHB-CSC-Reload-Private-Access-JSON-
file

/home/cscadmin/aws-reload-private-access-
peers-json

5 |MHB-CSC-ShowLogCurrentMonth

/home/cscadmin/aws-l-current-month

MHB-CSC-ShowLogLastSixMonths

/home/cscadmin/aws-I-last-6-months
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7 |MHB-CSC-Reload-High-Availability /home/cscadmin/aws-reload-high-availability-
json
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12.2 AWS Systems Manager

The easiest and accessible way to manage the Cloud Security Connectors is to
use AWS Systems Manager. AWS official documentation is available here:
https://aws.amazon.com/systems-manager/. The CSC has preinstalled the SSM

Agent. You need to register the CSC using "Hybrid Activations" and "Run
Documents" afterwards.

With AWS Systems Manager, you can manage the CSC remotely. To do it, you
need to create "Documents” in advance. "Documents" are a series of
commands used by the "Run Command" functionality.

This section explains how to create the "Documents" and "Run Commands".

12.2.1 Create Documents
We provide a CloudFormation template to create all "Documents" in one shot.
Steps:

1. Download the CloudFormation template from:

https://maidenheadbridge.freshdesk.com/support/solutions/articles/
33000280930-create-documents-to-manage-the-csc-via-aws-systems-manager

2. Deploy Stack. Go to Cloudformation -»Create Stack— Upload a template
file

| CloudFormation > Stacks » Create stack

1

s Create stack
Specify template

Prerequisite - Prepare template

step2
Specify stack details

Every stack is based on a template. A template is a JSON of VAML file that contains configuration information about the AWS resources you want to includ in the stack.

steps
Configure stack options 2
© Template is ready Use a sample template Create template in Designer

Stepa
Review
Specify template
Atemplate isa JSON or YAML file that describes your stack’s resources and properties.

3

Template source
Selecting a template o

‘Amazon S3 URL O Upload a template file

Upload a template file

4 MHB—CSC—AWS—S,VStems—Manager—Documents—v—1—0.1'50:1
—

JSON or vam £

S3 URL: https://s3.us-east-
ger-Documents-v-1-0Json

3. Click next.
4. Put the Stack Name
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https://aws.amazon.com/systems-manager/

CloudFormation > Stacks

Create stack

20 Specify stack details

Specify template

Step2 Stack name
Specify stack details

stack name

Step3

o stk option: MHB-CSC-Documents-for-SSM-Agent

Stack name can include letters (A-Z and a-2), numbers (0-9), and dashes (1.

Step4
Review
Parameters

Parameters are defined iplate and allow you to inp

create or update a stack.

No parameters

There are no parameters defined in your template

5. Click Next -> Next -> Create Stack.
6. Wait the Stack to complete.

CloudFormation stacks

MHB-CSC-Documents-fo r-SSM-Agent
MHB-CSC-Documents-for-SSM-Agent
9

Q Stack info

[ Stacks (1)

Events Resources Outputs Parameters Ter

@ view nested
Active ¥

Events (41)

MHB-CSC-Documents-for-SSM-Agent
2021-06-24 10:39:55 UTC+0100 Q
(©) CREATE_COMPLETE

7. Now go to Services -> Systems Manager -> and click "Documents" and
choose "Owned by me"

AWS Systems Manager >

a < 2>

¥ Node Management
Fleet Manager e
Compliance
Inventory
Hybrid Activations

Session Manager

Distrbutor

v Shared Resources.

Documents

MHB-CSC-Any-UpdateZscalerVPNnodes

Document type Owner
Command 544690173127

Platform types
Linux

Default version
1

MHB-CSC-Refresh-Proxy-Bypass-URL

Document type Owner
Command 544690173127

Platform types
Linux

Default version
1

MHB-CSC-Refresh-Routed-Bypass-URL

Document type
Command 544630175127

Platform types
Linux

Default version
1

MHB-CSC-Reload-Config-fson

Document type Owner
Command 544690173127

Platform types
Linux

Default version
1

MHB-CSC-Reload-High-Avallabilty

Default version
1

MHB-CSC-Reload-Routed-Bypass-Json

Default version
1

MHB-CSC-ShowConfigurationAndstatus

Default version
1

MHB-CSC-ShowConfigurationAndstatus-/

Document type Document type Owner Document type Document type
Run Command Command 544690173127 Command 544690173127 Command 544690173127 Command 544690173127
State Manager

Platform types Platform types Platform types Platform types
Patch Manager Unux

Default version
1

ws

MHB-C5C-ShowLogCurrenthonth

MHB-CSC-ShowLogLastsixMonths

MHB-CSC-SpoedTest

MHB-CSC-SwitchTunnels

8. Done!

12.2.2

After you have created the Documents, you are ready to Run Commands on the

CSC.

Run Commands
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You can see the operation results on the "Output" section or store the results
on S3 Buckets for further inspection.

To "Run Commands", go to AWS Systems Manager - Instances & Nodes - Run
Command.

Here is an example of Running: MHB-CSC-ShowConfigurationAndStatus
1. Run a Command

2. Select the Document created (Tip: Select "Owned by me")

CloudWatch Dashboard i Run d command

Incident Manager

Command document

Select the type of command that you want to run.

¥ Application Management
Application Manager

AppConfig
Q

Owner: Owned by me X ‘ Clear filters

Name

Parameter Store

¥ Change Management
Change Manager

Aut i
utomation Copy-AWS-RunShellScript

Change Calendar

MHB-CSC-Refresh-Private-Access-Peers-URL
Maintenance Windows

MHB-CSC-Refresh-Proxy-Bypass-URL

¥ |Node Management MHB-CSC-Refresh-Routed-Bypass-URL

Fleet Manager MHB-CSC-Reload-Config-json

Compliance
MHB-CSC-Reload-High-Availability
Inventory

Hybrid Activations MHB-CSC-Reload-Private-Access-JSON-file

Session Manager

State Manager

MHB-CSC-Reload-Routed-Bypass-json

MHB-CSC-Show-Private-Access-ALL-Peers-Status

Patch Manager (o] MHB-CSC-ShowConfigurationAndStatus

Distributor

3. Scroll down and Select the Instances
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Target selection

Target selection
Choose a method for selecting targets.

specify instance tags

Specify one or more tag key-value pairs to select instances that share those

© Choose instances manually

Manually select the instances you want to register as targets.
tags.
mi-060b74c306f4e0144 X
Instances
|a
| Ping status: Online X | ‘ Clear filters
= Node ID Source type Source ID Name Ping status
‘ mi-060b74c306f4e0144 AWS::SSM::Managedinstance mi-060b74c306f4e0144 v-1-0-2a-pricpa-csc-as Online

4. Click "Run" . Wait for the Command Status "success"

AWS Systems Manager > RunCommand » Command ID: Dae3ade7-002a-443d-806e-8d85994c58a1

Command ID: Oae3ade7-002a-443d-806e-8d85994c58a1

Command status

Overall status

Detailed status # targets # completed
@ Success @ Success 1 1
Targets and outputs
Q
Instance ID Instance name Status Detailed Status
mi-060b74c306f4e0144 pricpa-csc-aZ-doc-2 ® Success @ Success

5. Right click on Instance ID (mi-xxxx) and open

in new tab. Check Output.

AWS Systems Manager > RunCommand > Command ID: Oae3a4e7-002a-443d-806e-8d85994c58a1 > Output on: mi-060b74c306F4e0144

Output on mi-060b74c306f4e0144

Step 1 - Command description and status

Status

Detailed status
© success @ success
Step name Start time
Runscripts Sun, 06 Aug 2023 09:08:07 GMT
v Output

Response code
0

Finish time
Sun, 06 Aug 2023 09:09:14 GMT

The command output displays a maximum of 48,000 characters. You can view the complete command output In either Amazon 3 or CloudWatch Logs, If you specify an 53 bucket or a logs group wh

GENERAL INFORMATION

Name: pricpa-csc-az-doc-2

Region: eastus | Subscriptionld: ffde02fb-c38f-45fb-0e31-80e5303be5F1 | vmSize: Standard Bls

CSC date: Sun 6 Aug 89:09:87 UTC 2823
Soft version: 1.8.4 | CSC Model: CSC PriCPA for Azure

Azure Cloud: AzureCloud
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6. Done! (Note: You can copy the output and to display on a text editor for
more visibility)

File Edit View Search Tools Documents Help
R Y | 9 | X O Q&

|= *Unsaved Document 6 X

GENERAL INFORMATION

Name: pricpa-csc-aZ-doc-2

Region: eastus | SubscriptionId: ffde@2fb-c38f-45fb-9e31-89e5303be5T1 | vmSize: Standard Bls
CSC date: Sun 6 Aug 09:09:07 UTC 2823

Soft version: 1.8.4 | CSC Model: CSC PriCPA for Azure

Azure Cloud: AzureCloud

Availability Zone : 2

10 |INTERFACES INFORMATION
11 [External: Service IP (eth@): 10.2.1.13/24 | PriCPA IP: 10.2.1.19 | Network Gateway: 10.2.1.1
12 [Internal: CSC GW IP (ethl): 10.2.2.6/24 | Network Gateway: 10.2.2.1

14 [PUBLIC IP Address INFORMATION
15 |Service IP: 172.171.251.154
16 [PriCPA Public IP: 172.171.251.97

18 |DNS INFORMATION
19|DNS Server (1): 1.1.1.1 is Alive
20 |DNS Server (2): 8.8.8.8 is Alive

22 |AWS SSM AGENT
23 |AWS SSM Agent is active (running) since Sat 2023-08-85 22:01:00 UTC; 11h ago
24 |Registration values: {"ManagedInstanceID":"mi-868b74c306f4e0144","Region”:"eu-west-2"}

26 |SYSLOG INFORMATION

27 |Primary Syslog / SIEM (IP/TCP PORT): 172.19.0.5/5514 is Alive
28 |Secondary Syslog / SIEM IP: Not configured

29|Traffic Logs (IP packets) are enabled.

31 |HIGH AVAILABILITY Information

32|The HA service is: active (running) since Sat 2823-88-85 22:02:55 UTC; 11h ago

33 [Identity Type: SystemAssigned

34 |Route to PriCPA using Next Hop: 10.2.2.18 of VM: pricpa-csc-aZ-doc-1 (the other CSC in the pair)
35|Current values configured are:

36 Routess (Qty)= 2

37 Route 1: MHB-DC-172.19.0.0 (Route Table=Servers-Route-Table, Resource Group=RouteTables-East-US)
38 Route 2: MHB-DC-192.168.0.0 (Route Table=Servers-Route-Table, Resource Group=RouteTables-East-US)
39 Computer Name of other CSC in the pair: pricpa-csc-aZ-doc-1 (Resource Group=CSC-East-US)

40 Private Access Public IP= 20.127.203.54

41 KeepAlive Remote IP: 172.19.0.133 is Alive
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12.2.3 List of Documents available for "Run Command"

. "MHB-CSC-ShowConfigurationAndStatus": Executes "Show Configuration
and Status"

. "MHB - CSC - Show Private Access ALL Peers status": Show the Status of
all Private Access Peers.

. "MHB - CSC - Refresh Private Access Peers URL": Refresh the Private
Access Peers list using the values of the JSON file stored in the URL
configured.

. "MHB - CSC - Reload Private Access Peers JSON file": Reloads the values
of privateAccessPeersConfig.json

. "MHB-CSC-ShowLogCurrentMonth": Shows current month logs.
. "MHB-CSC-ShowLogLastSixMonths": Shows last six month logs.

. "MHB-CSC-Reload-High-Availability": Reloads the values of
highAvailability.json file. (for CSC on AWS, Azure and Gcloud. Not in use
on CSC for Virtual Platforms.
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12.3 Rundeck

Rundeck (https://www.rundeck.com/) is an open-source software Job scheduler
and Run Book Automation system for automating routine processes across
development and production environments. It combines task scheduling multi-
node command execution workflow orchestration and logs everything that
happens.

Installation Steps:
1. Install Rundeck. Intructions at: https://www.rundeck.com/open-source
2. Create a Project.
3. Enable user "csccli" and setup the SSH Public key on each CSC.
4. On the Project, setup the SSH Private and define the nodes:

| W NS-CSC-MGMT - | Project

| Edit Nodes File | 2
undeck/NS-CSC-MGMT-NODES json

home/rundeck06/rundeck/NS-CSC

Source 2. Filz Reads a file containing nede definitions in a supported format

Format

Description /home/rundeck06/rundeck/NS-CSC-MGMT-NODES.json

Soft Wrap

ns-cocA@fBz-az {

hostname™: "172.19.8.63",
nodename”: "ns-cgcbeeez-a”,
description”: "CSC GRE Cluster A”, 3
tags™: “csc-gre-cluster,netskope,active”, ‘
username”: “csccli”,
osVersien”: "1.87,
osName”: "csc-gre-cluster”

1
ns-CqCBOnnz b= |
hostname™: "172.19.8.64",
nodename”: "ns-cgcbeeez-b”,
description”: "CSC GRE Cluster B™,
tags”: “csc-gre-cluster,netskope,active”,
username”: "cseccli”,
osVersion”: "1.87,
osName”: "csc-gre-cluster”

ns-cqcBBBB1-a”: {

hostname”™: "172.19.8.23",

nodename”: "ns-cgcbeeel-a”,

description”: "CSC GRE Cluster A”,

tags™: “csc-gre-cluster,netskope,inactive”,
username”: "cseccli”,

osVersion”: "1.87,

osName”: "csc-gre-cluster”

L
ns-cgcffesl-b7: [
hostname™: "172.19.8.247,
nodename”: "ns-cgcBeeel-b”,
description”: "CSC GRE Cluster B”,
tags™: "csc-gre-cluster,netskope,inactive”,
username”: "cseccli”,
osVersion”: "1.87,
osName”: "csc-gre-cluster”

L Lt L Ll L Lt L [0 1 P T 10 10 P [0 P N0 8 1 1 S 1 s s
BE AN AR S S B G U b S 5 Oy L0 B L 0 60~ B L
4 “a

5. Create the jobs. Please, contact Support at
http://support.maidenheadbridge.com for the latest Job List.
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12.3.1 Jobs
The following screen shows the list of Jobs available.

12.3.2

[ T NS-CSC-MGMT v ]

17 All Jobs

Check CSC Status - Netskope This test checks L7 K

Refresh Proxy Bypass URL

Refresh Proxy Bypass URL - CSCs with tags:active This job execut esh Prox
Refresh Routed Bypass URL This job update R

Refresh Routed Bypass URL - CSCs with tagsactive This job updates the Rout ss Config

Reload Config Json File This job ¢ s the values of t fig.json file ont
Reload High Availability Json File This only for CSCs on A

Reload Routed Bypass Json File

Show Configuration and Status - CSC with tags:active This job executes Show Configurat
Show Logs Current Month
Show Logs Last 6 Months
Speed Test T

>

>

>

>

>

»

>

>

» Show Configuration and Status This jo ides all configurat tatuses infor
»

>

>

»

» Switch Tunnels Th

» Test Email Use if to check that

» Traceroute and Latency Test Use this Job to t ty of the path to t d-
»

Update Nodes Database

© Show Configuration and Status [=-] Succeeded [
o 5 5 - 5 you
This job provides all configuration and statuses information of the CSC.
Log Output»
100% 212 COMPLETE 0 FAILED 0 INCOMPLETE
Node
& pricpa-csc-aZ-doc-1 Al Steps OK

oK

10:05:32  GENERAL INFORMATION
10:05:32  Name: pricpa-csc-az-doc-1

10:05:32  Region: eastus | SubscriptionId: ffdeo2fb-c38f-4sfb-ge31-89e5303besf1 | vmsize: Standard Bls
10:05:32  CSC date: Sun 6 Aug 10:65:32 UTC 2023

10:05:32  soft version: 1.0.4 | CSC Model: CSC PriCPA for Azure

10:05:32  Azure Cloud: AzureCloud

10:05:32  Availability Zone : 1

10:05:32  INTERFACES INFORMATION
10:05:32  External: Service IP (ethd): 10.2.1.20/24 | PriCPA IP: 10.2.1.21 | Network Gateway: 10.2.1.1
10:05:32  Internal: CSC GW IP (ethl): 10.2.2.18/24 | Network Gateway: 10.2.2.1

10:05:36  PUBLIC IP Address INFORMATION
10:05:36  Service IP: 20.127.203.20
10:05:36  PriCPA Public IP: 20.127.203.54

10:05:36  DNS INFORMATION
10:05:36 NS Server (1): 8.8.4.4 is Alive
10:05:36 NS Server (2): 1.0.0.1 is Alive

10:05:36  AWS SSM AGENT
10:05:36  AWS SSM Agent is active (running) since Sat 2023-08-05 22:00:56 UTC; 12h ago
10:05:36  Registration values: {"ManagedInstanceID":*mi-62f61b13176c35082", "Region”: "eu-west-2"}

Maidenhead Bridge

Start time

110528 am

0 NOT STARTED

Running job "Show Configuration and Status’

Duration
00012
00012
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13 DevOps operations

The CSC is delivered will all configurations and is ready for production. Even so,
during the life cycle of the CSC, some parametrization may be required to be
changed or modified. For this reason, we provide some configuration utilities
that will help with further parametrization and change management.

The CSC offers an option to do some changes using JSON config files. The
operation is simple and is three steps:

1. Obtain the current JSON file from the CSC.
2. Download the modified JSON file to the CSC.

3. "Run Command" (AWS Systems Manager) of the specific "reload"
document. (or use Rundeck Job or Azure Run Command)

The JSON files are available are:

1. privateAccessPeersConfig.json: Use this Json file to configure
"networks" and "privateApps" on your Private Cloud.

2. highAvailability.json: Allows administrators to configure the CSC on HA
pair.

In this chapter, we are going to explain the procedures.
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13.1 privateAccessPeersConfig.json

You can use this file to create Private Access Peer Rules manually instead of
using the automatic method via Private Access Peers URL.

1. Obtain the current "privateAccessPeersConfig.json" from the CSC,
running "Run Command" (AWS-RunShellScript.). For example:

cat /usr/local/etc/mhb-csc/privateAccessPeersConfig.json

{
"peers": [
{

"nodeName": "ns-cgc00001",
"description": "Node on VMware Server 1",
"location": "HQ",
"publicKey": "yAnz5TF+IXX|te14tji3zIMNg+hd2rYUIg)BgB3fBmk=",
"publiclpAndUdpPort": "200.1.1.1:51821",
"privateCirdlp": "192.168.7.1/24",
"persistentKeepAlive": "no",
"networks": ["10.1.1.0/24", "10.1.2.0/24" ],
"privateApps": [
{

"description": "Allow all traffic to this site",
"ipProtocol": "all",

"sourceCirdlp": [ "0.0.0.0/0" 1,

"destinationCirdlp": [ "10.1.1.0/24", "10.1.2.0/24" ],
"destinationSinglePorts": [ "" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

e aad

"nodeName": "ns-cgc00002",
"description": "Node on VMware Server 2",
"location": "Datacentre 2",
"publicKey": "xTIBA5rboUvnH4htodjb6e697QjLERtINAB4AMZqp8Dg=",
"publiclpAndUdpPort": "200.1.1.2:51821",
"privateCirdlp": "192.168.7.2/24",
"persistentKeepAlive": "no",
"networks": [ "10.2.1.0/24", "10.2.2.0/24" ],
"privateApps": [
{

"description": "Allow all traffic to this site",
"ipProtocol": "all",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.2.1.0/24", "10.2.2.0/24" ],
"destinationSinglePorts": [ "" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

e iaad

"ns-cgc00003",

"description": "Node on VMware Server 3",

"location": "Branch",

"publicKey": "TrMvSoP4jYQIY6RIzBgbssQqY3vxI2Pi+y71IOWWXX0=",
"publiclpAndUdpPort": "200.1.1.3:51821",

"privateCirdlp": "192.168.7.3/24",

"persistentKeepAlive": "no",

"networks": [ "10.3.1.0/24", "10.3.2.0/24" ],

"privateApps": [

"nodeName":

"description": "Allow all traffic to this site",
"ipProtocol": "all",

"sourceCirdlp": [ "0.0.0.0/0" ],

"destinationCirdlp": [ "10.3.1.0/24", "10.3.2.0/24" ],
"destinationSinglePorts": [ "" ],
"destinationPortRange": { "fromPort": "", "toPort": "" }

2. Create a AWS bucket and place on it the modified
"privateAccessPeersConfig.json" file.

3. Download the file to the CSC. Run Command "AWS-RunShellScript"
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wget <Your bucket file URL> -O
/usr/local/etc/mhb-csc/privateAccessPeersConfig.json

4. Run Document "MHB-CSC-Reload-Private-Access-JSON-file" to apply the
changes.
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13.2 highAvailability.json file

You can configure High Availability via downloading the highAvailability.json file
and "Run Command" using the "MHB-CSC-Reload-High-Availability" AWS SSM
document.

Steps:

1. Obtain the current "highAvailability.json" from the CSC, running "Run
Command" (AWS-RunShellScript.)

The fields in bold are not configurable. So please, do not modify.

cat /usr/local/etc/mhb-csc/highAvailability.json

"model": "csc-pricpa-azure",
"type": "highAvailability",
"version": "1.0.1",
"highAvailability": {
"haEnable": false,
"halamRole": "",
"haFirstCsc": {
Ilvaamell: IIII'
"vmResourceGroup": "",
"haPubliclp": "

"haSecondCsc": {
Ilvaamell: IIII'
"vmResourceGroup": "",
"haPubliclp": ""

"haPrivateAccessPubliclp": "",
"haRoutes": [],
"haKeepAliveRemotelp": ""
}
}

2. Create a AWS bucket and place on it the modified "highAvailability.json"
file. For example:

The fields in bold are not configurable. So please, do not modify.
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"model": "csc-pricpa-azure",
"type": "highAvailability",
"version": "1.0.1",
"highAvailability": {
"haEnable": true,
"halamRole": "SystemAssigned",
"haFirstCsc": {
"vmName": "pricpa-csc-aZ-doc-1",
"vmResourceGroup": "CSC-East-US",
"haPubliclp": "20.127.203.54"
+
"haSecondCsc": {
"vmName": "pricpa-csc-aZ-doc-2",
"vmResourceGroup": "CSC-East-US",
"haPubliclp": "172.171.251.97"

+
"haPrivateAccessPubliclp": "20.127.203.54",
"haRoutes": [

"routeName": "MHB-DC-172.19.0.0",
"routeTable": "Servers-Route-Table",
"resourceGroup": "RouteTables-East-US"

I
{

"routeName": "MHB-DC-192.168.0.0",
"routeTable": "Servers-Route-Table",
"resourceGroup": "RouteTables-East-US"

}

1,
"haKeepAliveRemotelp": "172.19.0.133"
}
}

3. Download the file to the CSC. Run Command "AWS-RunShellScript"

wget <Your bucket file URL> -O /usr/local/etc/mhb-csc/highAvailability.json

4. Apply the IAM Role to the CSC via AWS Console and Run Document "MHB-
CSC-Reload-High-Availability" to apply the changes.
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14 Appendixes

14.1 Appendix A: Release Notes

14.1.1 Version 1.0.5 (August 2023)
The version 1.0.5 has the following enhancements.

* The CSC nows checks Internet using:
“http://www.msftconnecttest.com/connecttest.txt” instead
“https://management.azure.com/healthcheck?api-version=2014-04-01".
The change was done because the later destination URL counts against
the Azure limits and can be rate limited. Also, because it is slow to

respond.

14.1.2 Version 1.0.4 (August 2023)
This is the initial public release of the CSC PriCPA for Azure.
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https://management.azure.com/healthcheck?api-version=2014-04-01
http://www.msftconnecttest.com/connecttest.txt

14.2 Appendix B: configUserData.json file

14.2.1 Parameters

Via configUserData.json file, you can pass values to parameters during the
installation of the CSC. You can setup:

1. The AWS SSM agent registration values.

2. DNS servers

3. Syslog servers and traffic log configuration.
4

. PriCPA Local configuration values, Peers URL and Remote Management
Networks.

5. SSH Restrictions via ethl and wgO.

6. Admin Management: Enable csccli user and SSH Key.

14.2.2 configUserData.json file (blank)
configUserData.json (blank)

The fields in bold are not configurable. So please, do not modify.

configUserData.json

{
"model": "csc-pricpa-azure",
"type": "configUserData",
"version": "1.0.1",
"awsSsmAgent": {
"enable": "no",
"activationCode": "",
"activationld": "",
"awsRegion": ""

+

"dns": {
"useCloudDns": "yes"
"primaryDnslp": "",
"secondaryDnslp": ""

+
"syslog": {
"enable": "no",
"primaryServer": {
wipt;
"port": "

"éecondaryServer": {
nips
"port": "

H
"trafficLogs": {
"enable": "no"

}

+

"priCPA": {
"enable": "no"
"nodeName": "",
"location": ",
"description": "",
"publicUdpPort": "51820",
"privateCirdlp": "",
"persistentKeepAlive": "no",
"peers)sonFileUr!": "",
"remoteManagementNetworks": []

"sshRestrictions": {
"ethl": {
"enable": "no",
"allowedNetworks": []
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H

"Wwg0": {
"enable": "no",
"allowedNetworks": []

}

"adminManagement": {
"csccli': {
"enable": "no",
"sshPublicKey": ""
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14.2.3 configUserData.json file: Example

configUserData.json

"model": "csc-pricpa-azure",

"type": "configUserData",

"version": "1.0.1",

"awsSsmAgent": {
"enable": "yes",
"activationCode": "KSrTW3e/GpWRG6NnTfezp",
"activationld": "55e60844-3c5b-4ac5-b8c6-c887adc208da",
"awsRegion": "eu-west-2"

"dns": {
"useCloudDns":
"primaryDnslp": "1.1.1.1",
"secondaryDnslp": "8.8.8.8"

"syslog": {
"enable": "yes",
"primaryServer": {
"ip": "172.19.0.5",
“port": "5514"

"éecondaryServer": {
"ip":
"port":

h
"trafficLogs": {
"enable": "yes"
}
+
"priCPA": {
"enable": "yes",
"nodeName": "pricpa-csc-aZ-doc",
"location": "Azure East US",
"description": "PriCPA Node for Documentation",
"publicUdpPort": "51820",
"privateCirdIp": "192.168.7.25/24",
"persistentKeepAlive": "no",
"peers)sonFileUr!": "https://mhb-netskope-private.s3.eu-west-1.amazonaws.com/privateAccessPeersConfig-LAB2.json",
"remoteManagementNetworks": [
"172.19.0.0/24",
"192.168.1.0/24",
"192.168.6.0/24"
1

"sshRestrictions": {
"ethl": {
"enable": "yes",
"allowedNetworks": [
"172.19.0.0/24",
"192.168.1.0/24",
"192.168.6.0/24",
"10.0.0.0/8"
]
H
"wg0": {
"enable": "yes",
"allowedNetworks": [
"172.19.0.0/24",
"192.168.1.0/24",
"192.168.6.0/24",
"10.0.0.0/8"
1
}

"adminManagement": {
"csccli':

"enable": "yes",

"sshPublicKey": "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQDPM+99wX1/ZhtDIKWh+Uv4TrEYboLoLJIRVENZctrrkbpa/
WuSCtY9ghLn)s4jmSSaNzSSCZ5ywpa3LxmYZ60huoUVYEXBR+Ij7MX+trVsifYUe6a)gjPzH8q3x2X72bS20jBQovrNoeN6DZRWWLzLZ4xyczOF+samsm6l/
03jop68KG6+FyLcxFM4DddI)rw29sMi9BJmOzAOEjI2r3x/
Niz+PWqgbvg5Aqm69+uPb)sd6t5egsBsXsKi62blv2rX5hMyZQbxpjcq7BUAc4QcxwZH76X2Y3QVKGnjKXjkFJMcLd6gqzN6Su3yYqn41H8ffN2COrSKD38fvwNDD)Tk
mZ93PWIMWQweNuWMvLxQTG14z0qRIVDnIkMtxi)CZy)pUYe6RQDgaOnweFIOGBO7N9fA/KzA8r/Gjl52E5KIEQQ725pQXcjHZHFjzTeiD1ZjjEBAURUX0DLIABTSO/
0isGUT+pZNQAx6gmX/YxDE/le7qdjuf48aHjwH+uGL1/Q0= cscadmin"

}

}
}

14.2.3.1 awsSsmAgent

"awsSsmAgent": {
"enable": "yes",
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"activationCode": "KSrTW3e/GpWRG6NnTfezp",
"activationld": "55e60844-3c5b-4ac5-b8c6-c887adc208da",
"awsRegion": "eu-west-2"

b

Insert here the values for the activation of the AWS SSM agent. See section
11.3.1 for more details.

14.2.3.2 dns

"dns": {
"useCloudDns": "no",
"primaryDnslp": "1.1.1.1",
"secondaryDnslp": "8.8.8.8"

+

Select "UserCloudDns": "yes" if you want to use Azure DNS (primary) and
Google DNS (secondary)

Select "UserCloudDns": "no" and put the values of "primaryDnslp" and
"secondaryDnslp" if you want to use your own DNS servers.

14.2.3.3  syslog

"syslog": {
"enable": "yes",
"primaryServer": {
"ip": "172.19.0.5",
“port": "5514"

"éecondaryServer": {
niphs
"port;

h
"trafficLogs": {
"enable": "yes"
}
}

Configure "enable": "yes" and put a value on "primaryServer", "ip" and "port".
The secondary servers is optional.

If you want the CSC to collect traffic logs, put "trafficLogs", "enable": "yes"

14.2.3.4  priCPA

"priCPA": {
"enable": "yes",
"nodeName": "pricpa-csc-aZ-doc",
"location": "Azure East US",
"description": "PriCPA Node for Documentation",
"publicUdpPort": "51820",
"privateCirdIp": "192.168.7.25/24",
"persistentKeepAlive": "no",
"peers)sonFileUrl": "https://mhb-netskope-private.s3.eu-west-1.amazonaws.com/privateAccessPeersConfig-LAB2.json",
"remoteManagementNetworks": [
"172.19.0.0/24",
"192.168.1.0/24",
"192.168.6.0/24"
]
h
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In this section, you can configure the Local values for PriCPA, the Peers URL and
the Remote Management Networks. See section 8.1.1 for more details.

14.2.3.5 sshRestrictions

"sshRestrictions": {
"ethl": {
"enable": "yes",
"allowedNetworks": [
"10.2.0.0/16",
"172.19.0.0/24",
"192.168.1.0/24",
"192.168.6.0/24"
]
H
"wg0": {
"enable": "yes",
"allowedNetworks": [
"10.2.0.0/16",
"172.19.0.0/24",
"192.168.1.0/24"
]
}
h

In this section, you can configure from which networks you can access the CSC
via SSH. You can configure when the traffic arrives from the local internal

interface (ethl) or via PriCPA (wg0).

14.2.3.6  adminManagement

"adminManagement": {
"csccli':

"enable": "yes",
"sshPublicKey": "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQDPM+99wX1/ZhtDIKWh+Uv4TrEYboLoLJIRVENZctrrkbpa/

WuSCtY9ghL456s4jmSSaNzSSCZ5ywpa3LxmYZ60huoUvYEXBR+I1j7MX+trVsifYUe6a)gjPzH8g3x2X72bS20jBQovrNoeN6DZRWWLzLZ4xyczOF+samsm6l/

03jop68KG6+FydfxFM4DddIJrw29sMi9BJmOzAOE;jI2r3x/
Niz+PWqgbvg5Aq9+uPb)sd6t5egsBsXsKi62blv2rX5hMyZQbxpjcq7BUAc4QcxwZH76X2Y3QVKGnjKXjkFJMcLd6gzN6Su3yYqn41H8ffN2COrSKD38fvwNDD)TkmZ9

3PWIMWQweNuWMvLXQTG14z0qRIVDnIkMtxi)CZy)pUYe6RQDga0nweFIOGBO7N9fA/KzA8r/Gjl52E5KIEQQ725pQXcjHZHFjzTeiD1ZjjEBAURUXODLIABTSO/
0isGUT+pZNQAx6gmX/YxDE/le7qdjuf48aHjwH+uGL1/Q0= cscadmin"

}

In this section, you can enable access to the terminal console using the "csccli”
user. You need to add here the SSH Public Key.
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14.3 Appendix C: JSON formatters (Visual Code, Notepad ++)

We strongly recommend using Software that can show errors on your JSON file
and also can format (beautify) the file for better visibility. Below two examples.

14.3.1 Visual Code

) File Edit Selection View Go Run Terminal Help

{} untitled-1 ®

L]
L

“peers”: [
I
L
"nodeName": "

1.

"destinationPort
“fromPort” :
“toPort™: "378

1. Download : https://code.visualstudio.com/download
2. Select your platform and install.
3. Create your JSON.
3.1. Visual Code will show the errors in RED.
3.2. To "Beautify" your JSON file press:
3.2.1. On Windows: "Shift + Alt + F"
3.2.2. On MAC: "Shift + Option + F"
3.2.3.  On Linux: " Ctrl + Shift + I"
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14.3.2 Notepad ++

Window 7

Po®| 8EDRE

I:j{ *new 1 - Notepad++
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins
sHHBZGE| s aEkiac/an x| EE =T
o ] Hrew 13|
[=)-peers :1 %‘ " "
50 = pesrs":
- nodeMame : ns-cgcd0001 2 T !
. description : Node on VMware Server 1 5
-~ location : HQ 6
publickey : yAnz5TF-+XX1te 14tji3zIMNg +hd 2rYUlgIBgB 3fBmk= .
- publiclpAndUdpPort : 200,1.1,1:51821 ;
- privateCirdlp : 192,168.7.1/24 5
- persistentkeepalive : no 10
- networks 1B
- privateApps 12
=1
-~ nodeMame : ns-cgc00002 ii |
- description : Node on VMware Server 2 13 L
-~ location : Datacentre 2 16
- publickey : XTIBASrbollvnH4htodjbses97QILER t INAB4MZqp8Dg = 17
- publiclpAndUdpPort : 200.1.1.2:51821 18
privateCirdlp ¢ 132, 168.7.2/24 l; il
- persistenteepAlive : no -
- networks fo
- privateApps ;;
=2 .
-~ nodeMame : ns-cgc00003 fs
description : Node on VMware Server 3 fg B
- location : Branch fs =
- publicKey : TrMvSoP4jYQlY&RIzBgbssQgY 3vxI 2Pi+y 7 UOWWXX0= =
- publiclpAndUdpPort : 200.1.1.3:51821
.- privateCirdlp : 192.168.7.3/24 L
persistentkeepalive : no =
networks
- privateApps |

[

"nodeName": "ns-cgc00001™,
"description™: "Node on VMware Server 17,
"location™: "HQ",
"publicKey": "yAnzSTF+1XXJtel4tjil3zIMNg+hd2r¥UIgJBgB3fBmi=",
"publicIpAndUdpPort”: "200.1.1.1:51821",
"privateCirdIp"™: "192.168.7.1/24",
"persistentKeephlive™: "no",
"networks": [

"10.1.1.0/24",

"10.1.2.0/24"
1.
"privatelApps™: [

{

"description™: "7,

"ipProtocol™: "W,
"sourceCirdIp": [
"10.2.1.0/24",
"10.2.2.0/24",
"10,.3.1.0/24",
"10.3.2.0/24"
1r

"destinationCirdIp": [
"10.1.1.100/32",
"10.1.1.200/32"

1,
"destinationSinglePorts": [
nagn,
n443m
1,

"destinationPortRange™: {
"fromPort™: "3780",
"toPort": "3784"

1. Download: https://notepad-plus-plus.org/downloads/

2. Install JSON Viewer Plug in.

@ C\Program Files\Notepad++\changeleg - Notepad-+

Fle Edit Search View Encoding Language Settings Tools Macro Run
AR GE| /i aE e %% EE|
Bchenaeloa &

Po® dEbN®B

3. Create your JSON file.
4. To Check your JSON file go to:

1 Notepad++ V8.

Plugins Admin

1. Fix a regs Avalsble Updates Installed
2. Fix a reg
3. Make Func 3
s uare oL [3s0n ]| Install
5. Fix phant
6. Enable bad | Plugin Version ~
g [N Notepad++ Plugin 221856
10
. JSON Viewer 140 2
s TSTool 121072
13 1. Fix empuy| | lenguageHelp 175
14 2. Fix langug [[] Linefilterd 1
4 [ Linter 0.1
- [ Location Navigate 0481
17 HNotepad++ v8.
e [ LuaScript on &
1s 1. Fix confi
28 2. Workazownd [G5oN viewer that dplays the selected JSON string in a tree view.
Author: Kapil Ratnani
Homepage: https: /github.com kapilr atnani/ISON-Viewer
Notepad++ v8.
1. Fix empty
2. Fix white
3. Enhance d
4. Fix "Run 1
23 5. Fix toolt:
30 6. Fix dockin
31
32

Viewer.

Maidenhead Bridge

Plugins -> JSON Viewer -> Show JSON
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qun indow ?

Ctrl+Alt+Shift+]

2| MIME Tools S RORCEDE =]
Converter > |
— BlppEvport > |
JSON Viewer > | Show JSON Viewer
" Plugins Admin... Pt
ion Compress J50N

", Open Plugins Folder...
v TyEnzCTE-1HJtel4tii3z1M

About

Ctrl+Alt+Shift+M
Ctrl+Alt+Shift+ C

andUdpFPort™: '200.1.1.1:51821",|
irATRT. "IG? TRAR T 1/7aw

5. To format ("Beautify") your JSON go to: Plugins -> JSON Viewer -> Format

JSON

Maidenhead Bridge
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14.4 Appendix D: Securing an AWS Bucket by source IP.

1. On your AWS console create a bucket with default values for permissions:

"Block al/l Public Access = on"

2. On Bucket Policy, add your Public IPs in "aws:Sourcelp":[]

Ama x Block public access (bucket settings)

rrrrrrrrrr

ook Block All
P
@on
@on
)
oty
]
@ et e et . \

3 - Add this policy|

{
"Version": "2012-10-17",

"Id": "S3Policyld1",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::mhb-zscaler-private/*",
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"200.1.1.1/32",
"200.1.1.2/32",
"200.2.0.0/24"
]
}
}

3. Done!
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