Maidenhead Bridge — Cloud Security Connector for AWS

Maidenhead Bridge

Cloud Security Connector for AWS

Enabling Zscaler (ZIA) for AWS customers
Administrator Guide

CSC Version 3.0

June 2021

Administrator Guide v 3.0 Page 1 of 90 Date 29/06/2021



Maidenhead Bridge — Cloud Security Connector for AWS

Table of Contents

1 INTOAUCHION. ..ttt ettt ettt e ettt et b e et s bt e bt et e sst e b e et e smbeeembeeeaneeenneesaneens 5
2 Key benefits of the Cloud Security Connector for AWS.........cooiieiiinieriienieeieesre e eeee e sveee e 5
3 The CSC on the AWS archit@CtUure..........cocueieieeiiiinieiiieieeteste ettt ettt e e s b e e e sbaee e 6
3.1 High Availability Configuration - 2 Gbps - (See Appendix A for details)........ccccceevueereerreennne 6
3.2 Single Exit to Internet when using Transit GateWay...........cccceevvererrrerreereenenseeneeseenneseensesnnens 7

4 Deploy the Cloud Security Connector (CSC).......cuuvuieiriiririieeiiieeniieeeiieessreessireeessesssssseeessssnnseeeens 8
4.1 Basic Mode dePIOYIMENL. ........cccuiirieiriiirieeiieeieiriteeteesitesteesttesteesteessbessaeesuseesasbaeessseesssseeenane 9
A.1.] PreT@QUISITES. . eeeiieueeeeeeeiuieeeeeiteeeeeitteeeeetteeeesauteeeeesaseeesssssteeesssuseeeesssssaeesssssaeesassssssnsnnnnnes 9

4.1.2 Prerequisites EXAMPLE:........coo ittt e sttt e e e s 9

4.1.3 Launching the CSC from AWS Market..........cccceeuirrieriiienienieiiieeieeereeeseneeesvneeesvneens 10
4.1.4 Accessing for first time t0 your CSC.......cccccouiriiriiniriienieneneetereeteeee st ereeesreeesnee s 14

4.1.5 Initial Wizard Configuration............cccueeeueerieerieinieniieenieeieeseesieeseeeseesaeessseessssseeesnnnens 15
4.1.5.1 SROTt VEISION.....c..eiouiiiiiiiniiintteteeitente ettt ettt et st sresatesatesbestesaeesneeseneesaneesane 15

4.1.5.2 Long Version (wWith EXample)........ccccceeiriiiiniiiiniiiiniiecnieceieccreeeeseieeee s sieneee e 15
4.1.5.2.1 Create "StatiC IP".........ccooviiiiiiiiiiiirrr e 16

4.1.5.2.2 Create "GRE Tunnel"..........coooooiiiiieeee e 16

4.1.5.2.3 Create the LOCAtiON.......ccceveriirtirienieieeieniteteeteeieeste ettt sre e sae e 19

4.1.5.2.4 Run the Configuration Wizard...........c.ccceevuerrieinieniieenienieesieeieeseeeeeeseeeeeveens 20

4.2 Advanced Mode Deployment (using Zscaler API).......ccccocueverrieriinennienienienieneereeseee e 24
4.2.] PreT@QUISITES. ...eeteeurieeeeriiteeeeeiteeeeeriteeeeesiteeeesstteeesesasteeeesssseeeessassaessssssaeesesssstaeeeeeesessnnnns 24
4.2.1.1 userDataConfig.json file fields and values..........cccccoceeverneniininienieninneniceeneen. 25
4.2.1.1.1 Fixed values - do NOt ChANGE........c.ceevruiiiiiieiiiieieiieeeteeriee et e e saaeeees 25

4.2.1.1.2 CIOUANAIME. ......eiutiiiieniieienteeitete ettt ettt ettt s bt et st s st et eatesseebesatesabeeennees 25

4.2.1.1.3 @PITOKENID.......iiiiiiiiiiieieiieeeiteertee ettt st este e st e e s e e e saae e s ssaaabaeeeesnnssnaeas 25

42,114 ADS. ittt st b e st b e bt st a b et be e bt e e ane 28

4.2.1.1.5 bypassPIOXYPACUTL.......coiriiiiiiiiiiieeeieeeeeeete ettt 29

4.2.1.1.6 SYSIOGSEIVETS. ....ceeueiiiieeiienieeiteete et site ettt e st e st e e bt e sabesbeesabeebeeessseeesanaeees 29

4.2.1.1.7 SSIMAZENL.cceieeureeeeeriiteeeeeiteeeeeiteeeesiuteeeessareeesesssraeeassssaeessssssaeeaeeseesessssssnnnsnnns 29

4.2.1.1.8 returnTOPrimaryTunNDel...........coocueeiiiiierieiieeieeteeteete ettt e e 29

4.2.1.1.9 NOAESEIECHION. ... .eeeiieiieiiieeieete ettt ettt s e e eaeees 30

4.2.1.1.10 LOCALOM. ¢ .veeuteiieterieriteteeteett ettt ettt et st s bt et et s bt e st e saneeeabeeeaneesanee s 30

4.2.1.1.11 routedBypassJSONFIleUTL...........ccoovuiiiriiiiiiiiiiiieenieceie et 32

4.2.1.1.12 routedBypPasSRUIES.........ccceiriiiiiiinieeieeteeeeete ettt ettt e s 32

4.2.2 Advanced Mode Deployment using CloudFormation..........ccccceevvveeeenriiveeeeinniineeeeennnns 33

5 The Cloud Security Connector Admin CONSOLe:.......cc.cccervuerienirnienieniinientesreesreseesreeereeeveeeneens 34
5.1 MONILOTING TASKS. .. .viiiriieiiiieeieeeiteeeiieeet et e steeesteeesteessbeessabeessateessaeesseaaessnsnsssaeessnssnes 36
5.1.1 Show Configuration and StatUs..........ccccceveererrierienirrienieneeentesee e etesree e seesseesaeeneeeas 36
5.1.1.1 GENERAL INFORMATION......ccctetttrtieientenienientenieetesitesieetesate e aesaeeseeeesaee e 37

5.1.1.2 INTERFACES INFORMATION.......cccctiitimiiiinieniteteetenieeresetesseeresseessessesseesseenne 37

5.1.1.3 TRAFFIC REDIRECTION OPtiONS.....cc.terteierienierientenieeieneesiessseesseessseesseessens 37

5.1.1.4 ELASTIC (PUBLIC) IPs INFORMATION......c.c.cocertiriiriinienrenieneesreeeeereeeeee e 38

5.1.1.5 DNS INFORMATTION......eoittitiitiiententteteetesiee sttt ete st e st e steesateesateesaseesabeesaneas 38

5.1.1.6 ZSCALER INFORMATION......cc.ceottetiriiierienteieetesieetesitesreete st sresre st esseene e 39

5.1.1.7 HTTP://IP.ZSCALER.COM PAGE STATUS......cootitirienieientereeieesieeeeee e 39

5.1.1.8 BYPASS PROXY — EGRESS INTERFACE STATUS.......ccoocterienieiieeieeieeeee 39
Administrator Guide v 3.0 Page 2 of 90 Date 29/06/2021



Maidenhead Bridge — Cloud Security Connector for AWS

5.1.1.9 ROUTED BYPASS....c ettt sttt ettt sa et sat e s e s e e 39
5.1.1.10 AWS SSM AGENT ......oiiiieieiietenterteecte ettt ste ettt eae st esaeetesstesaseesntessaseesnseesnnes 39
5.1.1.11 SYSLOG/SIEM Servers Information...........cccceceeeereeneeneenennieneeneeseeseeneesenesnne 40
5.1.1.12 HIGH AVAILABILITY INformation..........ccecceevierernienienieenienienieeeeseenieeseeesene e 40

5.1.2 Show Interfaces TraffiC.......ccccoverierirriinienieeeee et 41
5.1.3 Traceroute and LateNCy TOSt......ccc.ceerueerutiriieeriierieeriteeieesite et e sateeteesateessrteessabeeessareeeenns 42
5.1.4 SPEED TEST ...ttt ettt ettt et ettt st sae et s st ae et st e saeeteesneeenaeeeaee 43
5.2 CSC AdMIN TASKS...ceuteeuttiriieeiteeteeteest et ste ettt e bt e st e s bt e satesbeesatessseesseesseesatesnsaeessnsaeesnn 43
5.2.1 AWS SSM Agent (Register / De-RegiSter).........coecterriuieiriiiiiniieinieenieeeeensiieeeeeesieeeees 43
5.2.2 ReServed fOr fULUIe USE........coeiieruierieeiereerieetesieete et ste et st st ste st saeeaeesaseesaneesnseesnneas 46
5.2.3 Change TiMEZOME. ........ccccueruirriieeiieerieeieeseeeieestessteesseesseesseesssessssesssessseesssessseesssesssseesns 46
5.3 PIOXY BYPASS...cii ittt ettt ettt e st e et e s e e e e s eaaa et e e e e e e e e e e nnnnnes 47
5.3.1 Proxy Bypass - Traffic FIOW........ccccuiviiiiiiiiiiiieeieeeeeeeeseee ettt siae e 47
5.3.2 View Current Proxy BypPass LiSt.....ccccueeeiiiriiiiiiiiiiieiiiiieeieiieeeeeiieeeeeireeeeeeiree e s 47
5.3.3 Configure ProxXy BYPass LiSt......cccccueerieerieniieiiienieeiieenieesieesteesseessessseessessssseessssseessnns 47
5.3.3.1 Auto — Proxy Bypass PAC URL........ccoooiiiiiiiiiiiiiiiciteeeceeee e 48
5.3.3.2 Example USing ProXy BYPass.......ccccveeueeriirrierniernieniieenieesiesseessseeseesssseessseessnsnees 49
5.3.3.3 MANUAL.....eiiiiiiieeee ettt ettt e s e et at e e bt e e e e e eanee 53

5.4 ROULEA BYPASS....ieuiieiiiiiiieiieiieeieiiieeiteestteeteesttesseesstesssessssessseesseesssessssessessssseesssssesessssessnnes 55
5.4.1 Routed Bypass - Traffic FIOW.......ccccciviiiriiriiiienecieeteeeeetereee et 55
5.4.2 View Current Routed BypPass LiSt........ccceceerieriieirieniiiniiinieeieesieesieesieesieeseeesseessnneesnes 55
5.4.2. 1 COMIPACT.c.ciiiiereuuiritteetteeeeaiaiutieteeetesaaaistaeteeeeesassasssssaasesesssssssassasteseessessssssssesseeesssssns 55
5:4.2.2 JSOM.niiiiiiieiiiteite ettt st st e e e e sabe e e e e e e as 56

5.4.3 Configure Routed ByPass LiSt.......c.eecuereerieriiereisierieniiesieeienieessestesseessessessseessseessseesnnes 57
5.4.3.1 Routed Bypass URL........ccccoecuiiiiiniiieiienieiiieeieeieestessieeseeesseesssessssesssesssesssnsaeesnnns 57
5.4.3.2 Manual (Paste Routed Bypass JSON file)........cccecerirveriieniineniieeieneereeeeeee e 58

5.5 LOZ INfOIMAtION. ...c.uiiiiiiiieiiieiieeieee ettt e it st e et esteesteesste e bt e ssbe e saesssaessaesssesssassnsseessnns 59
5.5.1.1 View Current MONth........coocoiiiiiiiiiiieee ettt st 59
5.5.1.2 ViewW Last 6 MONhS......cc.cocuiriiriiriinieienieneeeetes ettt sttt sae st et sae e 59

5.6 Configuration WiIzZards...........cecueeieriiesieriieneeieetesieese et ete st et e e s te s e sseseesaeesseensesnaseenans 60
5.6.1 Change GRE IPs, DNS servers, Cloudname, Syslog and more...........ccccceeeverrveriueennnnenn. 60
5.6.2 Switch Tunnels - Primary / SECONAArY.........cccceeeterieinieniieeniienieeseeeieesieeeeeeseeesreesieeeeas 61
5.6.3 High Availability changing Default ROULE.............ccccuerviiiriiriiiinienieenieeeeceee e 62
5.6.3.1 High Availability configuration on detail............cccceeeeereriiinienieneniieeeeeeeiee e 63

6 DEVIOIPS OPETALIONS. ... .eteeeerireeeraiiiteeeeatteeeaeiteeesessreeeeassreeesssnsseesssssseeesssssseeesssssseaaeesessssssssssssnnnsnes 69
6.1 highAvailability.JSON file........cceeiiiriiiieieeeeeee ettt 70
6.2 CONFIG.JSOM fIlE..c..uieiiiiiiieiecteeeee ettt et e et e et e et e e s st e esbbeessssbaesnsnseenns 71
6.3 routedBypassRUIESFIle.JSOM.......ccc.eiriiiiiiieeieeie ettt et s 72
7 Appendix A — Traffic Redirection EXample.........c.ccccereiiiriiiiiiniieiiinieceeeieeice et ssvee e esvee e 74
7.1 High Availability Configuration - 2 GDPS........ccceeterierienienienieneeieeteseese e s sae e 74
7.1.1 NetWOrk DIaZIam........ccciieieeiienieiiiienieesitesteesieeseessteestessseesssessseesseesssessssesssessseesssessnnes 74
7.1.2 Traffic Redirection - Cloud Firewall..........cccooviiviriiiniiiniiienieecieseeee e 74
7.1.2.1 Route Table/s: Default Route to Internet via Zscaler............cocevverveeenieeniennnennnnen. 75
7.1.2.2 Routed Bypasses via your Public IP............ccoociiiiiiiiiiniiniiiieeeeeeeeeeeee e 75
7.1.2.3 Other routes and AWS ENdPOINtS........cceeeierrieeriiersiernieniieenienieeseessseeseesssesssneeennns 76

7.1.3 Traffic Redirection - PAC files.......cccceririiririinieieeienereee sttt ettt 78
7.1.3.1 Obtain the CSC VIP proxy IP and Bypass Proxy IP of each CSC............ccceeeun..e. 78

Administrator Guide v 3.0 Page 3 of 90 Date 29/06/2021



Maidenhead Bridge — Cloud Security Connector for AWS

7.1.3.2 Create the Proxy Bypass PAC to configure on the PAC URL on the CSCs............. 78

7.1.3.3 Create the PAC file for your deviCes..........c.cccuevuerererenininieiieienreseseseseeseeeeeae 79

8 Appendix B — AWS Systems Manager “Run Commands” to monitor the CSC............cccceerreeenee. 81
8.1 AWS Systems Manager: Create DOCUIMENLS........cccceevueiiiiiiiiiiiiiniiiiieeieceeereceee e 81
8.2 RUN COMIMANS. ....couteteeieriieniirtietenteesteet et et et e st etesate s st ssesstesseebesaeessesasesaeenseensesaeensesnsenses 83
8.3 List of Documents available for "Run Command".............cccceecuerienerneniienenieneereenee e 85

9 Appendix C: JSON Files @XamMPIES.........ccciirieriiernierieinieeiieesiessieessessseesstesssesssseessssseessssseesssssees 86
9.1 CONFIGUSEIDALA.JSOM. ...cuveeeeriiereieteeiententeeieetesaeeteseesseessesstesseesesssesseesessseessseesnseesseessseesnses 86
9.2 COMNTIGJSOM....eiitiiiieeiieiteeie ettt et et eete e st e s beesteesabeesateesseesseesnsaesseesssasssesnsaesssesssasnseennses 87
9.3 highAVaIlability. JSOM. ...ccoueiiiiiieeieeeee ettt ettt ettt e e s e e sseeees 87
9.4 routedBypasSRUIESFIlE.JSOM........ccciiiiieiiieieiieeeteeteete ettt ste e e aeeeaeesaaeesaeessnes 88

10 Appendix D: Release INOES.........cooieriiirieeieeiteeteetteete ettt sttt e st e e bt e sate e st e satesseesnseeenane 89
10,1 VETSION 3.0....eiiiiiiiiiieeeiteeete ettt sttt ettt e esr e s e e e maa e e e e s e ennaees 89
10.2 VEISION 2.8ttt ettt ettt saae s be e e e ra e e e mnae e e mns 89
10.3 VEISION 2.7ttt ettt sttt sttt e e emb e e mn e e e e e mnaae e e s eennnnees 89
10.4 VEISION 2.6.....ceiiiiiiiiiiiiiiteett ettt ettt ettt et s ae e aa e s ae e sane s be e e e na e e e mnneeenne 90

Administrator Guide v 3.0 Page 4 of 90 Date 29/06/2021



Maidenhead Bridge — Cloud Security Connector for AWS

1 Introduction

The Cloud Security Connector (CSC) for AWS is an EC2 instance that connects internal AWS
resources to Zscaler Internet Access (ZIA).

The CSC for AWS comes with all configuration required, and it works with the Zscaler API. After
launching the CSC from the AWS Marketplace using the CloudFormation template provided, the
CSC will automatically select the best ZEN nodes, do the GRE tunnels and create the Location on
your Zscaler console.

Simple to install, and not further management required.
All Zscaler ZIA functionalities are available, providing complete visibility of all Internet traffic.

In addition to this, the CSC provides high availability changing the default route to Zscaler when
configured as High Availability pair, and an easy way to manage direct bypasses to trusted sites
using your public IP.

2 Key benefits of the Cloud Security Connector for
AWS

Automated deployment using CloudFormation template and Zscaler API.

* Full tunnel redundancy.

* All parametrization required for AWS and Zscaler is already configured with the optimal
values according to Zscaler Best practices.

* All Zscaler functionalities can be used: Firewall and Web Security.

* Complete visibility of internal IPs.

» Easy way to do Bypasses to trusted sites.

* No operational burden for Administrators.

* It runs on a cheap AWS instance: t2, t3a and t3 instances.

* Automatic default route selection on multiple Route Tables.
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3 The CSC on the AWS architecture

3.1 High Availability Configuration - 2 Gbps - (See Appendix A for details)
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How this works:

- When configuring a CSC pair on High Availability, they can detect each other
the reachability to Zscaler and automatically change Route Table with the
default route to the internet (0.0.0.0/0) via the best CSC (eni-xx or eni-yy).

- (*) Due to both CSC are active, when using PAC files, it is possible to use both
simultaneously, providing 2 Gbps to Zscaler.



3.2

Single Exit to Internet when using Transit Gateway.
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4 Deploy the Cloud Security Connector (CSC)

There are two ways to deploy the CSC: Basic and Advanced mode (Zscaler API integration). The
difference between these methods are:

¢ Basic Mode:

o Deploy the CSC via Cloudformation, selecting External and Internal Subnet and no
further parametrization (leave Cloudformation field "User Data" empty). The
Cloudformation template will create all AWS resources (Instance, Security Groups,
Public IPs, etc.), but the Tunnel and Bypass configuration are manual.

© SSH the CSC and run Configuration Wizard to obtain the Public IP for the GRE tunnel.

o Create the Location on the Zscaler console manually using the Public IP shown on the
Configuration Wizard.

* Advanced Mode (Zscaler API integration):

© Deploy the CSC via Cloudformation, selecting External and Internal Subnet and paste
the userConfigData.json file on the "User Data" field. The following resources will be
created and configured:

= All AWS resources: Instance, Security Groups, Public IPs. etc.

= Zscaler resources: Static IP, GRE credentials, selection of nodes Primary/Secondary
and Location.

= Bypass Proxy and Routed Bypass.
= AWS SSM registration.

Note: With Advanced Mode, all AWS and Zscaler resources are created in one shot, and there is

no requirement to SSH the CSC. You can manage the CSC using AWS Systems Manager via AWS
SSM agent.
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4.1 Basic Mode deployment

4.1.1 Prerequisites

Before to launch the CSC you need to have this elements ready:
1. SSH Key. (you can use any ssh key already in use or to create one specific for the CSC)
2. VPCID

3. External Subnet: The External Subnet must be on the same VPC and Availability Zone
than the Internal Subnet.

4. Internal Subnet: The Internal Subnet must be on the same VPC and Availability Zone than
the External Subnet.

4.1.2 Prerequisites EXAMPLE:
Following an EXAMPLE of prerequisites and how to obtain it.

a) Go to your EC2 Dashboard to get the Key Pairs or to create new ones.

1 — SSH Keys: us-east-key

e —————

Key Pairs us-east-key

b) Go to your VPC Dashboard, to obtain VPC ID, and Subnets.
2 - VPC ID: vpc-0f32a676

Name ~ VPCID State IPv4 CIDR

Net 172-31 vpc-0132a676 available 172.31.0.0M186
Your VPCs

3 — External Subnet: subnet-818c0ddb (Note: Availability Zone us-east-1d and VPC ID vpc-
0f32a676)

net-172-31-200 subnet-8360ecd9 available Vpe-0f32a676 | Net 172-31 172312000124 232

Net-172-31-96 subnet-818c0ddb available Vpe-0f32a676 | Net 17231 17231960024 233

4- Internal Subnet: subnet-8360ecd9 (Note: Availability Zone us-east-1d and VPC ID vpc-
0f32a676)

Net-172-31-96 subnet-818c0ddb available vpc-0r32a676 | Net 172-31 172.31.96.024 233
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4.1.3 Launching the CSC from AWS Market
1. Go to the Cloud Security Connector for Zscaler product page at the AWS Market:

o aws marketplace

Categories v Delivery Methods v Solutions Migration Mapping Assistant  Your Saved List 1

Partners  Sellin AWS Marketplace  Amazon Web Services Home  Hef

Cloud Security Connector for Zscaler
@ By: Maidenhead Bridge  Latest Version: 2.6

Maidenhead Bridge The easiest way to connect to Zscaler
Typical Toal Price
Linux/Unix © $0.207/hr
Overview Pricing Usage Support Reviews

Product Overview

The Cloud Security Connector will allow to protect your Web traffic in
compliance with the best practices for Zscaler Web Services. No Highlights
manual configuration required: everything is automated with the
perfect configuration. Simply ingress your IPs tunnel values. = Easy to install
« Full compliance with Zscaler Best practices
Version 26

« Easy Bypass functionality
Show other versions

By Maidenhead Bridge

Categories Security
Network Infrastructure

Operating System Linux/Unix, Ubuntu 16.04.4 LTS (Xenial
Xerus)

Delivery Methods CloudFormation Te

Please, note at the bottom that the Fulfilment Method is CloudFormation Template.
— Click “Continue to Subscribe”

2. You will be asked to accept the EULA (at the first time), then Continue..

&7 aws marketplace

Categorles v Dellvery Methods w  Solutions v Migration Mapping Assistant  Your Saved List 1

Partners  Sellin AWS Marketplace  Amazon Web Services Home  Hel

Continue to Configuration ‘

Cloud Security Connector for Zscaler

Maidenhead Bridge

— Click “Continue to Configuration”

3. Select “Region”

o aws marketplace

Categorles v Dellvery Methods v Solutions = Migration Mapping Assistant  Vour Saved List 1

Partners / Amazon Web Services Home

Cloud Security Connector for Zscaler Continue to Launch

Maidenhead Bridge

<ProductDetall S e Configure

Configure this software e

Choose a fulfillment option below to select how you wish to deploy the software, then enter the
information required to configure the deployment.

Select contract aption(s)

Total contract price $0
Due now

Fulfillment Option

€5C Deployment

Pricing information
Software Version

mate of typical
infrastructure costs

Whats in This Version N
ea

2.6 (Jan 30, 2019) M
Cloud Security Connector for Zscaler based on your configuration.
Your actual charges for each
statement period may differ from
Leam more this estimate.
Software Pricing
Cloud $0.114/hr OR
5 Securit 849.00/yr
Region Y $a4s.00/y
Connector
for Zscaler

US East (N. Virginia) M
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- Click “Continue to Launch”

4. Choose Action: “Launch CloudFormation”

«r aws marketplace

Categories v Delivery Methods w Solutions ¥ Migration Mapping Assistant Your Saved List 1

Partners  Sell in AWS Marketpla

Cloud Security Connector for Zscaler

Maidenhead Bridge

< Product Detail Subscribe Config Launch

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option €SC Deployment

Cloud Security Connector for Zscaler

Software Version 2.6

Region US East (N. Virginia)

Usage Instructions

Choose Action

Choose this action to launch your configuration through

. v
Launch CloudFormation the AWS CloudFormation console.

Launch
- Click “Launch”
5. At this point, the “Create Stack” screen will appear.
step2 Prerequisite - Prepare template

Specify template

Atemplate is a JSON or YAML File that describes your stack'sresources and properties

Upload a template file

Amazon $3 URL

53 template URL

S3URL: htt
ee2-4da6-a81c-b38c6106264fyam|

- Click “Next”

6. Specify Details. Please insert here your values:
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» Stack Name

* VPC

* External Subnet
* Internal Subnet

* Name [of the instance] (we recommend to use the same name for the stack and the instance
for easy visualization)

* AWS Instance Type: t3a.large (default). (*)
* Key Name
(*) The following tables shows the recommended instances. The information is an extract from:

https://aws.amazon.com/ec2/instance-types/ and https://aws.amazon.com/ec2/pricing/on-demand/

Instance Vcpus Memory Bandwidth

t3a.small 2 2 Up to 5 Gigabit

t3.small 2 2 Up to 5 Gigabit
t3a.medium 2 4 Up to 5 Gigabit
t3.medium 2 4 Up to 5 Gigabit

The table is ordered by price, where t3a.small is the cheapest and m5zn.xlarge is the more
expensive. Some recommendations:
* Use t3a.small or t3.small when the traffic required is less than 1 Gbps and the Proxy Bypass
is not in use.
* Use t3a.medium or t3.medium when the traffic required is is less than 1 Gbps and the Proxy
Bypass functionality is needed.
* Use any instance in in all other cases.
* Avoid using if possible because of bandwidth constraints.
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Here the Screenshot using the values of point 4.1.1 Prerequisites EXAMPLE: (please, use here your

own values)

CloudFormation Stacks

Step 1
Specify template

Step 2
Specify stack details

Specify stack details

Stack name

Stack name
aws-3-0-j-2

Stack name can include letters (A-Z and a-z), numbers {0-9), and dashes {-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack

Network Configuration

‘Which VPC should this be deployed to?
Select a VPC.

vpc-0f32a676 (172.31.0.0/16) (Net 172-31)

External Subnet

Select an External Subnet (WARNING ! must be the same availability zone than Internal
subnet-818c0ddb (172.31.96.0/24) (Net-172-31-96)

Internal Subnet
Select an Internal Subnet (WA

NING Il must be the same availability zone than External

subnet-8360ecdd (172.31.200.0/24) (net-172-31-200)

Amazon EC2 Configuration

Name
The name of the instance

aws-3-0-j-2

AWS Instance Type

Select one of the instance types
t3a.large

Key Name

Key Pair name
us-east-key

UserData
(Optional) A

anced Deployment: Paste here configUserDatajson file content values.

| Subnet)

| Subnet)

Cancel

Previous m

- Click “Next”

— “Options Section”: Click “Next”

- “Review”: Click “Create Stack”

The Stack will show “status” CREATE_IN_PROGRESS, and after a while:

v | @D View nested

CloudFormation Stacks
Stacks (40)
Q Active
Stack name Status Created time Description
aws-3-0-2 (©) CREATE_COMPLETE 2021-06-21 13:26:55 UTC+0100

Done! Your CSC is deployed.

AWS CloudFormation template for Cloud Security Connector GRE Single. Created 2021-06-15 by Maidenhead Bridge
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4.1.4 Accessing for first time to your CSC

1. Go to your EC2 Dashboard — Instances and select the CSC created. Go to "Networking"
and scroll down.

| aws-3-0-]-2 I-DafeldeSadcd9ad62 ® Running ®Q, t3a.small ®:2

Network interfaces (2)

Q
Interface ID Description Public IPv4 address Private IPv4 address
eni-06f121abb7... csc-gre-single-external-interface 54.163.234.160 172.31.96.70

€ni-002976f0d8... csc-gre-single-internal-interface = CSC GW IH 172.31.200.235

2. Find the "csc-gre-single-internal-interface" and take a look at the first Private IP address
(CSC GW IP). This example is: 172.31.200.235

3. From a machine inside the VPC, ssh the CSC using the Key, like:
ssh -i <keyname.pem> cscadmin@<CSC GW IP>

In our example, the value is $ ssh -i us-east-key.pem 172.31.200.235

GRE tunnel information was never configured:
Welcome to the CSC GRE Configuration wizard
Before to you need have the following values ready:
scloud, zscalertwo, zscaler, etc. Check your Zscaler Admin URL https://admin.<cloud name>.net to find it.

on your Zscaler console, please, follow this procedure:
1s.

(Primary and Secondary) and Select 'Internal GRE IP Range'.
4.163.234.160
Tunnel Informatio
y Destination
econdary Des ion

3.c) First IP of 'Primary Destination Internal Range'. For example, if Primary Destination Internal Range is: 172.18.7.1206 - 172.18.7.123, you need only the first value for this wizard: 172.18.7.120
(optional) Proxy Bypass PAC URL
(optional) Routed Bypass URL
(Optional) Syslog / SIEM Server/s IP/s and TCP port

lues Configured:

DNs Server: AWS DNS server 169.254.169.253 and Google DNS server 8.8.8.8

Tunnel Source I 54.163.234.160 (* this is your Tunnel Source Public IP)

203.0.1132
Destination Internal Range': 263.0.113.32
true
Proxy Bypass PAC URL

Bypass PAC URL is http://pac.<cloudname>.net/something/<pacname>.pac

)
Enter your choice: |

4. Your CSC is ready for the initial configuration. Just follow the instructions of the
Configuration Wizard.
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4.1.5 Initial Wizard Configuration

Please, follow these instructions to run the initial configuration of the CSC GRE for AWS:

4.1.5.1 Short Version

1. On your Zscaler console create the "Static IP" (using "Tunnel Source Public IP"), "GRE

Tunnel" and "Location".

Note: If the create "Static IP" & "GRE Tunnel" menus are not available on your console, please, submit a ticket to

Zscaler asking for the values. When you received the answer, please create the Location.
2. Run the Wizard. Insert the values. Confirm and reboot.

3. Done!

4.1.5.2 Long Version (with Example)
In this Example, after the CSC was launched, the values of my CSC are:

| aWS—SfD—J—Zl i-0afe1deSadcd3ad62 @ Running @@, t3asmall ®:2
Network interfaces (2)
Q
Interface ID Description Public IPv4 address Private IPv4 address
eni-06f127abb7... csc-gre-single-external-interface 54.163.234.160 172.31.96.70
eni-002976fods... csc-gre-single-internal-interface = CSC GW IH

The internal IP (eth1) is 172.31.200.235. Doing and SSH from a machine on subnet
172.31.200.0/24 to the CSC, the initial wizard appear.

In this example:
Key Name: us-east-key.pem
Username: cscadmin (use always “cscadmin”)

CSCIP: 172.31.200.91

$ ssh -i us-east-key.pem cscadmin@172.31.200.235
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‘tunnel information was never configured
IWwelcome to the CSC GRE Configuration Wizard

Before to start you need have the following values rea

1) Cloudname: zscloud, zscalertwo, zscaler, etc. Check your Zscaler Admin URL https://adwin.<cloud name>.net to find it.
2) DNS Servers IPs.
3) GRE Tunnel IPs & Location: On your Zscaler console, please, follow this procedure:

3.1) Adninistration

@, Select 'Data C r r ry and Secondary) and Select 'Internal GRE IP Range'.
n’ using 'Stat: . .160
owing values:

Destination Internal Range'. For example, if Primary Destination Internal Range is: 172.18.7.120 - 172.18.7.123, you need only the first value for this wizard: 172.18.7.120
4) (optional) Proxy Bypass PAC URL
5) (Optional) Routed Bypass URL
6) (Optional) Syslog / SIEM Server/s IP/s and TCP port

lues Configured:

ver 169.254.169.253 and Google DNS server 8.8.8.8
54.163.234.160 (* this is your Tunnel Source Public IP)
.113.2

stination Internal Range': 263.6.113.32

true
i‘mr._v Bypass PAC URL

Xy Bypass PAC URL is http://pac.<cloudname>.net/something/<pacname>.pac
d Bypass URL

Your Routed Bypass URL is not configured
;vslng / SIEM information
Syslog / SIEM servers are not configured
lare you ready to continue?
1) Yes

2) No
Enter your choice: I

As you can see in this example, the Tunnel Source Public IP is: 54.163.234.160

4.1.5.2.1 Create "Static IP"
From your Zscaler console, go to Administration — Static IPs & GRE Tunnels — Static IP - Click
"Add Static IP Configuration"

Add Static IP Configuration x

1 Source IP 2 Region 3  Review

Static IP Address Description

54

CsCon

Click "Next", "Next" and "Save". Activate the changes.

4.1.5.2.2 Create "GRE Tunnel"
From your Zscaler console, go to Administration — Static IPs & GRE Tunnels - GRE Tunnels -
Add GRE Tunnel.

Select the "Static IP" created in the previous step.
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Add GRE Tunnel Configuration

‘
3

1 Source P 2 Data Center 3

Static IP Address

54163.234.160
IP Reglon: Woodbridge

Description

GRE tunnel CSC on AWS|

Internal IP Range 4 Review

LAT: 38.6325999

Click "Next" and select "Domestic Preference" if you prefer.

Add GRE Tunnel Configuration

‘
v

1 Source IP 2 Data Center 3

Domestic Preference

Primary Data Center VIP

165.225.48.12

Secondary Data Center VIP

165.225.38.51

Previous Next Cancel

Internal IP Range 4  Review

Click "Next" and "Select Internal GRE IP Range",

Add GRE Tunnel Configuration

‘
3

1 Source IP 2 Data Center 3

Is Unnumbered IP

elect Internal GRE IP Range]

® 172.18.96.104 - 172.18.96.111

© 172.18101.240 - 17218101.247
O 17218102.8 - 1721810215
O 17218102.24 - 172.18102.31

©17218102.40 - 1721810247

Internal GRE IP Range

172.18.96.104 - 172.18.96.111

Previous Next Cancel

Internal IP Range 4  Review

0 17218101232 - 17218101.239

O 17218102.0 - 17218102.7
(O 1721810216 - 172.18102.23
(O 17218102.32 - 172.18102.39

(1721810248 - 17218102.55

v

LONG: -77.2661

4
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Click "Next"

Add GRE Tunnel Configuration x

-

1 | Source IP 2 Data Center 3 Internal IP Range 4 Review

Static IP Address
54163.234.160

Description
GRE tunnel CSC on AWS

Primary Data Center VIP Secondary Data Center VIP
WAS1 (165.225.4812) NYC3 (165.225.38.51) o

Internal GRE IP Range
172.18.96.104 - 172.18.96.111 o

e RockVile, pcpeh il |
T \ Travilah 5 .
TRl e, 4 Glenmont
iburn w\ Lowes lsland 3l \’_ e X
| } v ) Potomac L:} N FourCa;
A \’1 Silvers
B AN
A McnairsReston 7
’ Wall TrapSst— e
R ak Hill 'Man,: feld
2 8 \
ch{nully ldy.lgmod o 4 Mitchellville ]

Kettering y
it I

T West Falls sk

R A g
Previous Save Cancel

and "Save". Activate the Changes.
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4.1.5.2.3

Create the Location

From your Zscaler console, go to Administration — Location Management — Add Location.

Here is the Location of this example:

1 - Input Name

aws-3-0-j-2

City/State/Province

Manual Lacatien Groups

Mone -

Exclude from Manual Location Groups
m 3 - Location Type

Location Type

Corporate user traffic v

ADDRESSING

Static IP Addresses and GRE Tunnels
54163.234.160 -

VPN Credentials

Add Location

2 - Country & TimeZone

Country

United States

Time Zone

America/Naw York

Dynamic Lacation Groups

Exclude from Dynamic Location Groups

Managed By

Self

4 - Select Static IP of CSC

tene ¥ 5-Values for CSC Wizard

‘GRE Tunnel
M. Tunnel Sour... Primary Des.. Sacondary ... Primary Desthation Internal ...
1 54163.2341680 165.225.4812 1652253851 172.18.96104} 17218 96107

Virtual Service Edges

MNone -

Virtual Service Edge Clusters

Mone

& Export

Sacondary Destination Intern...

17218 96108 - 17218 96111

GATEWAY OPTIONS

Use XFF from Client Request

Enable IP Surrogate

B
a2

Enforce Surrogate IP for Known Browsers

Enforca Firewall Control

B
a2

Enforce Authentication

Idile Time to Disassociation

B8 Hours.

6 - Your Gateway Options

Enabie IPS Control

BANDWIDTH CONTROL

Enforce Bandwidth Control

]

7 _ Qavel
Save Cancel 7 - Save]

Click "Save" and Activate Changes.
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4.1.5.2.4 Run the Configuration Wizard
1. Select your cloud

Are you ready to continue?
1) Yes

2) No

Enter your choice: 1

Cloud Configuration

Your current Cloud 1s: none

Do you want to change the Cloud Name?
1) Yes

2) No

Enter your choice: 1

Please select or input your Cloud Name
Zscalerthree
Zscloud
Zscalertwo
Zscaler
Zscalerone
Zscalerbeta
Mot in the 1ist? Ingress Manually

) Quit
Enter your choice: 1

2. Enter your DNS Servers or use AWS DNS server & Google (8.8.8.8)

DNS Configuration

You are using AWS DNS server 169.254.169.253 and Google DNS server 8.8.8.8

Do you want to change the DNS servers?
1) Yes

2) No

Enter your choice: 2

3. Enter the GRE tunnel values obtained after Location creation: Primary Destination,
Secondary Destination and First IP of "Primary Destination Internal Range"
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GRE tunnels Configuration

Your current GRE tunnels configuration is:

Tunnel Source IP: 54.163.234.160

Primary Destination: 203.0.113.1

Secondary Destination: 263.8.113.2

First IP of 'Primary Destination Intermal Range': 203.8.113.32
returnToPrimaryTunnel: true

Do you want to change the GRE tunnels configuration?

Enter your choice: 1
Please, Insert the GRE values:
Primary Destination (IP): 165.225.48.12

Secondary Destination (IP): 165.225.38.51
First IP of 'Primary Destination Internal Range': 172.18.96.184

4. Select "ReturnToPrimary" true or false.

‘returnToPrimaryTunnel’ variable:
Please select 'true' if you want the CSC to return to Primary tunnel (after 1@ min of stability) when using Secondary tunnel.
Select 'false' if you want to remain using Secondary Tunnel and not to return to Primary.(Secondary will be nominated as 'new' Primary)

) true
2) false
your choic

y Bypass Configuration
four current Proxy Bypass PAC URL is http://pac.zscalerthree.net/RdwN1tSPqBFN/az-csc-bypass. pac

Do you want to change the Proxy Bypass PAC URL?
1) Yes

2) No
Enter your choice: 1

Please, input Proxy Bypass PAC URL
Proxy Bypass PAC URL:http://pac.zscalerthree.net/RdwN1tSPgBFN/az-csc-bypass.pac

four current Proxy Bypass PAC URL is: http://pac.zscalerthree.net/RdwN1tSPqBFN/az-csc-bypass.pac

Do you want to refresh Proxy Bypass List?

Enter your choice: 1

This is your current Bypass Proxy List

n.microsoft.com
n.windows.net

1)
2) No
Enter your choice: 1

Proxy Bypass List updated sucessfully
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6. (Optional) Enter your Routed Bypass URL and refresh the Routed Bypass Rules.

Routed Bypass Configuration
*+* Routed Bypass URL is not configured **+

Do you want to configure the Routed Bypass URL?
Yes

your choice: 1

input Routed Bypass URL
://csc-gre-aws. azonaws .com/routedBypassRulesFil.

your choice: 1

Routed Bypass JSON file imported successfully

You can review your values before to apply. Please, Select 'Compact’ or 'Json' format.
1) Compact

review is needed
your choice: 1

Current Values configured are:

Protocol: t r /@, DestinationIP: 20.190. FromPort: 8@, To Po 80, Description: "0365 Login URLs 1"

o tep, : 9 , Frompe 443, To Port: 443, Description: "0365 Login URLS 2"
Protoco t r est. 4 . FromPor To Port: 8@, Description: "0365 Login URLs 3"
Protocol: tep, r 9, Dest .47.209.216/32, FromPort: 80, To Port: 88, Description: "portquiz.net”
Protoco t r t. N 18, FromPort: 443, To Port: 443, Description 365 Login URLs 4"
Pro s r 8, Dest 107, , FromPort: 3478, To Port: 3481, Description: "Skype and Teams UDP 1
rotoco stinationI FromPort: 3478, To Port: 3481, Description: "Skype and Teams UDP 2"
Protocol: udp, r ®, DestinationIP: 52.120.0.8/14, FromPort: 3478, To Po 81, Description: "Skype and Teams UDP 3"

Do you want to apply this values?
1) Yes

choice: 1

) Rule "0365 Login URLs 1" was c succesfully.
Rule "0365 Login URLs 2" was c succesfully.
L succesfully.
esfully.
"0365 Ls 4 eated succesfully.
"Skype " was created succesfully.
d succesfully.
"Skype and Teams UDP 3" was Cri d succesfully.

dated succesfully.

figuration is:

Syslog / SIEM servers are not configured

ou want to change Syslog / SIEM Servers values?

Yes
No
Reset default values

Primary Syslog Server (IP): 172.31.2080.163

(Optional) Do you want to configure a Secondary Syslog S
1) Yes

2) No

Enter your choice: 2

Please enter Syslog TCP port: 514f

8. Finally, check and confirm the values:
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Please confirm these values:
Cloudname: zscalerthree
9.254.169.253 and Google DNS server 8.8.8.8
GRE tunnels IP values:
Tunnel Source IP (IP): 54.163.234.160
Primary Destination: 165.225.48.12
Secondary Destination: 165.225.38.51
First IP of 'Primary Destination Internal Range': 172.18.96.104

returnToPrimaryTunnel: true

Proxy Bypass PAC URL
Your current Bypass PAC URL is http://pac.zscalerthree.net/RdwN1tSPgBFN/az-csc-bypass.pac

Routed Bypass URL
Your current Routed Bypass PAC URL is https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile. json

Primary Syslog / SIEM server IP: 172.31.200.163
Syslog / SIEM TCP port IP: 514

Do you want to implement these values? (The CSC will reboot)
1) Yes

2) No

Enter your choice: |JJ

Done! After the reboot, the CSC is ready for Production.
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4.2 Advanced Mode Deployment (using Zscaler API)

In Advanced Mode Deployment, you will create the CSC, AWS resources and Zscaler Location in
one shot.

4.2.1 Prerequisites

The prerequisites are the same than Basic Mode Deployment: External Subnet, Internet Subnet,
SSH Key; plus the addition to paste the contents of "userDataConfig.json" file on UserData field of
the Cloudformation template.

userDataConfig.json

{

"model": "csc-gre-aws",
"version": "1.0",
"cloudName": "",
"apiTokenID": "",
"dns": {
"useCloudDNS": true,
"primaryDnsIP": "",
"secondaryDnsIP": ""
b
"bypassProxyPacUrl": "",
"syslogServers": {
"primarySyslogIP": ",
"secondarySyslogIP": "",
"syslogTcpPort": 514
"ssmAgent": {
"activationCode": "",
"activationID": "",
"awsRegion": ""
3
"tunnelRedundancy": {
"returnToPrimaryTunnel": true
3
"nodeSelection": {
"withinCountryPreferred": true
3,
"location": {

e

"name": "",
"country": ",
"tz'": ",
"ipAddresses": [
"auto"
],
"authRequired": true,
"xffForwardEnabled": false,
"surrogateIP": true,
"idleTimeInMinutes": 480,
"displayTimeUnit": "MINUTE",
"surrogateIPEnforcedForKnownBrowsers": false,
"surrogateRefreshTimeInMinutes": 120,
"surrogateRefreshTimeUnit": "MINUTE",
"ofwEnabled": true,
"ipsControl": true
1
"routedBypassJsonFileUr]": "",
"routedBypassRules": []
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4.2.1.1 userDataConfig.json file fields and values

We recommend to use Visual Studio Code to validate the integrity of json files.

4.2.1.1.1 Fixed values - do not change

"model": "csc-gre-aws",
"version": "1.0",

42.1.1.2 cloudName

‘ "cloudName": "",

Insert here your Zscaler Cloud name: zscalerthree, zscloud, zscalertwo, zscaler, etc.

4.2.1.1.3 apiTokeniD

"apiTokenID": "", ‘

When launching the CSC using Zscaler API, you need to generate a "Token" to allow the CSC to
talk with the Zscaler API.

Important: The TokenID is not valid after 20 minutes of created. Also, a new TokenID must be generated each time
you launch a CSC due to the CSC logoff the session at the end of the auto-provision process.

You can find how to generate a "Token" at: https://help.zscaler.com/zia/api-getting-started, section
"Authenticate and create an API session".

Alternatively, you can use, at your own risk, a utility page we created for this purpose. The page is
here: https://z-api-token-generator.maidenheadbridge.com/

C @ z-api-token-generator.maidenheadbridge.com m A% @

@ Maidenhead Bridge

API-Token Generator Country & Time zone Converter
SR | Display Search Window |
Select your cloud v =
. *Zscaler API requires specific format for
Zscaler APl Key: country and time zone. This tool converts the
l:l values of country and time zone to be readable
by the Zscaler API.
Zscaler UserlD:
Zscaler Password:
 swm]

*This tool creates a Zscaler API Token ID for
the Cloud Security Connectors’ initial installation.

External Links

&MHB Products - maidenheadbridge.com
Amazon AWS Cloud - Cloud Security Connector for Zscaler (ZIA)
@ Microsoft Azure Cloud - Cloud Security Connector for Zscaler (ZIA)
B Microsoft Azure Cloud - CSC Mux (1 or 2 Gbps) for Zscaler (ZIA) using Availability Set
& \icrosoft Azure Cloud - CSC Mux (1 or 2 Gbps) for Zscaler (ZIA) using Availability Zones
2 Google Cloud - Cloud Security Connector for Zscaler (ZIA)
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If you want to use the page: https://z-api-token-generator.maidenheadbridge.com/ to generate the

"API Token", you have two options to create the values of the Zscaler API Key, Username and
Password on the Zscaler console. Option one is to use the "Organization API Key", and option two
is to use any unused API "SD-WAN" Partner Key. We are going to explain both.

Using "Organization API Key":

1. Enable API Key for your Organization and "Add API key" (Administration — API key
Management).

2. Create a "Role" for the Admin User. Go to Administration — Role Management — Add
Role. Allow Permissions: "Policies Full Access" and Functional Scope: “Traffic
Forwarding” : Locations, Static IPs, GRE Tunnels (and VPN credentials if you want to use
the same role for other CSC models).

Edit Administrator Role

ADMINISTRATOR ROLE

Name Enable Permissions for Executive Insights
CSC-API-Standard m
PERMISSIONS

Logs Limit (Days)

Unrestricted v

Dashboard Access

@ View Only
Reporting Access

[ Full

Policy Access

@ Full View Only ‘ None ]

Administrators Access

[ Full ‘ View Only

User Names

Visible ® Obfuscated
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Edit Administrator Role

Virtual Service Edge Configuration Firewall, DNAT, DNS & IPS
NSS Configuration Partner Integration

Remote Assistance Management

Access Control (Web and Mobile) Traffic Forwarding

Policy and Resource Management

B

Custom URL Category Management VPN Credentials

COverride Existing Categories Hosted PAC Files

CHH

Tenant Profile Management eZ Agent Configurations
Zscaler Client Connector Devices

Proxy & Gateway

Static IPs

RI-RHO- OO O

GRE Tunnels

You can deny other settings. The Role will look like this:

No. Name @  Full Access View-Only Access User Names Functional Scope Type

2 CSC-API-Standard Policy Dashboard Obfuscated GRE Tunnels, Locations, Static IPs, VPN Credentials Standard Admin

3. Create an Administrator User and apply the Role. Go to Administration — Administrator
Management — Add Administrator. The Administrator User will look like this:

No. Login ID © Name Role Scope Login Type Comments Password Expired Type

6 pi- m CSC API Standard Admin CSC-API-Standard Organization Password Talse Standard Admin

Done! Now you are the values requested: Zscaler API Key, Zscaler User ID / Password.
Using any "SDWAN API Key":

1. Go to Administration — Partner Integration — SDWAN - Add Partner Key. Select any
vendor name that is not in use to create the key.

2. Create a Partner Role. Go to Administration — Role Management — Add Partner
Administrator Role.
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Add Partner Administrator Role x

ADMINISTRATOR ROLE
Name

CSC-API

PERMISSIONS

Access Control

@ Ful View Only

PARTNER ACCESS

SD-WAN API Partner Access

B
[ ]

Locations

VPN Credentials

KH<H

static IP

&l

GRE Tunnels

Save Cancel

3. Create a Partner Administrator User and apply the Role. Go to Administration —
Administrator Management — Add Partner Administrator. The Partner Administrator User

No. Login ID ® Name Role Scope Login Type Comments Password Expired Type
n mhb-partner@maidenheadbridge.com MHB-PARTNER CsC-API Organization Password false Partner Admin

Done! Now you are the values requested: Zscaler API Key, Zscaler User ID / Password.

The next step is to fill the values at https://z-api-token-generator.maidenheadbridge.com/ and to
click “Submit” to obtain the “TokenID” value.

API-Token Generator

Select your cloud:

Select your cloud v

Zscaler API Key:

\ \
Zscaler UserID:

Zscaler Password:

\ \I_jSubm\t:I

TokenlD=83B713B094DB65D14A7F5FC060CBD4AD

Use this value for “apiTokenID”.

421.1.4 dns

"dns": {
"useCloudDNS": true,
"primaryDnsIP": "",
"secondaryDnsIP": "

I3
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Select “useCloudDNS” : true, if you want to use the AWS DNS 169.254.169.253 and Google
8.8.8.8 servers.

Select “useCloudDNS” : false, if you want to use your own dns servers. In this case, you must fill
the values of "primaryDnsIP" and "secondaryDnsIP".

4.2.1.1.5 bypassProxyPacUrl

‘ "bypassProxyPacUrl": "", ‘

Insert here you Proxy Bypass PAC URL. The PAC URL contains the list of Proxy Bypasses to
implement. For example: http://pac.zscalerthree.net/maidenheadbridge.com/bypass.pac

4.2.1.1.6 syslogServers

"syslogServers": {
"primarySyslogIP": "",
"secondarySyslogIP": "",
"syslogTcpPort": 514

1

Input the IP value of your Primary Syslog Server and the TCP port on “syslogTcpPort”. Secondary
Syslog IP is optional.
If you don’t want to configure Syslog Servers, leave this fields blank.

4.2.1.1.7 ssmAgent

"ssmAgent": {
"activationCode": "",
"activationID": "",
"awsRegion": ""

I3

The CSC can be managed using AWS Systems Manager.
Input here the values of Activation Code, Activation ID and AWS Region of the “Hybrid

Activation” of the AWS Systems Manager.
c a (onsoleawsamazonmms,\steﬂsnumaerz(t.E‘L‘s'ego‘ Region|

e

nnnnnnnn

Activations

Q

4.2.1.1.8 returnToPrimaryTunnel

"tunnelRedundancy": {
"returnToPrimaryTunnel": true

b
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Please select 'true' if you want the CSC to return to Primary tunnel (after 10 min of stability) when
using Secondary tunnel.

Select 'false' if you want to remain using Secondary Tunnel and not to return to Primary. (Secondary
will be nominated as 'new' Primary)

4.2.1.1.9 nodeSelection

"nodeSelection": {
"withinCountryPreferred": true

I3

Select "withinCountryPreferred": true if you want the Primary and Secondary Node Zscaler ZEN
nodes to belong to the same country as the preference of selection instead of geo-proximity.

4,.2.1.1.10 location

"location": {
"name”: ",
"country”: ™,

"tz": ",

"ipAddresses": [
"auto"

1,
"authRequired": true,

"xffForwardEnabled": false,

"surrogateIP": true,

"idleTimeInMinutes": 480,

"displayTimeUnit": "MINUTE",
"surrogateIPEnforcedForKnownBrowsers": false,
"surrogateRefreshTimeInMinutes": 120,
"surrogateRefreshTimeUnit": "MINUTE",

"ofwEnabled": true,
"ipsControl": true

These values are the Location values to configure on the Zscaler Console. Except for ipAddress that
is not configurable (leave "auto"), the rest of the values are configurable.

non

Values for "name", "country" and "tz"

IMPORTANT: The API requires special format for "country" and "tz". Use https://z-api-token-
generator.maidenheadbridge.com/ to generate the proper values.
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.

Country & Time zone Converter
Country:

| | I:'Search‘zl

[ Afghanistan v [ submit}
Timezone (City or GMT):

| | Ij)Seamh\:I

[ Africa/Abidjan [ submit}

*Zscaler APl requires specific format for
country and time zone. This tool converts the
values of country and time zone to be readable
by the Zscaler API.

Edit Location

LOCATION
Name Country country
name
aws-3-0-j-2 United States
City/State/Province Time Zone z
America/New York

For example, if you want to use the values shown in the image above, you need to configure:

"location": {
"name": "aws-3-0-j-2",
"country": "UNITED_STATES",
"tz": "UNITED_STATES_AMERICA_NEW_YORK",
"ipAddresses": [

"auto"

"authRequired": true,

"xffForwardEnabled": false,

"surrogateIP": true,

"idleTimeInMinutes": 480,

"displayTimeUnit": "MINUTE",
"surrogate]PEnforcedForKnownBrowsers": true,
"surrogateRefreshTimeInMinutes": 120,
"surrogateRefreshTimeUnit": "MINUTE",
"ofwEnabled": true,

"ipsControl": true

The rest of the values correspond to "GATEWAY OPTIONS."

GATEWAY OPTIONS

Use XFF from Client Request Enforce Authentication

m xffForwardEnabled authRequired
Enable IP Surrogate Idle Time to Disassociation
sumogatelP 480 Minutes v

idleTimeInMinutes display TimeUnit
Enforce Surrogate IP for Known Browsers Refresh Time for re-validation of Surrogacy
surrogateIPEnforcedForKnownBrowsers 120 Minutes v

o TimeInMinute surrogateRefreshTimeUnit

Enforce Firewall Control Enable IPS Control

ofwEnable ipsControl

Administrator Guide v 3.0 Page 31 of 90 Date 29/06/2021



Maidenhead Bridge — Cloud Security Connector for AWS

4.2.1.1.11 routedBypassJsonFileUrl
Routed Bypass URL is the recommended method. Create an AWS bucket and place your JSON file

on it. Here an example: https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json

"routedBypassJsonFileUrl": "https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json",

"routedBypassRules": []

4.2.1.1.12 routedBypassRules
In the case you don't want to use the Routed Bypass URL method, you can include here your

Routed Rules directly. For example:

"routedBypassJsonFileUr]": "",
"routedBypassRules": [

"description": "0365 Login URLs 1",
"ipProtocol": "tcp",

"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "20.190.128.0/18",
"fromPort": "80",

"toPort": "80"

"description": "O365 Login URLs 2",
"ipProtocol": "tcp",

"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "20.190.128.0/18",
"fromPort": "443",

"toPort": "443"

"description": "O365 Login URLs 3",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "40.126.0.0/18",
"fromPort": "80",
"toPort": "80"
}
]

Date 29/06/2021
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4.2.2 Advanced Mode Deployment using CloudFormation

The only difference between Basic and Advanced Deployment is filling the last section of the
CloudFormation template. (UserData).

Simple copy the contents of the userDataConfig.json file and paste it on the section UserData.

CloudFormation Stacks

A Specify stack details
Specify template
Ster Stack name
Specify stack details
Stack name
- aws-3-0-j-2
Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Netwerk Configuration
‘Which VPC should this be deployed to?

vpe-0f32a676 (172.31.0.0/16) (Net 172-31) v
.Ex[emal_subnet.

subnet-818c0ddb (172.31.96.0/24) (Net-172-31-96) v
\.nternal Subnet

subnet-8360ecdd (172.51.200.0/24) (net-172-31-200) v

Amazon EC2 Configuration

Name
aws-3-0-j-2

AWS Instance Type

t3a.large v
Key Name
us-east-key v

Paste userDataConfig.jsn e
.- 7:“ Opticmal Aecanc

|( "model": "tsc-gre-aws”, "version™ "1.0°, “cloudName": "zscalerthree”, “apiTokenlD": "S580AB3DD01A167D5C2174D0AFAD3539", ‘dns":(|

Cancel

and Click "Next", "Next" , "Create Stack".

If you have the Syslog configured, you will see the creation of the resources during the deployment.

) (UP) CSC GRE for AWS was powered ON: Mon 21 Jun 15 58 UTC 2021
INFO) Routed Bypa: ules JSON file in
) (INFO) DNS configu g 9
) (INFO) SYSLOG configured usi
) M A act. (running) since Mon
) Bypass List e . (using PAC URL http
: 4 .82.127 was added t

.1
with Source IP 2 a your Zscaler ¢ le
;] 1 with Source I 5 1 .127 was added to your aler console

uly from configUserData.json (using Routed Bypass URL https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json).
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5 The Cloud Security Connector Admin Console:

The CSC SSH Console was created to simplify admin tasks showing what is essential to
administrators for operation and troubleshooting. In addition to this, using AWS System Manager,
you can do all monitoring tasks via AWS Console. Register the CSC instance on AWS as a managed
instance, and you are ready to control the CSC using all AWS System Manager tools.

When accessing the console via SSH, you will receive the Admin Console. For example:
ssh -1 us-east-key.pem cscadmin@l72.31.200.235

Maidenhead Bridge
Cloud Security Connector GRE - Single - Admin Console

EC2 Instance ID : i-BafeldeSadcd9adez
AWS Availability Zone : us-east-1d

Please select an option by typing its number

Monitoring Tasks

1) Show Configuration and Status
2) Show Interfaces Traffic

3) Traceroute and Latency Test
4) Speed Test (Experimental)

CSC Admin tasks

5) AWS 55M Agent (Register or De-Register)
6) Reserved for Future Use

7) Change Timezone

Proxy Bypass
8) View Current Proxy Bypass List
9) Configure Proxy Bypass List

Routed Bypass
@) View Current Routed Bypass List
) Configure Routed Bypass List

g Information
2) View Current Month
) View Last 6 Months

Configuration Wizards

14) Change GRE IPs, DNS servers, Cloudname, Syslog and more
15) Switch Tunnels - Primary / Secondary

16) High Availability changing Default Route

The Main Sections are:

* Monitoring Tasks: To check statuses, real-time traffic, speed, etc.

* CSC Admin Tasks: To register the CSC for AWS management, change password and
timezone.

* Proxy Bypass: To manage the Proxy Bypass PAC URL or to enter the Proxy Bypasses
manually.
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* Routed Bypass: To manage the Routed Bypass URL or to enter the Routed Bypasses
manually.

* Log Information: Shows activity logs.

* Configuration Wizards: To rerun the initial wizard, switch tunnels and configuring HA.
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5.1 Monitoring Tasks

5.1.1 Show Configuration and Status

urity-G
urity-G

1.96.114 | Net
1

GW IP
(port

ONS IP:

{ INFORMATION

z

Primary Tunn
ZEN Publ
Tunnel
dary Tunnel:
ZEN Pub
Tunnel IPs

returnToPrimaryTun : true

Tunnel Stat Primary tunnael
ZSCALER.COM PAGE STATUS

ng the In z ler Cloud: Wa alerthree.net cloud
IP Addr . . 168

1.114 can reach t
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5.1.1.1 GENERAL INFORMATION
This section contains general information about the instance:

GENERAL INFORMATION
Availability Zone: us-east-1d
feldeSadcd9ad62 | Instance Type: t3a.small | ami-id: ami-@864f2b4aeat9eb8b
th®) Subnet-id: subnet-818cOddb | Interface-id: eni-86f121abb7b6729f5 | Security-Group-id: sg-0250eld868104a162

ace (ethl) Subnet-id: subnet-8360ecd9 | Interface-id: en1-0029767T0d8d066764 || Security-Group-id: sg-82954f571b5f68637
CSC date: Wed 23 Jun 89:07:1@ UTC 2821
Soft version : 3.0

Important: Please, note the “Interface-id:” value. You will need it if routing traffic via the CSC.

5.1.1.2 INTERFACES INFORMATION
This section contains the interfaces information:

INTERFACES INFORMATION
External: Tunnel IP (eth®): 172.31.96.70/24 | Bypass Proxy Egress IP: 172.31.96.114 | Network Gateway: 172.31.96.1 is Alive

Internal: CSC GW IP (ethl): 172.31.200.235/24 | Network Gateway: 172.31.200.1 is Alive

5.1.1.3 TRAFFIC REDIRECTION Options

The section contains information about how to redirect traffic to Zscaler.

TRAFFIC REDIRECTION Options
To Zscaler: VIP Proxy: 172.31.200.87:80 (or :9400) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 86/9400) via CSC GW IP

Direct to Internet: Bypass Proxy: 172.31.200.66:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

The objective of the Cloud Security Connectors of Maidenhead Bridge is to provide a simple
architecture, 100% proven that works, to connect to Zscaler.

Every member of the CSC family follows the principle of "three IPs" on the internal side:

* CSC GW IP (*): To be used as Default Gateway for internal devices behind the CSC
redirecting all ports and protocols to Zscaler when using Cloud Firewall. Traffic routed via
CSC GW IP can be bypassed from Zscaler using "Routed Bypasses" (Layer 4).

* VIP Proxy: This Virtual IP Proxy translates the packets directly to the Zscaler proxy. To be
used when PAC files are implemented or explicit proxy.

* Bypass Proxy IP: The Bypass Proxy enables a simple way to do Layer 7 Bypasses to the
Internet. To be used when PAC files are implemented.

(*) On AWS routing tables, the value to use as a GW is the “Interface-id:” (eni-xxyyzz)
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Here an illustration about this:

Cloud Security Connector
Traffic forwarding

to Zscaler Cloud Firewall
All Ports and Protocols

cscegwip —»

Routed Bypasses (Layer 4)

Ext. Tunnel IP

GRE Tunnel Zscaler

YY

CSC VIP Proxy IP ———» '

to Zscaler Proxy (TGP 80,9400, 9480, etc.) Ext. Bypass IP
CSC Proxy Bypass IP ———> | Bmum%_:

Proxy Bypasses (Layer 7) I./
Internal Interface 3 x IPs| [External Interface 2 x IPs|

Important: Please, see Appendix A for detailed information about traffic redirection (with
examples)

5.1.1.4 ELASTIC (PUBLIC) IPs INFORMATION

This section shows the Public IP used to initiate the tunnels to Zscaler and the Public IP used for the
Bypass Proxy functionality.

In our example:

ELASTIC (PUBLIC) IPs INFORMATION
GRE tunnels Public IP: 54.163.234.160

Bypass Proxy Public IP: 18.204.121.250

5.1.1.5 DNS INFORMATION

This section displays the DNS information. You can use the default DNS server from AWS and
Google or set up your DNS servers.

gle DNS IP:
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5.1.1.6 ZSCALER INFORMATION

This section shows the GRE tunnel information and Tunnel Status.

ZSCALER INFORMATION

Zscaler Cloud: zscalerthree

GRE tunnels ss Public IP: 54.163.234.160
Primary Tunnel:

ZEN Public IP: 16 48.12

Tunnel IPs (local, ): 172.18.96.105 / 172.18.96.1606
Secondary Tunnel:

ZEN Public IP: 165.

Tunnel IPs (local/z

TUNNEL STATUS
Primary Tunnel (reachability):
Layer 7 Keepalive is: Alive
EN Tunnel IP is: Alive
Secondary Tunnel (reachability
Layer 7 Keepalive is: Alive
GRE ZEN Tunnel IP is: Alive
returnToPrimaryTunnel: true

Tunnel Status: Primary tunnel is active since: Tue 22 Jun 15:22:36 UTC 2021

Please, pay attention to the reachability of the Keepalives and Tunnels and the Tunnel Status.

5.1.1.7 HTTP://IP.ZSCALER.COM PAGE STATUS

Zscaler recommends checking the page http:/ip.zscaler.com to validate that you are using Zscaler

and to see your Zscaler Node, Cloud and IP address. The CSC does this test for you.

HTTP://IP.ZSCALER.COM PAGE STATUS
You are accessing the Internet via Zscaler Cloud: Washington DC in the zscalerthree.net cloud.

Your Gateway IP Address is 54.163.234.160

5.1.1.8 BYPASS PROXY - EGRESS INTERFACE STATUS

This sections validates if the Bypass Proxy can access internet directly going to
http://pac.<cloudname>.net

BYPASS PROXY - EGRESS INTERFACE STATUS

Bypass Proxy Egress Interface 172.31.96.114 can reach test page (http://pac.zscalerthree.net)

5.1.1.9 ROUTED BYPASS
This section shows the configuration of Routed Bypasses.

ROUTED BYPASS
Using Routed Bypass URL: https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json

Routed Bypass URL https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json is reachable
Routed Bypass Rules configured wia URL: 8

5.1.1.10 AWS SSM AGENT
This section shows the status of the AWS SSM Agent.
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AWS SSM AGENT
AWS SSM Agent is active (running) since Wed 2021-06-23 08:54:48 UTC; 12min ago

Registration values: {"ManagedInstanceID":"mi-0904b86fee9efdc74","Region”:"us-east-1"}

5.1.1.11 SYSLOG/SIEM Servers Information
When configured, this section will show the IP/s and TCP port of your Syslog/SIEM server.

SYSLOG/SIEM Servers Information
Primary Syslog IP: 172.31.200.163
Secondary Syslog IP: Not configured
Syslog TCP port: 514

5.1.1.12 HIGH AVAILABILITY Information

This section all the information when the CSC are configured on HA pair:

HIGH AVAILABILITY Information

The HA service is: active (running) since Wed 2821-06-23 08:48:49 UTC; 18min ago

IAM role in use: arn:aws:iam::544690173127:instance-profile/csc-ha-aws-role

The Default Route to Internet is using this Gateway (Target): eni-082976T0d8de68764 (this CSC)
Current values configured are:

woute Table/s Configured (Qty)= 1 (using VPC: vpc-8f32a676)

R

Route Table ID= rtb-d@98c8a8

Instance ID of other CSC in the pair= 1-08780bd29527f13ed

SNS message ARM= arn:aws:sns:us-east-1:544698173127:AWS-Zscaler-Notification

* If HA service is active.

* The IAM role in use.

* The current “eni-xxyy” that is the default GW to the Internet for the Route Table/s.
* Amount of Route Tables configured and VPC in use.

* The Route table ID/s.

*  Which is the Instance ID of other CSC on the HA pair.

* The SNS message used for notification.
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5.1.2 Show Interfaces Traffic

You can use this section to see the traffic in real time.

ethe
Interfaces RX bps % TX bps
4 1
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5.1.3 Traceroute and Latency Test

This test can validate the quality of the Internet path between your location and Zscaler. You can run

it with tunnels down or up. When the tunnels are up, it does a “Reverse Path” test from your active

ZEN node to your location. This test is beneficial to check if there is any packet loss at some point.

My TraceRoute (MTR) Test Report

This test does:

- MTR (TCP/80) DIRECT to the Primary

- When the tunnel is UP,

NOTE: Max Hops is equal 30. This tes
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5.1.4 SPEED TEST

This test is experimental because we use third-party tools (speedtest.net), but it works fine in most
cases. Only download test is performed.

We are using t3a.small instance for the CSC, and the download value was 704.83 Mbit/s.

Selection: 4

SPEED TEST

This is experimental. We are using third party tools. (Speedtest.net)
Results can be inaccurate or none. The test takes a while

Upload test is not performed

Retrieving speedtest.net configuration...

Testing from Zscaler (165.225.48.111)...

Retrieving speed t.net server list...

Selecting best s r based on ping...

Hosted by AFL (Washington, DC} [5.13 km]: 4.183 ms

Testing download sSpeed. ... ..ottt i it et e et a e a e aa e aaas
Download: 704.83 Mbit/s

Skipping upload test

5.2 CSC Admin Tasks

CSC Admin tasks

5) AWS 55M Agent (Register or De-Register)

6) Reserved for Future Use
7) Change Timezone

5. AWS SSM Agent (Register or De-Register)
6. Reserved.

7. Change Timezone: In case if needed, you can select your Timezone here.

5.2.1 AWS SSM Agent (Register | De-Register)

The CSC AWS has installed the AWS SSM Agent that allows you to check remotely the status of
the CSC and “Run Commands” using AWS Systems Manager.

Note: You can learn more about “Run Commands” on Appendix B

Important (**): You can manage the CSC for AWS from ANY AWS Availability Zone. In this
example, we have running the CSC for AWS on N. Virginia (us-east-1) but we want to manage it
from the Ireland (eu-west-1). It is advisable to manage all CSC (for AWS/Azure/Vmware/Hyper-V)
from the same AWS availability zone.

Here is the screenshot of our CSCs under management before to add the CSC for AWS:

Administrator Guide v 3.0 Page 43 of 90 Date 29/06/2021




Maidenhead Bridge — Cloud Security Connector for AWS

Please, note that in this example the availability zone is eu-west-1
The steps required to register the AWS SSM Agent are two:

1. Go to: AWS Systems Manager — Hybrid Activations — click “Create activation”

aws Services v  Resource Groups v %

AWS Systems Manager X . .
Activation setting
Createa

Quick Setup New on hybrid and

After you comp! activation code and ID. Use the code and ID to register SSM Agent

v
Activation description- Optional

CloudWatch Dashboard csc-bkp

OpsCenter

Resource Groups

Trusted Advisor & PHD

Automation

Maintenance Windows @ To register more than 1,000 managed instance in the current AWS account and
Region, change your account settings to use advanced Instances. Learn more [5

1AM role

© Use the default role created by the system
(AmazonEC2RunC

Select an existing custom IAM role that has the required permissions

Activation expiry date

Run Command

State Manager

Patch Manager

Distributor
Default instance name- Optional

csc-bkp| |

Parameter Store

Documents

cancet

Note: We recommend to create an Activation per CSC and on “Default instance name” to put the
name of the CSC instance (or CSC ID o or the name of your “Location” for easy identification)

When you click “Create an Activation” you will receive the following information:
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@ You have successfully created a new activation. Your activation code is listed below. Copy this code and keep it in a safe place as you will not be able to access it again.

Activation Code Awdok/NYw/R8WMs20191

Activation ID 9cfa62f5-c314-40df-b2b9-5ecef5a991c7

You can now install amazon-ssm-agent and manage your instance using Run Command.Learn more

Please, keep copy this values on a safe place. You will need this to register the AWS SSM client on
the CSC.

2. From the CSC Admin Tasks Menu, select “5) AWS SSM Agent (Register or De-Register)”.
You will asked for the Activation Code, Activation ID and AWS Region where to register
the CSC. (Check your AWS URL https://eu-west-1.console.aws.amazon.com/ec2/v2/home?
region=eu-west-1#)

Selection: 5
The 55M Agent is inactive (dead) since Wed 2019-18-16 12:51:23 GMT; 9min ago

Do you want to Register (start) the AWS SSM Agent (y/n) y

Please, ingress Activation Code, Activation ID and Region (example: eu-west-1)
Activation Code : ¢/ NYw/RE8WMs20191

Activation ID :9cfaB2f5-c314-40df-b2b9-5ecef5a991cT

Region :eu-west-1

Done! Check now “Show Configuration and Status” :

Go to AWS Systems Manager — Managed Instances and you will see the new CSC added. (csc-bkp
in this case)
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AWS Systems Manager| X

Quick Setup New

CloudWatch Dashboard
OpsCenter
Resource Groups

Trusted Advisor & PHD

Automation

Malintenance Windows

Compliance

Inventory

AWS Systems Manager

Managed Instances Settings

Managed instances

Setup Inventory Re

Attributes.Ping status: Online X | ‘ Clear filters
. Platform Platform Agent Computer
Instance ID Name Ping status N IP address
type name version name
I © o vbunta I
| mi-0a3041fd88a25291a csc-bkp @ online Linux Ubuntu . - . ‘
| @ online Linu; Ubuntu I

5.2.2 Reserved for future use

This menu is reserved for future use.

5.2.3 Change Timezone

You can change the Timezone using this menu.

-— Q0 ---
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5.3 Proxy Bypass

When using PAC files, the Bypass Proxy allows you to connect certain domains direct to the
Internet. By default, all domains are blocked, and you need to insert the domains that you want to
allow to go direct.

Proxy Bypass
8) View Current Proxy Bypass List

9) Configure Proxy Bypass List

5.3.1 Proxy Bypass - Traffic Flow

Cloud Security Connector
Traffic forwarding

Ext. Tunnel IP
CSCGWIP —_—

GRE Tunnel . Zscaler

CSC VIP Proxy IP ———>» ' l e '
to Zscaler Proxy (TCP 80,9400, 9480, etc.) Ext. Bypass IP
CSC Proxy Bypass I[P ——> Bypasses .;
Proxy Bypasses (Layer T) l/

[Internal Interface 3 x IPg| [External Interface 2 x IPs|

5.3.2 View Current Proxy Bypass List

This commands shows the current domains and subdomains allows to go direct to Internet. By
default the list is “blank” blocking all traffic.

Selection: 8

This is the list of current Domains configured:

.okta.com

.oktacdn.com
.okta-emea.com
login.mydomain. com
login.microsoftonline. com
login.microsoft.com
login.windows.net
portquiz.net

5.3.3 Configure Proxy Bypass List

In order to configure the Bypass List you have two options:
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Selection: 9

Please, select method to configure Proxy Bypass List

1) Auto - Proxy Bypass PAC URL
2) Manual

3) Quit

Enter your choice: []

5.3.3.1 Auto - Proxy Bypass PAC URL

Auto—Proxy Bypass PAC URL is the recommended method to use. You need to create a “Proxy
Bypass PAC file” on your Zscaler console. The CSC will read the “Proxy Bypass List” from the

“Proxy Bypass PAC file”.
By default, the CSC has configured this PAC URL:

http://pac.<yourcloudname>.net/something/<pacname>.pac

* You can change this URL via console menu. You can use an internal URL if you want.

The “Proxy Bypass PAC file” idea is to act as a central repository of all Layer 7 bypasses required.
Moreover, if you manage the CSCs using AWS, you can update all CSCs in your network doing one
AWS Run Command.

Example of “Proxy Bypass PAC file”

function FindProxyForURL(url, host) {
var bypassproxy="PROXY 1.1.1.1:3128; PROXY 2.2.2.2:3128";

1
// Section 3: Bypass via Cloud Security Connectors

// Bypass via CSC Public IPs (Examples)
// Okta Domains (for Location Rules)

if ((shExpMatch(host, "*.okta.com")) ||
(shExpMatch(host, "*.oktacdn.com")) ||
(shExpMatch(host, "*.okta-emea.com")) ||
(shExpMatch(host, "login.mydomain.com")) ||
// 0365 Domains for Conditional Access
(shExpMatch(host, "login.microsoftonline.com")) ||
(shExpMatch(host, "login.microsoft.com")) ||
(shExpMatch(host, "login.windows.net")) ||
// IP / Port test page
(shExpMatch(host, "portquiz.net"))) {
return bypassproxy

}

I

return bypassproxy
}
Note 1: It is mandatory to use this function and format. Feel free to add lines but don’t change the format. We
recommend to start filling the first line and the last line. Use middle lines for copy/paste.

Note 2: The Bypass Proxy port is 3128
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5.3.3.2 Example Using Proxy Bypass

Scenario: It is required to send Okta and O365 Authentication URLs via the customer's public IP
and no Zscaler IPs.

Requirements:

1. Create the “Proxy Bypass PAC” with the list of domains you want to bypass on your Zscaler
console. Copy the URL.

Proxy Bypass PAC on Zscaler Console:

PAC FILE CONTENTS

=

1 functlon FimdProxyForURL{url, host) Y
2 var bypassproxy="PROXY 1.1.1.1:3128; PROXY 2.2.2.2:3128";
3
4
5 {/ Section 3: Bypass wia Cloud Security Connectors
-]
7 blic IPs (Examples)
8 ns (for Location Rules)
9 if "% okta.com")) ||
18 ", oktacdn.com")) ||
11 "* okta-emea.com")) ||
12 "login.mydomain.com")) ||
13 ConditionalAccess
14 softonline.com")) ||
15 g t.com”)) ||
16 "login.windows.net")) ||
17 page
18 "portquiz.net"))) {
19
28 }
21 [y
22 | return bypassproxy
1
4

Note: The line “var bypassproxy = "PROXY 1.1.1.1:3128; PROXY 2.2.2.2:3128";” is doing nothing here. You can
leave as is on the Proxy Bypass PAC, but you need to correct the production PAC values.

Bypass PAC URL on this example

http://pac.zscalerthree.net/maidenheadbridge.com/bypass.pac

2. Configure the URL of the “Proxy Bypass PAC” on each CSC and refresh the list.
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Selection: 9

Please, select method to configure Proxy Bypass List

‘1] Auto - Proxy Bypass PAC URL

2] Manual
3) Quit
Enter your choice: 1

Please, select method to configure Proxy Bypass List

1) Configure Proxy Bypass PAC URL and/or Update Proxy Bypasses
Z] See PAL Proxy Bypass example

3) Quit

Enter your choice: 1

Proxy Bypass Conf ration

Do you want to change the Proxy Bypass PAC URL?
1) _Yes

2) No

Enter your choice: 1

Please. input P RBvpnass PAC LRI
Bypass PAC URL:ht //pac.zscalerthree.net/maidenheadbridge. com/bypass.pac

Your current Proxy Bypass PAC URL is: http://pac.zscalerthree.net/maidenheadbridge.com/bypass.pac
Do you want to refresh Proxy Bypass List?
1)

2} o
Enter your choice: 1

This is your current Proxy Bypass List

.okta.com

.oktacdn.com

.okt com
login.mydomain.com
login.microsoftonline.com
login.microsoft.com
login.windows.net
portquiz.net

Do you want apply changes?
1) Yes

2} No

Enter your choice: 1

Proxy Bypass List updated sucessfully.

3. Check your VIP Proxy and Bypass Proxy using “Show Configuration and Status” on the

CSC.

TRAFFIC REDIRECTION Options

To Zscaler: VIP Proxy: 172.31.200.87:80 (or :94080) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 88/9488) via CSC GW IP

Direct to Internet: Bypass Proxy: 172.31.200.66:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

4. Create your production PAC file and Copy/Paste section 3 for Proxy Bypasses, and put the

correct values for variables “tozscaler” and “bypassproxy”

function FindProxyForURL(url, host) {
I
// Section 1: Zscaler standard PAC values

var privatelP = /A(0[10]127/192\.168|172\.1[6789][172\.2[0-9][172\.3[01][169\.254|192\.88\.99)\.[0-9.]+8/;
var resolved_ip = dnsResolve(host);

/* Don't send non-FQDN or private IP auths to us */
if (isPlainHostName(host) || isInNet(resolved_ip, "192.0.2.0", "255.255.255.0") || privateIP.test(resolved_ip))
return "DIRECT";

/* FTP goes directly */
if (url.substring(0, 4) == "ftp:")
return "DIRECT";

/* test with ZPA */
if (isInNet(resolved_ip, "100.64.0.0", "255.255.0.0"))
return "DIRECT";

/!
// Section 2: Assigning values to "tozscaler" and "bypassproxy"
I

/I CSC VIP

var tozscaler = "PROXY 172.31.200.87:80";

/I CSC Proxy Bypass

var bypassproxy = "PROXY 172.31.200.66:3128";

"
// Section 3: Bypass via Cloud Security Connectors
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// Bypass via CSC Public IPs (Examples)
// Okta Domains (for Location Rules)

if ((shExpMatch(host, "*.okta.com")) ||
(shExpMatch(host, "*.oktacdn.com")) ||
(shExpMatch(host, "*.okta-emea.com")) ||
(shExpMatch(host, "login.mydomain.com")) ||
// 0365 Domains for Conditional Access
(shExpMatch(host, "login.microsoftonline.com")) ||
(shExpMatch(host, "login.microsoft.com")) ||
(shExpMatch(host, "login.windows.net")) ||
// IP / Port test page
(shExpMatch(host, "portquiz.net"))) {
return bypassproxy
}
I
// Section 4: Default Traffic

/* Default Traffic Forwarding. Forwarding to Zen on port 80, but you can use port 9400 also */
return tozscaler

Production PAC file URL on this example

http://pac.zscalerthree.net/maidenheadbridge.com/production.pac

5. Checking traffic “tozscaler” and “bypass” using CURL command:

CURL command is available on Linux and Win10. You can check the traffic “tozscaler” or “proxy
bypass” using the following commands:

Traffic “tozscaler”

Put the values of the VIP Proxy on “--proxy”

In this example:

Linux:

curl -s --proxy http://172.31.200.87:80 ip.zscaler.com | grep You

Win 10:
curl -s --proxy http://172.31.200.87:80 ip.zscaler.com | findstr You

Result expected:

<div class="headline">You are accessing the Internet via Zscaler Cloud: Washington DC in the zscalerthree.net cloud.</div>
<div class="details" style="margin-top: 20px">Your request is arriving at this server from the IP address <span class="detailOutput">165.225.48.118</span></div>
<div class="details">Your Gateway IP Address is <span class="detailOutput">54.163.234.160</span></div>

Proxy Bypass Traffic:

We are testing the website “portquiz.net” to check that the Bypass works. The page “portquiz.net”
returns your public IP and TCP port. Please, note this is a third-party tool, and sometimes it takes a
long to answer or is unresponsive.

Administrator Guide v 3.0 Page 51 of 90 Date 29/06/2021


http://pac.zscalerthree.net/maidenheadbridge.com/production.pac

Maidenhead Bridge — Cloud Security Connector for AWS

In this example:

Linux:

curl -s --proxy http://172.31.200.66:3128 portquiz.net

Win 10:
curl -s --proxy http://172.31.200.66:3128 portquiz.net

Result expected:

Port 80 test successful!
Your IP: 18.204.121.250

6. Checking traffic “tozscaler” and “bypass” using Browser command:

Please, setup the Browser proxy using the production PAC URL. In our example is:
http://pac.zscalerthree.net/maidenheadbridge.com/production.pac

Traffic “tozscaler”

Go to page: ip.zscaler.com and using Chrome Developer tools check the proxy in use:

@ Zscaler Cloud Security: x =B

= B ANO“E(UE I

i Apps @ ZscalerCloud... @ OutgoingPor... @ chrome;//net-i

@5 ZsCaler  comeinquaiy  zscalr Anazer  cious ean : | e

O Hide datauRls [} XHR JS CSS Img Media F
Has blocked cookies [ Blocked Requests

You are accessing the Internet via Zscaler Cloud: Washington DC in the zscalerthree.net

cloud.
4
Yo it t th fi the IP add 165.225.48.118
‘our request Is arriving at this server from the address T % e e g
The Zscaler proxy virtual P is 165.225.48.9 3 e
The Zscaler hostname for this proxy appears to be zs3-was1-1f4-sme _ stylecss Request URL: nttp://ip.zscaler. com,
font-awesome min.css i
The request is being received by the Zscaler Proxy from the IP address 54.163.234.160 = s Request Method: GE

Status Code: @ 260 0K

Your Gateway |P Address is 54.163.234.160 ZscalerLogo-RGB.png

zscalerportal = —
eferrer Policy: strt
fontawesome-webFont waffF... i

] zscalerportal + Response Headers

zscalerusrport?_sm_au_=isV... | Access-Control-Allow-Methods: GET. OPTION
2T4TngoQkkj1j Access-Control-Allow-Origin: *

8] dataimage/png;base... Connection: keep-alive
faviconico Content-Encoding: gzip

Content-Type: te

O

Date: wed, 23 J 1 6 GMT

Maidenhead Bridge server:
Transfer-Encoding: chunked
v Request Headers
@ Would you like to Logout? 12requests | 31.0 kB transferrec
i Console

Your user name is: first24last24@maidenheadbridge.com. ] ® tpr | @ ter Default levels ¥

Proxy Bypass Traffic

Using our example, we are going to http://portquiz.net and using Chrome Developer tools check
the proxy in use:
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-

@ Outgoing Port Tester

¢ 3> C A Notsecure

i Apps @ Zscaler Cloud @ Outgoing Por... @ chrome://net-i

Outgoing port tester

This server listens on all TCP ports, allowing you to test any outbound TCP port

You have reached this page on port 80.

) Hide data URLs
ed cookies () Blocked Requests

Your network allows you to use this port. (Assuming that your network is not doing advanced traffic filtering.) 1 .

Network service: http
Your outgoing IP: 18.204.121.250
Test a port using a command

$ telnet portquiz.net 80
Trying

Connected to portquiz.net
Escape character 15 '~]'.

$ nc -v portquiz.net 88
Connection to portquiz.net 86 port [tcp/daytime] succeeded!

$ curl portquiz.net:86
Port 89 test successfull
Your IP: 18.264.121.250

$ wget -q0- portquiz.net:89
Port 80 test successfull
Your IP: 18.264.121.250

# For Windows Powershell users

PS C:\> Test-NetConnection -InformationLevel detailed -ComputerName portquiz.net -Port 80

X Headers

+ General
Request URL: nt
Request Method:

Status Code:

» Response Headers e e
Connection: keep-al

Content-Encodin

Content-Length

Content-Type: te
Date: W 3

Server:

Vary: Acce
Via: 1.1 1p-17.

Test a port using your browser

In vour browser address har htto-linortauiz. net-XX XX

5.3.3.3 Manual

If you want to update manually your Proxy Bypass list, follow this steps.

1. Select Option 2)

1) Auto - Pre
2) Manual

3) Quit
Enter your choice: 2

y Bypass PAC URL

Please, read the instructions carefully:
You are going to edit the list using NANO editor
The following formats are accepted:

Full Domains:
wildcard for subdomains: *.e

"W . example . com’
ample.com’ - This will allow all subdomains of exa

To save, press CTRL-X and 'Yes'

Paid attention to ERROR messages if any. ERRORs must be corrected before to continue

J

Do you want to continue? (y/n)

2. Input “y”

GNU nano 4.8 domains Modified
.okta.com
.oktacdn.com
.okta-emea.com
.mydomain.com
.microsoftonline.com
.microsoft.com
.windows.net
ortquiz.net
nanualAdded. con |

Cur Pos

B Justify
To Spell Go To Line

WY Write Out
Read File

W Where Is M Cut T
M Replace Wl Paste Te

Date 29/06/2021
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3. Add/ Delete / Modify your full domains and subdomains
4. Please, CTL+X and “Yes” (and after next prompt Enter) to Save

5. The modified Bypass List will be displayed.

This is your current Proxy Bypass List

.okta.com

.oktacdn.com
.okta-emea.com
login.mydomain. com
login.microsoftonline. com
login.microsoft.com
login.windows.net
portquiz.net
manualAdded. com

Do you want apply changes?
1) Yes

2) No

Enter your choice: []

6. Apply Changes Yes or No. If “1” you will receive the following message:

Do you want apply changes?
1) Yes
2) No

Enter your choice: 1

Proxy Bypass List updated sucessfully.
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5.4 Routed Bypass

When routing all traffic via the CSC GW IP, the Routed Bypass functionality allows you to connect
specific destinations (IP/Subnet) direct to the Internet, using your Public IP. By default, all
destinations will travel via the GRE tunnel to Zscaler. If you want to bypass the GRE tunnel, you
need to create a Routed Bypass Rule.

Routed Bypass
18) View Current Routed Bypass List

11) Configure Routed Bypass List

5.4.1 Routed Bypass - Traffic Flow

Cloud Security Connector
Traffic forwarding
to Zscaler Cloud Firewall

All Ports and Protocols
Ext. Tunnel IP

CsSCGwWIP — R
GRE Tunnel > Zscaler
Routed Bypasses (Layer 4)

CSC VIP Proxy IP—>» J
Ext. Bypass IP .
CSC Proxy Bypass IP——>» Bypasses 7 fPublic IP required
Internal Interface 3 x IPs| [External Interface 2 x IPs|

5.4.2 View Current Routed Bypass List

You can select to view the Routed Bypass Rules in Compact format or JSON.

Selection: 18

Please, Select "Compact' or 'Json' format

1) Compact
Json
Quit
Enter your choice: []

54.2.1 Compact

Current Values configured are:

, Protocol: , SourceIP: 0.8.0.0/8, DestinationIP: 20.190.128.0/18,
H , SourceIP: 8.8 DestinationIP: 20.190.128.8/18, FromP 3, T 443, Description
, SourceIP: 0.0 DestinationIP: 40.126.0.0/18, FromPort 8, To Port: 80, Description:
, SourceIP: 8.8 DestinationIP: e 8, Tt 86, Descriptio

, SourceIP: 0.0 DestinationIP: 40.126.8 , FromPort 0 P , Description

, SourceIP: 0.8 DestinationIP: .167. , Fre 478, Tt 3481, Descriptio kype and Teams UDP 1"
. : , SourceIP: 0.6 DestinationIP: 52. N: 4, FromPe , To Pe 3481, Description e and Teams UDP 2"
, Protocol: , SourceIP: 0.08.0 8, DestinationIP: 52.120.0.8/14, FromPort: 3478, To Port: 3481, Description: "Skype and Teams UDP 3"
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5.4.2.2 Json

Enter your choice: 2

{
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5.4.3 Configure Routed Bypass List

There are two methods to configure the Routed Bypass List: Routed Bypass URL and Manual. The
recommended method is to use Routed Bypass URL.

Selection:

11

2) Manual (Paste Routed Bypass Rules JSON File)
3) Reset to Default Values

4)

Quit

Enter your choice:

5.4.3.1

Routed Bypass URL

Routed Bypass URL is the recommended method. Create an AWS bucket and place your JSON file
on it. Here an example: https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json

Enter your cheice: 1

Your Routed Bypass URL

Do you want to ch:
1) Yes

2) No

Enter your choice:

Ple input Rou
Routed Bypass URL

configured is: http

ge the Routed Bypass URL?

Do you want to refresh the Routed Bypass List?

1) Yes
2) No

Enter your choice: 1

Routed Bypass JSON file imported successfully

You can review your values before to apply. Please

1) Compact
2) Json

3) No re
Enter you

iew is n
choice

values col

0, Protoco
Protoco
Protoco
Protoco’

Protoco’
Protoco

4, Protoco
, Protoco

Do you want to ap

r your choice
) Rule
) Rule
) Rule
) Rule
) Rule

5) Rule
) Rule
) Rule

Routed Bypass Lis

ded
1

nfigured are:
1: tcp, SourceIP
tep, SourcelP
sourcelp

, SourceIP
sourcelp
SourcelP
sourcelp
SourceIP

L:
1:
L:

udp,
udp,

ply this values?

01

0365 Login URLs 1" was
0365 Login URLs 2" was
0365 Login URLs 3" was
portquiz.net” was cr

0365 Login URLs 4" was
Skype and Teams UDP 1"
Skype and Teams UDP 2"
Skype and Teams UDP 3"

t updated succesfully.

select

ionIP:

ionIP:

ed succesfully.
ed succesfully.
ed succesfully.

d succesfully.

ed succesfully.

*Compact” or

‘Json’

©.190.128.0/18, FromPor
, FromPor

18, FromPor
.216/32,
FromPor

, FromPort

FromPor
, FromPor

d succesfully.
d succesfully.
d succesfully.

format

FromPo

/csc-gre-aws.s3.amazonaws . com/ routedBypassRulesFile.json

To Port: 8@, Descriptio
. To Port: 443, Descriptio
To Port: 8@, Descript 3
80, To Port: 86, Description
43, To Port: 443, Descriptiol
3478, To Port: 3481, Descripti
478, To Po 3481, Descript
478, To Port: 3481, Descriptio

0365 Login URLs 1"
"0365 Login URLs 2"
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5.4.3.2 Manual (Paste Routed Bypass JSON file)

Another option to configure Routed Bypass Rules is to paste the JSON file using the following
menu:

Enter your choice: 2

WARNING: Manual Configuration will remove the Bypass Routed URL if configured.

u want to paste the Routed Bypass Rules JSON File?
5

Enter your choice: 1
Please, paste Routed Bypass JSON File and press 'Enter' if required.

NOTE: If the json file has errors, it is possible that the script will hang. Press '}' and 'Enter' to end the operation.

Routed Bypass JSON file:

and paste the JSON file. The JSON file will be displayed, and if no errors are found, you can apply
the changes:

/8",
.120.0.0/14",

Routed Bypass JSON file imported successfully

‘You can review your values before to apply. Please, Select 'Compact’ or 'Json' format.
1) Compact

PARREL

3) No review is needed

Enter your choice: 1

Current Values configured are:

SourceIP: 0.0.0. DestinationIP: 20.190.128.0/18, FromPort: 8@, To Por escription: "0365 Login URLs 1"

DestinationIP: 20.196.128.8/18, FromPort: 443, To Por 3, Descri : "0365 Login URLs 2"
DESSLET 40.126.0.8/18, FromPor 80, To Port: 80, Descriptio 5 Login URLs 3"
DestinationI .209.216/32, FromPort: 80, To Port: 8@, Descriptio

DestinationIP: 40.126.0.8/18, FromPc 3, To Port: 443, cription

DestinationI .107.64.0/18, FromPort: 3478, To Port: 3481, t

.0. DestinationI 2.112.0.0/14, FromPort: 3478, To Port: 3481, Description
: udp, SourcelP: 0.0.6. DestinationIP .120.0.8/14, FromPort: 3478, To Port: 3481, Description: kype and Teams UDP 3"

4]
1
2
3
4
5
6
7

Do you want to apply this values?

- choice: 1

) Rule "0365 Login URLs 1" was created succesfully.

) Rule "0365 Login URLs 2" wa y

) Rule "0365 Login URLs 3" was created succesfully.

) Rule "portgui a ated succesfully.

) Rule "0365 Login URLs 4" was created succesfully.

) Rule "Skype and Teams UDP 1" wa reated succesfully.
) Rule "Skype and Teams UDP 2" wa reated succesfully.
) Rule "Skype and Teams UDP 3" wa reated succesfully.

Routed Bypass List updated succesfully.
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5.5 Log Information

This section shows the Logs. You can see the Current Month or Last 6 Months.

Log Information
12) View Current Month

13) View Last & Months

5.5.1.1 View Current Month

Selection: 12

Current Month (June 2021) Logs for ip-172-31-96-70

Jun 21 17:19:23 root: (MHB-CSC)(UP) CSC GRE for AWS was powered ON: Monm 21 Jun 17:19:23 UTC 2021
Jun 21 17:19:23 root: (MHB-CSC)(INFO) Routed Bypass Rules JSON file integrity is OK
Jun 21 17: root: (MHB-CSC)(INFO) DNS configured using AWS 169.254.169.253 and Google 8.8.8.8 servers
Jun : 4 root: (MHB-CSC)(INFO) SYSLOG not configured.
root: (MHB-CSC)(ERROR) Connection er Zscaler API not contactable when trying to create Static IP.
cscadmin: (MHB-CSC) (INFO) ( ) e "0365 Login URLs 1" was created succesfully.
cscadmin: (MHB-CSC) (INFO) ( x: 1) e "0365 Login URLs 2" was created succesfully.
i MHB-CSC) (INFO) (Index: 2) Rule "0365 Login URLs 3" was created succesfully.
3 MHE-CSC) (INFO) ( ) R "portquiz.net" was crea succesfully.
cscadmin: (MHB-CSC)(INFO) ( 4) Rule "0365 Login URLs 4" was created succesfully.
cscadmin: (MHB-CSC) (INFO) (Index: Rule "Skype and Teams UDP 1" was created succesfully.

to Current Month (June 2021) for ip-172-31-96-70

root: (MHB-CSC)(UP) CSC GRE for AWS was powered ON: Mon 21 Jun 17:19:23 UTC 2821

root: (MHB-CSC)(INFO) Routed Bypass Rules JSON file integrity is O

root: (MHB-CSC)(INFO) DNS configured using AWS 169.254.169.253 and Google 8.8.8.8 servers

root: (MHB-CSC)(INFO) SYSLOG not configured.

root: (MHB-CSC)(ERROR) Connecti rror: Zscaler API not contactable when trying to create Static IP.
cscadmin: (MHB-CSC) ( "0365 Login URLs 1" was created succesfully.

cscadmin: (MHB-CSC) (INFO) ( 1) Rule "0365 Login URLs 2" was cr succesfully.

cscadmin: (MHB-CSC) (INFO) ( 2) Rule "0365 Login URLs 3" was created succesfully.

cscadmin: (MHB-CSC) (INFO) (Index: 3) Rule "portquiz.net" was created succesfully.
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5.6 Configuration Wizards

In this section you can run the initial configuration wizard to change GRE IPs, DNS servers and/or
Cloud Name, an easy way to Switch tunnels and to configure High Availability.

Configuration Wizards
14) Change GRE IPs, DNS servers, Cloudname, Syslog and more

15) Switch Tunnels - Primary / Secondary
16) High Availability changing Default Route

5.6.1 Change GRE IPs, DNS servers, Cloudname, Syslog and more
The CSC GRE Configuration Wizard explained at the beginning of this manual.

Selection: 14
Welcome to the CSC GRE Configuration Wizard
Before to start you need have the following v
tc. Check your Zscaler Admin URL https://admin.<cloud name>.net to find it.
2) DNS Serv IPs.
3) GRE Tunnel IPs & L C Zscaler console, please, follow this procedure:
3.1) Go to Administ - IPs & GRE Tunnels.
) Add 'S .163.234.160 .
G * using Static IP: 160, Select 'Data Center' (Primary and Secondary) and Select ‘Internal GRE IP Range'.
Location Man nt, and 'add on' u ‘static IP .163.234.160
3.3) On Location GRE Tunnel Informat: ta of the following va
3 Primary Destination
2 on
y Destination Internal Range®. For example, if Primary Destination Internal Range is: 172.18.7.120 - 172.18.7.123, you need only the first value for this wizard: 172.18.7.120

d Bypass URL
/ SIEM Server/s IP/s and TCP port

ured:

AWiS DNS server 169.254.169.253 and Google DNS server 8.8.8.8
54.163.234.160 (* this is your Tunnel Source Public IP)

Destination
E o

ination .2 .5
‘Primary Destination Internal Range': 172.18.96.104

Proxy Bypass PAC URL

Your current P Bypass PAC URL is http://pac.zscalerthree.net/maidenheadbridge.com/bypass.pac

Primary Syslog / SIEM IP: 172.31.200.163
syslog / SIEM IP: Not configured
/ SIEM TCP port: 514

Enter your choice: []

Administrator Guide v 3.0 Page 60 of 90 Date 29/06/2021



Maidenhead Bridge — Cloud Security Connector for AWS

5.6.2 Switch Tunnels - Primary | Secondary

This section shows your current settings and statuses and allows to switch tunnels.

Selection: 15

ZSCALER INFORMATION
Zscaler Cloud: zscalerthree
GRE tunnels egress Public IP: 54.163.234.160
Primary Tunnel:
ZEN Public IP: 165.225.48.12
Tunnel IPs (local/zen): 172.18.96.105 / 172.18.96.106
Secondary Tunnel:
ZEN Public IP: 165.225.38.51
Tunnel IPs (local/ : 172.18.96.1609 / 172.18.96.110

TUNNEL STATUS
Primary Tunnel (reachability):
Layer 7 Keepalive is:
GRE ZEN Tunnel IP is:
Secondary Tunnel (reachability):

Tunnel Status: Primary tunnel is active since: Tue 22 Jun 15:22:36 UTC 2021

HTTF //IP.ZSCALER.COM PAGE STATUS

1 accessing the Internet via Zscaler Cloud: Washington DC in the z

four Gateway IP Address is 54.163.234.160

ou want t Switch Primary / Secondary Tunnel?
es will disrupt all current connections.

Enter your cholice: D
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5.6.3 High Availability changing Default Route

In this section you can configure the CSC on HA pair to manage automatically the default route to
Internet.

selection: 16

This Wizard is for High Availability scenarios when changing default route to Internet.

How to configure:
1) Deploy a pair of CSCs with the following conditions:
.1) There is connectivity each other via their internal interfaces. (Mandatory)
2) They are in different availability zones. (Recommended)
2) Create 3 the following permissions and apply it to each CSC:
ist: 'DescribeInstances' and 'DescribeRouteTables’
: "ReplaceRoute’
2.3) SN ‘ListSubscriptionsByTopic’
2.4) SNS Write: 'Publish’
'‘Route Table ID' of the Route Table/s where there is Default Route (0.0.0.8/0) to Internet
he 'Instance ID' of the other CSC on t
a SNS notification and get the 'AR
) Run the Wizard on each CSC and input the following wvalues: (all values are mandatory)
6.1) Route Table ID/s (where there is Default Route to internet).
6.2) Instance ID of other CSC on the pair.
6.3) ARN of the SNS message for Notications of Route changes.

How it works:
The CSCs on the HA pair will automatically select the Gateway (Target) for the Default Route on the Route Table/s
When a change occurs, you will receive a SNS message notifying t (Target).

ng table you can check Destination: ©.0.8.0/8 Target: eni yYYyZZz

The HA service in NOT Active

Do you want to configure it?

1) Yes
2) No
Enter your choice:

Help provided:

How to configure:
1) Deploy a pair of CSCs with the following conditions:
1.1) There is connectivity each other via their internal interfaces. (Mandatory)
1.2) They are in different availability zones. (Recommended)
2) Create an IAM role with the following permissions and apply it to each CSC:
2.1) EC2 - List: Describelnstances' and 'DescribeRouteTables'
2.2) EC2 — Write: 'ReplaceRoute’
2.3) SNS - List: 'ListSubscriptionsByTopic'
2.4) SNS - Write: 'Publish’

3) Get the 'Route Table ID' of the Route Table/s where there is Default Route (0.0.0.0/0) to Internet
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4) Get the 'Instance ID' of the other CSC on the pair

5) Create a SNS notification and get the '"ARN'

6) Run the Wizard on each CSC and input the following values: (all values are mandatory)

6.1) Route Table ID/s (where there is Default Route to internet).
6.2) Instance ID of other CSC on the pair.

6.3) ARN of the SNS message for Notications of Route changes.

How it works:

The CSCs on the HA pair will automatically select the Gateway (Target) for the Default Route on

the Route Table/s.

When a change occurs, you will receive a SNS message notifying the new Gateway (Target).

On the routing table you can check Destination: 0.0.0.0/0 Target: eni-xxxyyyzzz

5.6.3.1 High Availability configuration on detail

1. Deploy a pair of CSC on the different availability zones.

Name Instance ID Instance Type Availability Zone
csc-gre-aws-v-2-7c-1 i-0010c674f81d79chf t3a.small us-east-1d
CSC-gre-aws-v-2-7c-2 i-05e327b84e8bbd9 t3a.small us-east-1a
2. Create an IAM role with the following policies:

EC2 - List: 'Describelnstances' and 'DescribeRouteTables'

EC2 - Write: 'ReplaceRoute’

SNS - List: 'ListSubscriptionsByTopic'

SNS — Write: 'Publish’
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aws

Services v

Identity and Access
Management (IAM)
Dashboard

~ Access management

Groups

Users

Policies
Identity providers
Account settings
~ Access reports
Access analyzer
Archive rules
Analyzers

Settings
Credential report
Organization activity

Senvica control policies (SCPs)

awg

Identity and Access
Management (IAM)

Dashboard

+ Access management
Groups

Users.

Roles

Identity providers
Account settings
~ Access reports

Access analyzer
Archive rules
Analyzer details

Credential report

Organization activity

Service control policies (SCPs)

EME Services -

Identity and Access
Management (IAM)

Dashboard

+ Access management
Groups

Users

Roles

Identity providers

Account settings

v Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report

Organization activity

Services v

Resource Groups

Roles > csc-ha-aws-role
“«

Summary
Role ARN  am:aws:iam: [ o'e/csc-ha-aws-role 21
Role description  Allows EC2 instances to call AWS services on your behalf. | Edit
instance Profile ARNs  arn:aws:iam | I s t2nce-profie/csc-ha-aws-role ¢y
Path |
Creation time  2019-10-26 09:18 UTC+0100
Lastactivity  2020-04-27 23:47 UTC+0100 (Today)
Maximum CLUAPI session duration 1 hour Edit
Permissions | Trust relationships | Tags | AccessAdvisor | Revoke sessions

~ Permissions policies (1 policy applied)

Attach policies

Policy name

{}JSON Edit policy

Q Filter

Service ~ Access level

‘Allow (2 of 228 services) Show remaining 226
EC2 Limited: List, Write

SNS Limited: List, Write

Resource Groups v

Policies > csc-ha-aws-iam

Summary

Policy ARN

Description

Permissions  Policyusage | Policy versions

y summary | {}JSON Edit policy

Q Fiter

Action (3 of 363) Show remaining 360

Resource

All resources

All resources

O [ —

1AM Policy for Instance running cse-ha-aws script

Access Advisor

List (2 of 100 actions)
Describelnstances
DescribeRouteTables

Wite (1 of 240 actions)

All resources

All resources

ReplaceRoute All resources
Resource Groups ~
Policies >
Summary
Policy ARN  am:awsiam -7:polwcy"csc'haraws—\am
Description 1AM Pelicy for Instance running csc-ha-aws seript
Permissions || Policy usage Policy versions  Access Advisor

{}JSON Edit policy

Q Fiter

Action (2 of 33) Show remaining 31

List (1 of 5 actions)
ListSubscriptionsByTopic
Write (1 of 16

's)

Publish

Resource

All resources

All resources
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3. Apply the IAM roles to each CSC on the pair.

Q, Filter by tags and attributes or search by keyword

1 -

Instance ID ~ Instance Type ~ Availability Zone ~ In

Connect us-east-1d a
CcsC-gre-aws-v-2-7 us-east-1a o
T "%  Create Template From Instance s aaed "]
working template Launch More Like This sEaskid a

Instance State

csc-gre-aws-32
Add/Edit Tags

csc-bkp
Image

Networking

Attach to Auto Scaling Group
CSegre-awe 08 Attach/Replace 1AM Role

csc-aws-anywhercede T E B iG]

Change Termination Protection
View/Change User Data
Change Shutdown Behavior
Change T2/T3 Unlimited
Get Sysiem Log

Instance: | i-0010c674f81d79chf (csc-gre-aws-v-2-Tc-1)

Get Instance Screenshot

Description Status Checks Monitoring Tag:

~ Resource Groups ~

Instances > Attach/Replace IAM Role

Attach/Replace IAM Role

Select an 1AM role to attach to your instance. If you don't have any IAM roles, choose Create new |AM role to create a role in the 1AM ¢
If an IAM role is already attached to your instance, the IAM role you choose will replace the existing role.

Instance ID i-0010c674f81d79cbf (csc-gre-aws-v-2-Tc-1) €

IAM role* | csc-ha-aws-role v C Createnew IAMrole @
* Required
Name - Instance ID InstanceType ~ Avallabllity Zone ~ Instance State + Status Checks ~ AlarmStatus  Public DNS (IPvé) 1Pvap
-0010c674181d79cbf  t3a.small us-east-1d @ running © 22 checks None Y  €c2-100-25-80-250.c0. 10028

@  cscgre-aws-v-2-7c-1

Instance: | i-0010¢674181d79cbf (csc-gre-aws-v-2-7c-1)

Description  Status Checks

Instance ID
Instance state
Instance type

Finding

Private DNS

Private IPs
Secondary private IPs
vec D

Subnet ID

Network interfaces

Elastic IP: 3.225.208.27

Monitoring | Tags.
1.00106674181d79cbT
running

t3a.small

Optin to AWS Compute Optimizer for recommendations. Learn more.
p-172-31-96-220.ec2 internal

172:31.200.29, 172.31.96.220

172:31.200.71, 172.31.200.214, 172.31.96.80

VpC-0f32a676 (Net 172-31)

Subnet-818c0ddb (Net-172-31-96)

etho

eth1

Attached the role to the other CSC on the pair as well.

Public DNS (IPva)
1Pv4 Public 1P
1PV6 IPs

Etastic IPs
Availabilty zone
‘Security groups
Scheduled events
AMIID

Platform

£62-100-25-80-250.comput
100.25.80.250

100.25.80.2507, 3.225.208.
us-east-1d
csc-sg-extemal-csc-gre-aw:
No scheduled events

Cso-gre-aws-v-2-7b-with-ke

IAMrole  Gsc-ha-aws-role
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4. Obtain your Route Table ID:

Note: You can add multiple Route Table ID on this version 2.8

Go to VPC - Route Tables and get your table ID

VPC Dashboard
Fillr by VPC:

Name - Route Table 1D - Explicit subnet associatior ~Edge associat tions VvPCID
1b-0bdbb54e72751618 2 subnets
1b-0768066411750e1c
tb-0c518dcTc34e1ci03

View | Al outes. -

Destination

172:31.00/16

s 3

BB 2RI

82,68.6.7229

Note 1: The CSC pair will modify the default route (0.0.0.0/0)“Target”, setting the “eni-xxyy”
values. Other Destination will remain untouched.

Note 2: We sure to add other destinations, like your internal subnets or your public IPs via the
proper “Target” in order to do not loose connectivity to the VPC.

Apply the Subnet Associations to the Routing Table:

wuuT

B CSCinternal RT rtb-d090c8a8 3 subnets
Route Tables
Internet Gateways Route Table: rtb-d090c8a8
Egress Only Internet =
G?ateways Y Summary Routes Subnet Associations Edge Associe
DHCP Options Sets Edit subnet associations
Elastic IPs
Endpoints
Endpoint Services Subnet ID IPv4 CIDR IPv6 CIDR
NAT Gateways subnet-69¢24b45 | AWS ... 172.31.80.0/20
Peering Connections subnet-36e9f053 172.31.0.0/20

subnet-8360ecd9 | net-17...  172.31.200.0/24

5. Create “Endpoints” to AWS services (EC2, SNS, S3, etc)

When changing the default route to internet via Zscaler you potentially will lost contact with some
AWS services. For the CSC on the pair is mandatory to create two endpoints: to EC2 and SNS.
Please, note that you may require to add some more for your services.

Administrator Guide v 3.0 Page 66 of 90 Date 29/06/2021



Maidenhead Bridge — Cloud Security Connector for AWS

aws 4
> Services v Resource Groups v %
VPC Dashboard Create Endpoint Actions v
Filter by VPG
Q Select a VPC Filter by tags and attributes or sea keyword
Name Endpoint ID + VvPCID Service name
ConnecttoEC2  vpce-0622dbb7101b32cch | Net 172-31 com.amazonaws.us-east-1.ec2
Your VPCs Connectto SNS  vpce-0d31184a05344fc2f 5676 | Net 172-31 com.amazonaws.us-east-1.5ns
Subnets

Route Tables
Internet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs

Endpoints

6. Create SNS message for Alerts.

Obtain the ARN

aws Services v Resource Groups v %

Amazon SNS. X

AWS-Zscaler-Notification e |[ o

Details

WS Zscaler-Notifcation

B R m—

Access policy | Delivery retry policy (HITP/S) | Delivery status logging | Encryption | Tags

Subscriptions (1
Q

® Endpoint status Protocol

Do you want to configure it?

IAM role in use: arn:aws:iam::544698173127:instance-profile ha-aws-role
Please, input the following values

Route Table ID= rtb-d 8

Do you want to add another Route Table ID? (y/
Route Table ID= rtb-08994dbce551a7820

ler-Notific

Values to configure are:

Routing Tables=2
Routing Table ID= rtb-d
i able ID= rtb-08994dbce551:
ID of other in the pair C
ge ARN= arn:aws:sns:us-east-1:544698173127:AWS-Zscaler-Notification

Do you want to apply changes? (y/n)? y

HA is : active (running) since Mon 20820-84-27 23:16:36 UTC; 28ms ago

Done!
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8. Notifications from CSC on HA
Each CSC on the pair will send notifications when:
— There is no connectivity at all with Zscaler. No CSC is able to reach Zscaler.
— At power up the CSC will notify the current “eni-xxyy” used as default GW to internet
— On routing change, the CSCs will notify the changes.

Example of notifications:

AWS Notification Message = inboxx

AWS-Zscaler-Notification <no-reply@sns.amazonaws.com>

Mon, 27 Apr, 21:28 (2 hours ago) ¥
tome -

INFO (from i-Odabbfe38df32b9cd, us-east-1): Default Route to Zscaler Gateway Changed to CSC Interface: eni-0666d7ceb0c78c289 of Instance i-Odabbfe38df52b%cd

If you wish to stop receiving notifications from this topic, please click or visit the link below to unsubscribe:

hitps://sns.us-east-1.amazonaws.com/unsubscribe html?SubscriptionAm=arn:aws:sns:us-east-1:544690173127:AWS-Zscaler-Notification: 4aed0be5-49hf-426a-b906-1113e35a3950&
Endpoint=alarsen@maidenheadbridge.com

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at hiips://aws. amazon.com/support

Also, Logs are generated:

Apr 27 23:17:40 root: (MHB-CSC)(INFO) Default Route to Zscaler using CSC Interface: eni-@

c5e5de9e784b of Instance i-027f6d85bdbcbdb2b
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6 DevOps operations

One of the objectives of version 3.0 is to create a product that can be deployed and managed
without the requirement to SSH the CSC for configuration.

Using Advanced Deployment, it is possible to configure all AWS and Zscaler resources, and the
CSC is ready for production after. Even so, during the life cycle of the CSC, some parametrization
may be required to be changed or modified. For this reason, we provide some configuration utilities
that will help with further parametrization and change management.

The CSC version 3.0 offers an option to do some changes using JSON config files. The operation is
simple and is three steps:

1. Obtain the current JSON file from the CSC.

2. Download the modified JSON file to the CSC.

3. "Run Command" (AWS Systems Manager) of the specific "reload" document.
Three JSON files are available on the CSC:

1. highAvailability.json: Allows administrators to configure the CSC on HA pair.

2. config.json: Allows administrators to modify specific values on the CSC like GRE Primary,
Secondary ZEN nodes, DNS, Syslog, Routed Bypass URL, Proxy Bypass URL, etc.

3. routedBypassRulesFile.json: Allows administrators manually configure Routed Bypass
Rules when the recommended Routed Bypass URL is not in use.

In this chapter, we are going to explain the procedures.
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6.1 highAvailability.json file
You can configure High Availability via downloading the highAvailability.json file and "Run
Command" using the "MHB-CSC-Reload-High-Availability" AWS SSM document.
Steps:
1. Obtain the current "highAvailability.json" from the CSC, running "Run Command" (AWS-
RunShellScript.)

The fields in bold are not configurable. So please, do not modify.

cat /usr/local/etc/mhb-csc/highAvailability.json
{

"highAvailability": {
"haEnable": ,
"halamRole": "",
"haSnsMessageArn": "",
"halnstanceIdOtherCsc": "",
"haVPC": "",
"haRouteTables": [

"routeTableId": ""

}
1

2. Create a AWS bucket and place on it the modified "highAvailability.json" file. For example:

The fields in bold are not configurable. So please, do not modify.

{
"highAvailability": {
"haEnable": true,
"halamRole": "",
"haSnsMessageArn": "arn:aws:sns:us-east-1:544690173127: AWS-Zscaler-Notification",
"haInstanceIdOtherCsc": "i-070e878dbb0418f24",
"haVPC": "vpc-0f32a676",
"haRouteTables": [
{
"routeTableId": "rtb-d090c8a8"
1,
{
"routeTableId": "rtb-0994dbce551a782f0"

}

3. Download the file to the CSC. Run Command "AWS-RunShellScript"

wget <Your bucket file URL> -O /usr/local/etc/mhb-csc/highAvailability.json

4. Apply the IAM Role to the CSC via AWS Console and Run Document "MHB-CSC-Reload-
High-Availability" to apply the changes.
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6.2 config.json file

You can use this file to change DNS, Log Servers, GRE Nodes (Primary/Secondary), etc.

1. Obtain the current "config.json" from the CSC, running "Run Command" (AWS-

RunShellScript.). For example:

The fields in bold are not configurable. So please, do not modify.

cat /usr/local/etc/mhb-csc/config.json

{

"model": "csc-gre-aws",
"version": "1.0",
"cloudName": "zscalerthree",
"dns": {
"useCloudDNS": true,
"primaryDnsIP": ",
"secondaryDnsIP": ""

1
"bypassProxyPacUrl": "http://pac.zscalerthree.net/RdwNItSPqBFN/az-csc-bypass.pac”,
"syslogServers": {

"primarySyslogIP": "172.31.200.163",

"secondarySyslogIP": ""
"syslogTcpPort": 514

>

"tunnelRedundancy": {
"returnToPrimaryTunnel": false
}

"routedBypassJsonFileUrl": "https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json",
"greCredentials": {

"grePublicIP": "54.159.82.127",
"primaryDestination": "165.225.8.30",
"secondaryDestination": "165.225.38.51",
"firstIpPrimaryDestinationRange": "172.17.152.96"

2. Create a AWS bucket and place the modified "config.json" file on it.

3. Download the file to the CSC. Run Command "AWS-RunShellScript"

wget <Your bucket file URL> -O /usr/local/etc/mhb-csc/config.json

4. Run Document "MHB-CSC-Reload-Config-json" to apply the changes.

Administrator Guide v 3.0 Page 71 of 90

Date 29/06/2021




Maidenhead Bridge — Cloud Security Connector for AWS

6.3 routedBypassRulesFile.json

You can use this file to create Routed Bypass Rules manually instead of using the automatic method
via Routed Bypass URL.

1. Obtain the current "routedBypassRulesFile.json" from the CSC, running "Run Command"
(AWS-RunShellScript.). For example:

cat /usr/local/etc/mhb-csc/config.json
{
"routedBypassRules": [
{
"description": "O365 Login URLs 1",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "20.190.128.0/18",
"fromPort": "80",
"toPort": "80"
b
{
"description": "O365 Login URLs 2",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "20.190.128.0/18",
"fromPort": "443",
"toPort": "443"
b
{
"description": "O365 Login URLs 3",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "40.126.0.0/18",
"fromPort": "80",
"toPort": "80"
b
{
"description": "portquiz.net",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "52.47.209.216/32",
"fromPort": "80",
"toPort": "80"
b
{
"description": "O365 Login URLs 4",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "40.126.0.0/18",
"fromPort": "443",
"toPort": "443"
b
{
"description": "Skype and Teams UDP 1",
"ipProtocol": "udp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "13.107.64.0/18",
"fromPort": "3478",
"toPort": "3481"
b
{
"description": "Skype and Teams UDP 2",
"ipProtocol "
"sourceCirdIp 0.0.0/0",
"destinationCirdIp": "52.112.0.0/14
"fromPort": "3478",
"toPort": "3481"
b
{
"descriptiol kype and Teams UDP 3",
"ipProtocol
"sourceCirdIp 0.0.0/0",
"destinationCirdIp": "52.120.0.0/14
"fromPort": "3478",
"toPort": "3481"
}
]
}

2. Create a AWS bucket and place on it the modified "routedBypassRulesFile.json" file.
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3. Download the file to the CSC. Run Command "AWS-RunShellScript"

wget <Your bucket file URL> -O /usr/local/etc/mhb-csc/routedBypassRulesFile.json

4. Run Document "MHB-CSC-Reload-Routed-Bypass-json" to apply the changes.
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7 Appendix A - Traffic Redirection Example

7.1 High Availability Configuration - 2 Gbps

In this example, we will explain how to send all ports and protocols to Zscaler Cloud Firewall and
how to use both CSC at the same time using PAC files.

7.1.1 Network Diagram

f—— % @

Maidenhead Bridge

(. High Availability to Zscaler on AWS
o Imemel Sl Sending all ports and protocols (Cloud Firewall)
a— cth ; ol and using PAC files (*)
2 g Primary ZEN
S csC-a ' E%g
'Ecz VIP proxy '_> E
— Bypass Proxy
Default R Primary GRE Tunnel
— o N
b Zone xx 4

2 Gbps to Zscaler

\ p Secondary GRE Tunnel
CSC-b Secondary ZEN _I_>

¥ i

e .
@ St L% |etho

Intemal External

Internet

Diract Bypassas to Trusted Sites

Subnst Subnet How this works:
\_ J - When configuring a CSC pair on High Availability, they can detect each other
the reachability to Zscaler and automatically change Route Table with the
\ Availability Zone yy / default route to the internet (0.0.0.0/0) via the best CSC (eni-xx or eni-yy).

simultaneously, providing 2 Gbps to Zscaler.

.

/ - (*) Due to both CSC are active, when using PAC files, it is possible to use both

7.1.2 Traffic Redirection - Cloud Firewall

The configuration steps to send all ports and protocols to Zscaler Cloud Firewall are:

1. Route Table/s: Set the 0.0.0.0/0 with target the "eni-xx" of the CSC. This configuration will
send all traffic to Zscaler Cloud Firewall.

2. Create the Routed Bypass Rules on the CSC for traffic going directly to the Internet to
trusted sites, using your public IP.

3. Check the routes to other destinations on your Route Table and create "Endpoints" to AWS
services if are required.
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7.1.2.1 Route Table/s: Default Route to Internet via Zscaler.

The steps are:
1. Select the Route Table/s you want to use to send all traffic to Zscaler.

2. Configure the default route 0.0.0.0/0 via the eni-xx of one of the CSC on the HA pair. For
example:

bbB2d41 | Securit
12cde|| Securit

6d8282d52b8
3738029361

Services ¥

@D new VPC Experience

Tell us what you think

VPC Dashboard Q

Route tables (1/1) info

Filter by VPC: ‘ Route table ID: rtb-d090c8a8 X ‘ ‘ Clear filters
Q Selscta VPC
Name Route table ID Explicit subnet associat... Edge associations Main VPC
VIRTUAL PRIVATE
CLOuUD ‘ €SC Internal RT rtb-d090c8a8 2 subnets = No vpc-0f32a676 | Net 172
Your VPCs
Subnets

[Route rabies v |

Internet Gateways

Egress Only Internet rtb-d090c8a8 / CSC Internal RT

Gateways
Details Subnet associations Edge associations Route propagation Tags

Carrier Gateways

DHCP Options Sets

Elastic IPs Routes (5)

Managed Prefix Lists

Q Both v

Endpoints

Endpoint Services

NAT Gateways Destination Target Status

Peering Connections 217.155.196.81/32 igw-04fa065a58fbe0e32 @© Active
¥ SECURITY 81.133.222.172/32 igw-04fa065a58fbe0e32 @Active

Network ACLs 82.68.6.72/29 igw-04fa065a58fbe0e32 ® Active

Security Groups 172.31.0.0/16 local © Active
¥ REACHABILITY 0.0.0.0/0 eni-Oee399b5f75412cdo [4 | @Actlve

3. Complete the High Availability Setup. See section 5.6.3 High Availability of this manual.

7.1.2.2

Routed Bypasses via your Public IP.

1. Create the routedBypassRulesFile.json (See Section 5.4) and place it on a AWS bucket. Get
the URL of the bucket. On the routedBypassRulesFile.json you can create rules per
source/destination IP/Subnet and destination port. (File example at: https://csc-gre-
aws.s3.amazonaws.com/routedBypassRulesFile.json)
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Example of a Routed Bypass Rule:

{
"description": "O365 Login URLs 1",

"ipProtocol": "tcp",

"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "20.190.128.0/18",
"fromPort": "80",

"toPort": "80"

Example AWS Bucket:
csc-gre-aws > routedBypassRulesFile.json

n n Copy S3 URI | | ¥ pownload
|routedBypassRulesFlle.Json
Properties Permissions Versions
Object overview
Owner S3 URI
sales s3://csc-gre-aws/routedBypassRulesFile.json
AWS Region

Amazon Resource Name (ARN)
US East (N. Virginia) us-east-1

arn:aws:s3::csc-gre-aws/routedBypassRulesFile.json
Last modified

June 14, 2021, 20:21:25 (UTC+01:00) Entity tag (Etag)

0171969e2d03dba0adab1d450cc19109
Size

20K8 Object URL

Type https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json
json

Key

routedBypassRulesFile.json

2. Configure the Routed Bypass URL (Object URL of AWS bucket) on each CSC and Refresh
the Routed Bypass List.

7.1.2.3 Other routes and AWS Endpoints.

When changing the default route via Zscaler, you can lose connectivity to specific internal hosts
(i.e. bastion hosts) and AWS Endpoints.

Please, review these services and create the appropriate configuration for them.

Example: Return Route for Bastion Hosts:
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Routes (5)
Q

Destination v Target

217.155.196.81/32 igw-04fa065a58fbe0a32
81.133.222.172/32 igw-04fa065a58fhele32
82.68.6.72/29 igw-04fa065a58fhe0a32
172.31.0.0/16 local

0.0.0.0/0 eni-0ee399b5f75412cdo [A

Example of AWS Endpoints:

Create Endpoint JlF-X=101 B

@ New VPC Experience
Tell us what you think

2 Q Filter by tags and attributes or search by keyword
Elastic IPs
Managed Prefix Lists Name ~ EndpointID < VPCID Service name ~ Endpoint type - Status ~ Creation time
Connect to EC2 Vpce-0622dbb710...  vpc-0f32a676 | Net 172-31 com.amazonaws.us-east-1.ec2  Interface available October 19, 2019 at 6:32:35 AM UTC+
Connect to SNS vpee-0d31184a05. vpc-0132a676 | Net 172-31 com.amazenaws.us-east-1.sns Interface available October 19, 2019 at 6:31:59 AM UTC+1

Note: this Endpoints are required for the CSC's HA service.
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7.1.3 Traffic Redirection - PAC files.

You can use both Traffic Redirection method at the same time: Routed and Proxied. This section
will explain the Proxy process to send traffic to Zscaler and do Proxy Bypasses via your Public IP.

The steps are:
1. Obtain the CSC VIP proxy IP and Bypass Proxy IP of each CSC.
2. Get your list of URLSs to send direct via your Public IP and create the Bypass PAC file for
your CSCs. Configure Proxy Bypass on each CSC.
3. Create the PAC file to use on your devices.

7.1.3.1 Obtain the CSC VIP proxy IP and Bypass Proxy IP of each CSC.

From "Show Configuration and Status" menu:

TRAFFIC REDIRECTION Options
To Zscaler: VIP Proxy: 172.31.200.33:80 (or :9480) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 80/9468) via CSC GW IP

Direct to Internet: Bypass Prox 172.31.200.224:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

TRAFFIC REDIRECTION Options
To Zscaler: VIP Proxy: 172.31.202.248:80 (or :9408) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 80/9400) via CSC GW IP
Direct to Internet: Bypass Proxy: 172.31.202.99:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

CSC Name VIP Proxy Bypass Proxy
csc-gre-v-3-0l-a 172.31.200.33:80 172.31.200.224:3128
csc-gre-v-3-01-b 172.31.202.248:80 172.31.202.99:3128

7.1.3.2 Create the Proxy Bypass PAC to configure on the PAC URL on
the CSCs.

Create a Proxy Bypass PAC on your Zscaler console. Obtain the PAC URL and configure Proxy
Bypass functionality on each CSC. (See section 5.3 Proxy Bypass)

Example of Proxy Bypass PAC:

PAC FILE CONTENTS

WD 08~ B R L R
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CSC's Proxy Bypass URL example:
http://pac.zscalerthree.net/maidenheadbridge.com/bypass.pac

Proxy PAC in Support Portal:
https://maidenheadbridge.freshdesk.com/a/solutions/articles/33000264777

Example of Proxy Bypass PAC content:

function FindProxyForURL (url, host) {
var bypassproxy="PROXY 1.1.1.1:3128; PROXY 2.2.2.2:3128";

/!

// Section 3: Bypass via Cloud Security Connectors

// Bypass via CSC Public IPs (Examples)
// Okta Domains (for Location Rules)

if ((shExpMatch(host, "*.okta.com")) ||
(shExpMatch(host, "*.oktacdn.com™)) |
(shExpMatch(host, "*.okta-emea.com")) ||
(shExpMatch(host, "login.mydomain.com")) ||
// 0365 Domains for Conditional Access
(shExpMatch(host, "login.microsoftonline.com")) |
(shExpMatch(host, "login.microsoft.com")) ||
(shExpMatch(host, "login.windows.net")) ||
// 1P / Port test page
(shExpMatch(host, "portquiz.net"))) {
return bypassproxy

}

1

return bypassproxy

}

After creating the Bypass Proxy PAC file, go to CSC's menu and configure the Proxy Bypass URL
on each CSC and refresh the Proxy Bypass List. See section 5.3 for more details.

7.1.3.3 Create the PAC file for your devices.

In this example, the PAC file for your devices is divided into sections:

1. Section 1 contains the standard values of any Zscaler PAC file.

2. Section 2 contains the assignment of IPs for the variables "tozscaler" and "bypassproxy".
Section 2 shows a simple way to do a Load Balance per Source IP (odd/even) to use both
CSC simultaneously for Web Traffic. In Section 2, you need to replace csc1vip, csclbypass,
csc2vip and csc2bypass for the IP values taken from the CSC console.

3. Section 3 contains the list of Domains to proxy bypass.

4. Section 4 contains the line for default traffic to Zscaler.

Administrator Guide v 3.0 Page 79 of 90 Date 29/06/2021



Maidenhead Bridge — Cloud Security Connector for AWS

function FindProxyForURL(url, host) {
/!
// Section 1: Zscaler standard PAC values

var privateIP = /A(0|10|127|192\.168|172\.1[6789]|172\.2[0-9]|172\.3[01]|169\.254|192\.88\.99)\.[ 0-9.]+$/;
var resolved_ip = dnsResolve(host);

/* Don't send non-FQDN or private IP auths to us */
if (isPlainHostName(host) || isinNet(resolved_ip, "192.0.2.0", "255.255.255.0") || privateIP.test(resolved_ip))
return "DIRECT";

/* FTP goes directly */
if (url.substring(0, 4) == "ftp:")
return "DIRECT";

/* test with ZPA */
if (isInNet(resolved_ip, "100.64.0.0", "255.255.0.0"))
return "DIRECT";

1
/I Section 2: Load Balancing: 2 x Cloud Security Connectors 1 Gbps
/I AWS to Zscaler: 2 Gbps

// Get NIC IP address
niclp = myIpAddress();

// Assigning values to "tozscaler" and "bypass"
if (isInNet(niclp, "0.0.0.0", "0.0.0.1")) {

var tozscaler = "PROXY csc1vip:80; PROXY csc2vip:80";

var bypassproxy = "PROXY csclbypass:3128; PROXY csc2bypass:3128";
}

if (isInNet(niclp, "0.0.0.1", "0.0.0.1")) {

var tozscaler = "PROXY csc2vip:80; PROXY csc1vip:80";

var bypassproxy = "PROXY csc2bypass:3128; PROXY csclbypass:3128";
}

1
// Section 3: Bypass via Cloud Security Connectors

// Bypass via CSC Public IPs (Examples)
// Okta Domains (for Location Rules)
if ((shExpMatch(host, "*.okta.com")) ||
(shExpMatch(host, "*.oktacdn.com™)) |
(shExpMatch(host, "*.okta-emea.com")) ||
(shExpMatch(host, "login.mydomain.com")) ||
// 0365 Domains for Conditional Access
(shExpMatch(host, "login.microsoftonline.com")) ||
(shExpMatch(host, "login.microsoft.com")) ||
(shExpMatch(host, "login.windows.net")) ||
// 1P / Port test page
(shExpMatch(host, "portquiz.net"))) {
return bypassproxy
}
1
// Section 4: Default Traffic

/* Default Traffic Forwarding. Forwarding to Zen on port 80, but you can use port 9400 also */
return tozscaler
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8 Appendix B - AWS Systems Manager “Run
Commands” to monitor the CSC.

The easiest and cheapest way to manage the Cloud Security Connectors is to use AWS Systems
Manager. AWS official documentation is available here: https://aws.amazon.com/systems-manager/.

With AWS Systems Manager, you can manage the CSC remotely. To do it, you need to create
"Documents" in advance. "Documents" are a series of commands used by the "Run Command"
functionality.

This section explains how to create the "Documents" and how to "Run Commands".

8.1 AWS Systems Manager: Create Documents

We provide a CloudFormation template to create all "Documents" in one shot.
Steps:

1. Download the CloudFormation template from:
https://maidenheadbridge.freshdesk.com/support/solutions/folders/33000214143

2. Deploy Stack. Go to Cloudformation — Create Stack

CloudFormation Stacks Create stack | 1

st Create stack
Specify template

Prerequisite - Prepare template

S}

O Template is ready Use a sample template Create template in Designer

Specify template
Atemplate is a JSON or YAML file that describes your stack’s resources and properties.

3

Templa
Selecting

A

n S3 URL O Upload a template file

Upload a template file
MHB-CSC-AWS-Systems-Manager-Documents-v-1-0.json

-east-2. .com/cf-templat i t-2/20211752Uf-MHB-CSC-AWS-Systems-Mana
nts-v-1-0son

Click "Next" and put a name to the Stack.
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Stacks » Create stack

CloudFormation

Step 1
Specify template

Specify stack details

step2 Stack name
Specify stack details

Stack name

MHB-CSC-Documents-for-SSM-Agent

Stack name can include letters (A-Z and a-2), numbers (0-9), and dashes (-

Parameters

Parameters are defined in P

and allow you to input You create or update a stack.

No parameters

There are no parameters defined in your template

Click "Next", "Next" and "Create Stack".

Wait for the Stack to complete.

cloudFormation Stacks MHB-CSC-Documents-for-SSM-Agent

(1 Stacks (1)

Q Stack info Events Resources

@ view nested

Active ¥

Events (417)

MHB-CSC-Documents-for-SSM-Agent
2021-06-24 10:39:55 UTC+0100
(D CREATE_COMPLETE

© Q

Cancel

MHB-CSC-Documents-for-SSM-Agent

Outputs Parameters Ter

3. Check the Documents created on AWS Systems Manager. Go to Systems Manager.

AWS Systems Manager
v Application Management

hared withme | All documents

Application Manager €% Ouned by Amazon

AppConfig

Parameter store

¥ Node Management

Fleot Manager Mo Default version Defaut version Default version
1 1 1

compliance
Inventory

Hybrid Activations

MHB-CSC-Reload-High-Avallabilty MHB-CSC-Reload-Routed-Bypass-fson MHB-CSC-ShowConfigurationAndstatus

Session Manager

Document type Ouner Document type uner Document type
Run Command Command 544690173127 Command 544690173127 Command 544690173127
State Manager

Platform types Platform types Platform types.
Patch Manager unux Unux
Oistrbutor

Default version Default version Default version
1 1 1

o 1z
3 - Documenty|
Maintenance Command 544690173127 Command 544690173127 544690173127 Command 544690173127

Defaut version
1

MHB-CSC-ShowConfigurationAndstatus-AWS.

Document type
Command

Owner

544690173127

Platform types
Unux

Default version
1

MHB-C5C-ShowLogCurrenthonth MHB-C5C ShowLoglastsixMonths MHB-CSC-SpoedTest

MHB-CSC-SwitchTunnels
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8.2 Run Commands

After you created the Documents, you are ready to Run Commands on the CSC.

You can see the results of the operation on the “Output” section or to store the results on a S3

Buckets for further inspection.

To Run Commands go to: AWS Systems Manager — Instances & Nodes — Run Command

Here an example of Running: MHB-CSC-ShowConfigurationAndStatus

1. Run a Command

2. Select the Document created (Tip: Select “Owned by me”)

?_!’_“"5_ Services

Resource Groups ~ *

AWS Systems Manager

bt AWS Systems Manager Run Command

Quick Setup New

CloudWatch Dashboard
OpsCenter
Resource Groups

Trusted Advisor & PHD

Automation

Maintenance Windows

y NS

Compliance
Inventory
Managed Instances
Hybrid Activations

Session Manager

| Run Command |

Run a command

Command document

Select the type of command that you want to run.

-
Owner: Owned by me X | Clear filters

Name

CloudWatchAgentinstallAndConfigure
CloudWatchAgentUpdate

MHEB-CSC-Any-UpdateZscalerVPNnodes

MHB-C5C-ShowConfigurationAndStatus

MHEB-CSC-ShowlLogCurrentMonth

3. Scroll down and Select the Instances

4. We are selecting only one instance, but you can select as much as you want.
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Command parameters

AWS Systems Manager | X

Targets
CloudWatch Dashboard
OpsCenter Specify instance tags Q Choose instances manually
Resource Groups o )
Trusted Advisor & PHD.
mi.0a3041fd88a25291a X
Automation
Instances
Maintenance Windows.
Q
v Instances & Node
Compliance
8 Name Instance ID Instance state Availability zone

Inventory

Managed nstances ————

Hybrid Activations

| cecokp mi-023041faB8a25297a

Session Manager

5. Click Run

Next Screen is:

® Command ID: 405b68.

2e 235-b474-57

AWS Systems Manager Run Command Command ID:
Command ID: 405b682e-5be6-423a-b474-575ef6e61bda
Command status

Overall status Detailed status # targets
@ 5uccess @ success 1

Targets and outputs

Q

Instance ID Instance name Status

mi-0a3041fd88a25291a ip-172-31-201-239 @ Success

6. Click “Instance ID” (mi-0a3041fd88a25291a)

7. Expand “Output”

Groups v %

© CommandID: 405b682¢-5be6-4235.

Qick setup " AWS Systems Manager > Run Command > Command D: 405b682e-Sbe6-425a-b474-575ef6es Toda
%7 Opesations Mamgen Output on mi-0a3041fd88a25291a
ClouaWateh Dashboara
Opsdentir Step 1- Command description and status
Resource Groups
stats Detated status Response code Step name
Trusted Advisor & PHD © i ©success o Runscrpts
(A omnation v Step 1- Output
v s it
Compliance

inventory
Managed Instances
Hybrid Actations
Sesson Manager

State Manager

Patch Manager
Distrbutor

Parameter Store

Documents
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8.3 List of Documents available for "Run Command"

1. "MHB-CSC-ShowConfigurationAndStatus-AWS": Executes "Show Configuration and
Status" test on CSCs for AWS with version 2.8 or below.

2. "MHB-CSC-ShowConfigurationAndStatus": Same as above, for all CSC all platforms.

3. "MHB-CSC-Refresh-Proxy-Bypass-URL": Refresh the Proxy Bypass list using the values
of the Proxy Bypass PAC file stored in the URL configured.

4. "MHB-CSC-Refresh-Routed-Bypass-URL": Refresh the Routed Bypass list using the values
of the JSON file stored in the URL configured.

5. "MHB-CSC-SpeedTest": Performs speedtest.net on the CSC.

6. "MHB-CSC-TraceRouteAndLatencyTest": Performs MyTraceRoute test against the Primary
and Secondary ZEN. It also does a Reverse Test from the tunnel active to your Public IP if
the tunnel is up.

7. "MHB-CSC-ShowLogCurrentMonth": Shows current month logs.

8. "MHB-CSC-ShowLoglLastSixMonths": Shows last six month logs.

9. "MHB-CSC-SwitchTunnels": Switch tunnels.

10. "MHB-CSC-Reload-Config-json": Reloads the values of config.json file.

11. "MHB-CSC-Reload-High-Availability": Reloads the values of highAvailability.json file.

12. "MHB-CSC-Reload-Routed-Bypass-json": Reloads the values of
routedBypassRulesFile.json.

13. "MHB-CSC-Any-UpdateZscalerVPNnodes": Updates the VPN node database on IPsec
models. Not in use on the CSC for AWS.
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9 Appendix C: JSON Files examples.

In this section, you have an example for the JSON files in use. JSON files are located at:

Is /usr/local/etc/mhb-csc

config.json configUserData.json highAvailability.json routedBypassRulesFile.json

9.1 configUserData.json

configUserData.json is used at first boot when the integration with the Zscaler API is done.

The fields in bold are not configurable. So please, do not modify.

{

"model": "csc-gre-aws",

"version": "1.0",

"cloudName": "zscalerthree",

"apiTokenID": "57C3B00DC671076CE42B34B764BEE178",

"dns": {

"useCloudDNS": true,
"primaryDnsIP": "",
"secondaryDnsIP": ""

b
"bypassProxyPacUrl": "http://pac.zscalerthree.net/RdwNItSPqBFN/az-csc-bypass.pac”,
"syslogServers": {

"primarySyslogIP": "172.31.200.163",

"secondarySyslogIP": "",

"syslogTcpPort": 514
b
"ssmAgent": {

"activationCode": "CJzZTwPN2Bgs3ksjinLr2",

"activationID": "fef65652-8cf0-4ac7-89a2-4bcf35b0f77f",

"awsRegion": "us-east-1"

1
"tunnelRedundancy": {

"returnToPrimaryTunnel": false
1
"nodeSelection": {

"withinCountryPreferred": true
1
"location": {

"name": "aws-3-0-j-1",

"country": "UNITED_STATES",

"tz": "UNITED_STATES_AMERICA_NEW_YORK",

"ipAddresses": [

"auto"

]}

"authRequired": true,

"xffForwardEnabled": false,

"surrogateIP": true,

"idleTimeInMinutes": 480,

"displayTimeUnit": "MINUTE",

"surrogate|PEnforcedForKnownBrowsers": false,

"surrogateRefreshTimeInMinutes": 120,

"surrogateRefreshTimeUnit": "MINUTE",

"ofwEnabled": true,

"ipsControl": true
1
"routedBypassJsonFileUrl": "https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json",

"routedBypassRules": []

}
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9.2 config.json

config.json is used when changes are done via AWS SSM agent. After changing this file, you need
to use the Document: "MHB-CSC-Reload-Config-json".

The fields in bold are not configurable. So please, do not modify.

{
"model": "csc-gre-aws",
"version": "1.0",
"cloudName": "zscalerthree",
"dns": {
"useCloudDNS": true,
"primaryDnsIP": ",
"secondaryDnsIP": ""
1
"bypassProxyPacUrl": "http://pac.zscalerthree.net/RdwNItSPqBFN/az-csc-bypass.pac”,
"syslogServers": {
"primarySyslogIP": "172.31.200.163",
"secondarySyslogIP": "",
"syslogTcpPort": 514
1
"tunnelRedundancy": {
"returnToPrimaryTunnel": false
1
"routedBypassJsonFileUrl": "https://csc-gre-aws.s3.amazonaws.com/routedBypassRulesFile.json",
"greCredentials": {
"grePublicIP": "54.159.82.127",
"primaryDestination": "165.225.8.30",
"secondaryDestination": "165.225.38.51",
"firstIpPrimaryDestinationRange": "172.17.152.96"

9.3 highAvailability.json

highAvailability.json is used when changes are done via AWS SSM agent. After changing this file,
you need to use the Document: "MHB-CSC-Reload-High-Availability".

{

"highAvailability": {
"haEnable": true,
"halamRole": "arn:aws:iam::544690173127:instance-profile/csc-ha-aws-role",
"haSnsMessageArn": "arn:aws:sns:us-east-1:544690173127: AWS-Zscaler-Notification",
"halnstanceIdOtherCsc": "i-08f80bd2952ff13ed",
"haVPC": "vpc-0f32a676",
"haRouteTables": [

"routeTableId": "rtb-d090c8a8"
}
1
}
}
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9.4 routedBypassRulesFile.json

highAvailability.json is used when changes are done via AWS SSM agent. After changing this file,
you need to use the Document: "MHB-CSC-Reload-Routed-Bypass-json".

"routedBypassRules": [

{
"description": "O365 Login URLs 1",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "20.190.128.0/18",
"fromPort": "80",
"toPort": "80"

I8

"description": "O365 Login URLs 2",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "20.190.128.0/18",
"fromPort": "443",
"toPort": "443"

I8

"description": "O365 Login URLs 3",
"ipProtocol": "tcp",

"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "40.126.0.0/18",
"fromPort": "80",

"toPort": "80"

"description": "portquiz.net”,
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "52.47.209.216/32",
"fromPort": "80",
"toPort": "80"

I8

"description": "O365 Login URLs 4",
"ipProtocol": "tcp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "40.126.0.0/18",
"fromPort": "443",
"toPort": "443"

I8

"description": "Skype and Teams UDP 1",
"ipProtocol": "udp",

"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "13.107.64.0/18",
"fromPort": "3478",

"toPort": "3481"

"description": "Skype and Teams UDP 2",
"ipProtocol": "udp",
"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "52.112.0.0/14",
"fromPort": "3478",
"toPort": "3481"

I8

"description": "Skype and Teams UDP 3",
"ipProtocol": "udp",

"sourceCirdIp": "0.0.0.0/0",
"destinationCirdIp": "52.120.0.0/14",
"fromPort": "3478",

"toPort": "3481"
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10

Appendix D: Release Notes

10.1 Version 3.0

Version 3.0 comes with the following enhancements:

1.

1

New! Zscaler API integration for the automatic creation of Static IP, GRE Tunnels, ZEN
node Selection and Location on the Zscaler console.

. New! Routed Bypass functionality. Routed Bypass functionality allows to create Layer 4

bypasses when traffic is routed via the CSC's Gateway IP. You can do bypasses per
Source/Destination IP/Subnet, protocol TCP or UDP and any port range.

New! When the CSC switches to the Secondary node, you can decide to remain using the
Secondary node (returnToPrimaryTunnel=false) or change back to the Primary node
(returnToPrimaryTunnel=true) after 10 minutes of stability of the Primary Tunnel.

Cloud DNS setting is now AWS DNS (primary) and Google DNS 8.8.8.8 (secondary)
Some cosmetic changes on Menus.

Base OS is now Ubuntu 20.04.

10.2 Version 2.8

Version 2.8 comes with the following enhancements:

1.
2.
3.
4.

New! You can configure multiple Route Tables on High Availability.
New! OS base system is Ubuntu 18.04.4 LTS (bionic).
Updated “Configuration and Status” Menu.

Forced route to AWS DNS via ethl.

10.3 Version 2.7

Version 2.7 comes with the following enhancements:

1.

New! “High Availability changing default route”. You can now configure a pair of CSC on
High Availability to automatically manipulate the default route to the internet via Zscaler.
Updated “Configuration and Status” Menu.

MTR (MyTraceRoute Test) now runs directly via TCP/80 to the ZEN Primary and
Secondary.
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10.4 Version 2.6

Version 2.6 comes with the following enhancements:

1. Added to Wizard Configuration menu: From the Wizard, you can change the Syslog Servers
and GRE tunnel IPs, DNS Servers and Bypass PAC URL.

2. New! Switch tunnels configuration wizard. In some circumstances, customers asked us an
easy way to switch tunnels Primary / Secondary. Now is possible to do with a single
command.

3. Logs to Syslog server. On version 2.6, you can set up one or two Syslog servers to send the
information about Tunnel Status.

4. Updated “Configuration and Status” Menu.
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