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1 Introduction

The Cloud Security Connector (CSC) for Azure is a Virtual Machine appliance that allows to
connect internal Azure resources to Zscaler Internet Access (ZIA) at 250 Mbps.

IMPORTANT: If you need to connect to Zscaler at speeds more than 250 Mbps, please search
Azure Marketplace for “CSC Mux (1 or 2 Gbps) for Zscaler (ZIA) using Availability Set” or
“CSC Mux (1 or 2 Gbps) for Zscaler (ZIA) using Availability Zones”

The CSC for Azure comes with all configuration required. After launching the CSC from the Azure
Marketplace using the ARM templates provided, your only task is to put your VPN Credentials. The
CSC will select automatically the best Zscaler Nodes to connect. (You can choose the nodes
manually if your prefer)

Simple to install and not further management required.

All Zscaler functionalities are available: Cloud Firewall and Web Security. Internal IPs are
completely visible on the Zscaler Gui.

In addition to this, the CSC provides and easy way to manage direct bypasses to trusted sites.

2 Key benefits of the Cloud Security for Azure

* Enables to connect any Azure internal resources to Zscaler Cloud Security Services.

* Automated deployment using ARM template on Availability Sets, Availability Zones or
without infrastructure redundancy.

* Easy Configuration: Just insert your VPN Credentials.
*  Full tunnel redundancy.
* High Availability via automatic Route configuration.

* All parametrization required for Azure and Zscaler is already configured with the optimal
values according Zscaler Best practices.

* All Zscaler functionalities can be used: Firewall and Web Security.
* Full visibility of internal IPs.

* FEasy way to do Bypasses to trusted sites.

* No operational burden for Administrators.

* Itruns on a cheap Azure image size: Standard B1s (1 vcpus, 1 GB memory)
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3 The CSC on the Azure architecture

3.1 Single CSC:

The following network diagram shows where the CSC is located inside the Azure architecture:

\

Maidenhead Bridge

Cloud Security Connector (CSC) for Zscaler

Primary ZEN

Primary IPsec Tunnel

Internet

Secondary IPsec Tunnel

Secondary ZEN

o1

Direct Bypasses to Trusted Sites

e T T D S <>

As you can see on the image, ethO is the “external” interface and eth1 the “internal” interface. In
the following chapter we are explaining how to create and install the CSC for Azure.
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3.2 Redundant deployment

The CSC in redundant mode can de deployed on Availability Zones, Availability Set or without
infrastructure redundancy.

When deployed as HA pair, the CSC pair will manage the Next Hop of the routes configured and
you can achieve 500 Mbps for Web Traffic via PAC load balancing.
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Intemal e S :

It is recommended to deploy the CSC HA Pair on an Availability Set or
on Availability Zones
Contact Support for ARM template.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII .-""<".>

Note: Attach both CSCs to the same “Location” on the Zscaler console. The easiest way is to
configure the same VPN credentials on both CSCs.

3.2.1 Example of Routes to Manage
When deployed as HA pair, the CSC has the ability to control the next-Hop on multiple routes.

Common destinations to manage are:
Default Route to Internet — 0.0.0.0/0

Zscaler Global ZEN IP addresses — 185.46.212.88/32, 185.46.212.89/32, 185.46.212.90/32,
185.46.212.91/32, 185.46.212.92/32, 185.46.212.93/32, 185.46.212.97/32, 185.46.212.98/32.
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Routes examples:

All traffic to Zscaler:

Routes

|/r3 Search routes
Name T4 Address prefix L Next hop
CSC-Zscaler-Default 0.0.0.0/0 172.31.200.17

To Zscaler Global ZENs:

Routes

| R Search routes
Name T4 Address prefix T4 Next hop
server-farm-1 185.46.212.88/32 172.31.20017

3.2.2 Example PAC Load Balancing

If you want to use both CSC at the same time to duplicate your bandwidth for Web Traffic, this
simple PAC file will do the job.

Please, note that you need to put the IP values of csclvip, csc2vip, csclbypass and csc2bypass. You
can read this values from “Show Configuration and Status Menu”
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Load Balancing PAC file.

function FindProxyForURL (url, host) {
/!
// Section 1: Zscaler standard PAC values

var privateIP = /A(0]10[127|192\.168|172\.1[6789]|172\.2[0-9]]172\.3[01]]169\.254|192\.88\.99)\.[0-9.]+$/;
var resolved_ip = dnsResolve(host);

/* Don't send non-FQDN or private IP auths to us */
if (isPlainHostName(host) || isinNet(resolved_ip, "192.0.2.0", "255.255.255.0") || privateIP.test(resolved_ip))
return "DIRECT";

/* FTP goes directly */
if (url.substring(0, 4) == "ftp:")
return "DIRECT";

/* test with ZPA */
if (isInNet(resolved_ip, "100.64.0.0", "255.255.0.0"))
return "DIRECT";

//
// Section 2: Load Balancing: 2 x Cloud Security Connectors
/I Azure: 500 Mbps

/I Get NIC IP address
niclp = myIpAddress();

// Assigning values to "tozscaler" and "bypass"
if (isInNet(nicIp, "0.0.0.0", "0.0.0.1")) {

var tozscaler = "PROXY csclvip:80; PROXY csc2vip:80";

var bypass = "PROXY csclbypass:3128; PROXY csc2bypass:3128";
}

if (isInNet(nicIp, "0.0.0.1", "0.0.0.1")) {

var tozscaler = "PROXY csc2vip:80; PROXY csclvip:80";

var bypass = "PROXY csc2bypass:3128; PROXY csclbypass:3128";
}

/!
// Section 3: Bypass via Cloud Security Connectors

// Bypass via CSC Public IPs

if ((shExpMatch(host, "*.okta.com")) |
(shExpMatch(host, "*.oktacdn.com")) ||
(shExpMatch(host, "*.okta-emea.com")) |
(shExpMatch(host, "login.mydomain.com")) ||
(shExpMatch(host, "portquiz.net"))) {
return bypass

}

//
// Section 4: Default Traffic

/* Default Traffic Forwarding. Forwarding to Zen on port 80, but you can use port 9400 also */
return tozscaler
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4 Deploy the Cloud Security Connector

4.1 Prerequisites

Before to launch the CSC you need to have this elements ready:

1. (Optional) SSH Key if you want to access the CSC using SSH keys. If not, you will we
prompted a Password during the installation.

2. Virtual Network

3. External Subnet: The External Subnet must be on the same Virtual Network than the
Internal Subnet.

4. Internal Subnet: The Internal Subnet must be on the same Virtual Network than the
External Subnet.

4.2 Launching the CSC from Azure Marketplace

» Go to Azure Marketplace and search for Cloud Security Connector for Zscaler (ZIA):
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rosoft

re Marketplace App

Search Marketplace

Products > Cloud Security Connector for Zscaler (ZIA)

GET IT NOW

Pricing information
Cost of deployed template
components

Categories
Compute
Networking
Security

Support
Support
Help

Legal
Under Microsoft Standard
Contract

Privacy Policy

Cloud Security Connector for Zscaler (ZIA) < swetomyis

Maidenhead Bridge
(0) Write a review

Overview Plans Reviews

The easiest way to connect to Zscaler Internet Access (ZIA) at 250
Mbps
(IMPORTANT Note: If you need more speed than 250 Mbps to Zscaler (ZIA), please use

models "CSC Mux 1 or 2 Gbps using Availability Set" or "C5C Mux 1 or 2 Gbps using
Availability Zones" )

The Cloud Security Connector will allow to protect your Web traffic in compliance
with the best practices for Zscaler Internet Access.

The Cloud Security Connector provides tunnel redundancy and High Availability via
automatic Routefs selection.

No manual configuration required: everything is automated with the perfect
configuration. Simply input your VPN Credentials and you will be connected to
Zscaler ZIA.

The Cloud Security Connector offers a simple way to do direct bypasses to internet
The Cloud Security Connector has the capacity to read the bypasses from PAC files
and to apply the rules automatically.

The Cloud Security Connector operates like a firewall and provides a robust isolation
of your internal infrastructure with the intelligence required for High Availability
connectivity to Zscaler Enforcement Nodes (ZENs)

Maidenhead Bridge offers a broad portfolio of Cloud Security Connectors for Zscaler
(ZIA) on virtual platforms (Hyper-V, VMware, etc) and public clouds (Azure, AWS)

Learn more

Quick Installation Guide
Support Portal
Administrator Guide

» Click “GET IT NOW”

> Select the Plan:

* (CSC 250 Mbps — No HA Infrastructure required

Create this app in Azure

T4 Cloud Security Connector for Zscaler (ZIA)
@ By Maidenhead Bridge

Software plan
‘ CSC 250 Mbps - HA using Availability Sets -
Pricing: This solution template deploys software compenents and

Azure infrastructure components. The price is the cost of
those components.

Details: The easiest way to connect to Zscaler Internet Access (ZIA) at
250 Mbps

This app requires some basic profile information. You have provided the informatian
already so you're good to go! Edit

* (CSC 250 Mbps — HA Using Availability Sets

* (CSC 250 Mbps — HA Using Availability Zones.

Maidenhead Bridge

L) ©5C for Zscaler (ZIA) on Azure
High Avallabiity Configuration

]

By clicking "Continue", I grant
Microsoft parmission to share my
supplied contact information with the
provider so that they can contact me
regarding this product and related
products. The shared information will be
handled in accardance with the Microsoft
Standard Contract and provider's privacy
statement.

Continue

NOTE 1: We recommend always to use Availability Sets or Zones.
NOTE 2: In all plans you can deploy 1xCSC or 2xCSCs.

CSC for Azure — Quick Installation Guide
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> Click “Continue”. You will be redirected to the Azure Portal

= Microsoft Azure £ Search

Home >

Cloud Security Connector for Zscaler (ZIA) | o

Maidenhead Bridge

Cloud Security Connector for Zscaler (ZIA)
Maidenhead Bridge
0.0 (0 ratings)

Select a plan | CSC 250 Mbps - HA using Availability... ~ |

» You can select your plan here again.

> Click “Create”

4.2.1 Deploying “CSC 250 Mbps - No HA Infrastructure required”

= Microsoft Azure £ Search resources, service

Home > Cloud Security Connector for Zscaler (ZIA) (preview) >

Create Cloud Security Connector for Zscaler (ZIA)

o Basics

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (& | Pay-As-You-Go ~ |
Resource group * (& | CSC-East-US ~ |
Create new

Instance details

Location * @ | East US e

Select Single or HA configuration * () Deploy Single (1x) CSC
(®) Deploy High Availability (2x) CSCs

CSC_Name* @ | csc-zscaler |
Admin Username (O | cscadmin ~ |
Authentication type * (D (®) Password

(O) SSH Public Key

Password * (D | .................... - |

Confirm password = [[resesnmsnnranans -]

Next

» Insert the values requested (*): Subscription, Resource group, Location, Single or HA
configuration, CSC_Name, Authentication type, SSH or Password.
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NOTE: The Admin Username of the CSC is “cscadmin”. This value cannot be changed

> Click “Next”

= Microsoft Azure

Home > Cloud Security Connector for Zscaler (ZIA) (preview) >

Create Cloud Security Connector for Zscaler (ZIA)

o Basics o Virtual Machine Settings

Virtual machine size * (& 1x Standard B1s

1 vcpu, 1 GB memory
Change size

CS5C VM Disk storage account type * (@ Standard_LRS

» Select “Virtual Machine size” and “CSC VM Disk storage account type”. Default values

presented are OK. If you are going to do a heavy use of the bypass functionality, please, use
2 x CPU and 4 GB RAM.

> Click “Next”

= Microsoft Azure A Search resources, service

Home > Cloud Security Connector for Zscaler (ZIA) (preview)

Create Cloud Security Connector for Zscaler (ZIA)

o Basics o Virtual Machine Settings o Networking

Configure virtual networks

VNET Neme * () [ VNET-East-Us M
Create new

EXTERNAL Subnet_Name * (O [ csc-external-East-US (10.2.1.0/24) M
Manage subnet configuration

INTERNAL_Subnet_Name * (O | csc-internal-East-US (10.2.2.0/24) ~ I
Manage subnet configuration

> Select the Virtual Network, External and Internal Subnet.
» Click “Create”
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Home > Cloud Security Connector for Zscaler (ZIA) (preview) >

Create Cloud Security Connector for Zscaler (ZIA)
o Validation Passed

o Basics 0 Virtual Machine Settings 0 MNetworking o Review + create

PRODUCT DETAILS

Cloud Security Connector for Zscaler
(Z1A)

by Maidenhead Bridge

Microsoft Enterprise Contract | Privacy
policy

TERMS

By clicking "Create”, | {a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription Pay-As-You-Go

Resource group CSC-East-US

Location East US

Select Single or HA configuration Deploy High Availability (2x) CSCs
CSC_Name csc-zscaler

Admin Username cscadmin

Paciaa T

Virtual Machine Settings

Next Download a template for automation

» Check “Validation Passed” and Click “Create”

» Follow the instructions on next chapter: “Next steps”
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4.2.2 Deploying “CSC 250 Mbps — HA Using Availability Sets”
» Select plan “CSC 250 Mbps — HA using Availability Sets”

Home

Cloud Security Connector for Zscaler (ZIA) (preview) =

Maidenhead Bridge

Cloud Security Connector for Zscaler (ZIA)

® Maidenhead Bridge
0.0 (0 ratings)

Select a plan | CSC 250 Mbps - HA using Availability... -~ |
CSC 250 Mbps - No HA infrastructure required

CSC 250 Mbps - HA using Availability Zones
Overview Plans  UsageIn
CSC 250 Mbps - HA using Availability Sets

> Click “Create”

» The steps “Basics”, “Virtual Machine Settings” and “Networking” are the same than before.
Step 4 “Availability Set” is the addition to this Plan:

Home > Cloud Security Connector for Zscaler (ZIA) (preview)

Create Cloud Security Connector for Zscaler (ZIA)

o Basics

» Fill steps 1 to 3 as example above and on step 4, select or create the “Availability Set”

NOTE: Please, put the name of the Availability Set and Fault and Update domains values. If the
Availability Set doesn't exist, this template will create a new one using the entered values

= Microsoft Azure R Search resources, services,

Home > Cloud Security Connector for Zscaler (ZIA) (preview)

Create Cloud Security Connector for Zscaler (ZIA)

o Basics o Virtual Machine Settings o Networking o Availability Set

Please, put the name of the Availability Set and Fault and Update domains values. If the Availability Set doesn't exist,
this template will create a new one using the entered values.

Availability Set* (O | csc-zscaler-availability-set |
Availability_Set-Fault Domains * (@ | 2 |
Availability_Set-Update Domains* @ | 5 |

» Click “Next”, wait for “Validation passed” and click “Create”
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4.2.3 Deploying “CSC 250 Mbps - HA Using Availability Zones”
» Select plan “CSC 250 Mbps — HA using Availability Sets”

= Microsoft Azure R Search

Home >

Cloud Security Connector for Zscaler (ZIA) (preview) =

Maidenhead Bridge

Cloud Security Connector for Zscaler (ZIA)

® Maidenhead Bridge
0.0 (0 ratings)

Select a plan | CSC 250 Mbps - HA using Availability... A |
CSC 250 Mbps - No HA infrastructure required

CSC 250 Mbps - HA using Availability Zones
Overview  Plans Usage In

CSC 250 Mbps - HA using Availability Sets

> Click “Create”

Create Cloud Security Connector for Zscaler (ZIA)

© Basics

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * () [ Pay-As You Go |

Resaurce group * (0 [ |

Create new

Instance details

Location = (O UK South ~

A Please, check if the Location (Region) selected previously supports Availability Zones (see
https://docs.microsaft.comy/en-us/azure/availability-zones/az-region).

Select Single or HA configuration * (O Deplay Single (1x) €5C
(@) Deploy High Availability (2«) CSCs

o Choose the Availability Zones for each Clowd Security Connector.

First CSC Availabity Zone * () | Zone 1 v |
Second C5C Availabity Zone * () | zone 2 ~ |
CSC_Name * @) [ csc-zscaler |
Admin Usemame (@ [ cscadmin v
Authentication type * (0 @ Password

(O) sSH Public Key

Password * () [ |

Confirm password * [ |

» In this case, you need the only specific to select for this plan is the Availability Zone for
each CSC. The rest is the same than before.
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5 Next steps:

©  On your Zscaler console, create:
= VPN Credentials
=  Location using the VPN Credentials.

©  On you Azure Console, select the Virtual Machine created and find the IP of the Internal
Interface (<vmname>-eth1)

o SSH the CSC (cscadmin@<IP Eth1>) and follow the Initial Wizard Menu. You will be
asked for the VPN Credentials, to select the Zscaler nodes Primary and Secondary, etc.

o After running the initial wizard the CSC will be ready for Production.

Important: The username to access the CSC is: “cscadmin”

Example of how to obtain the IP of the Internal Interface

Dashboard > csc—any—azure. - Networking

csc-any-azure Jll- Networking

«

> Attach network interface  ##® Detach network interface
A Overview 2
) :-elﬂ.--aztl’e--et\‘C csc—anyrazure.retm
B Activity log
Access control (IAM) - ;
(1AM) i’ Network Interface: cs(-any-azure.—etm Effective security rules Topology
& Tags WVirtual network/subnet: VPC-172-31-0-0/172.31.200.0-24 Public IP: None Private IP: 172.31.200.8 Acceler
K Diagnose and solve problems -

Inbound port rules  Qutbound port rules  Application security groups  Load balancing
Settings

Network security group Any-to-Any (attached to subnet: 172.31.200.0-24)
Networking l Impacts 1 subnets, 1 network interfaces

Initial Configuration Wizard:

Welcome to Maidenhead Bridge - Cloud Security Connector Anywhere for Azure
Last login: Tue Feb 5 09:13:49 2019 from 172.31.200.7

Welcome to the CSC Anywhere Configuration Wizard

1) configuration required on you er Console: VPN credentials and Location
-> VPN Credentials creation: G dministration > VPN Credentials > Add VPN Credential -> Select Authentication Type = FDON and configure 'User ID' and 'Pre-Shared Key'
ati Adm atiol ocation > Add L ut your Location vaL and select 'VPN Credentials' created in the step before
2) Run ‘th Wizard on ‘rhe CSC and Select C'Luud Nodes, ingress VPN Cred tials, DNS Servers, Bypass PAC URL and Syslog Servers

Current Values Configured:

Primary ZEN node: | Hostname: | IP:
Secondary ZEN node: | Hostname: | IP:

Bypass Proxy PAC URL
Your current Bypass PAC URL is http://pac.<cloudname>.net/something/<pacname>.pac

Are you ready to continue? (y/n) [

Please, Check “Administration Guide” for full documentation.
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