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1 Introduction

The Cloud Security Connector (CSC) for AWS is an EC2 instance that allows to connect internal
AWS resources to Zscaler Cloud Security Services.

The CSC for AWS comes with all configuration required. After launching the CSC from the AWS
Market using the CloudFormation template provided, your only task is to put the GRE tunnels IPs.

Simple to install and not further management required.

All Zscaler functionalities are available: Cloud Firewall and Web Security. Internal IPs are
completely visible on the Zscaler Gui.

In addition to this, the CSC provides and easy way to manage direct bypasses to trusted sites.

2 Key benefits of the Cloud Security for AWS

* Enables to connect any AWS internal resources to Zscaler Cloud Security Services.
* Automated deployment using CloudFormation template.

* FEasy Configuration: Just insert your GRE tunnel IPs

e Full tunnel redundancy.

* All parametrization required for AWS and Zscaler is already configured with the optimal
values according Zscaler Best practices.

* All Zscaler functionalities can be used: Firewall and Web Security.
* Full visibility of internal IPs.

» Easy way to do Bypasses to trusted sites.

* No operational burden for Administrators.

* It runs on a cheap AWS instance: t2, t3a and t3 instances.

* Automatic default route selection on multiple Route Tables
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3 The CSC on the AWS architecture

3.1 Single CSC - Using Cloud FW and/or PAC files (See Appendix A for details)
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How this works:

Direct Bypasses to Trusted Sites

1) Sending all Ports and Protocols: On your routing table set the default route to interet via the CSC Interface-id
(eni-xxyyyzz) as GW

2) On the PAC file sent the traffic to Zscaler using the CSC VIP Proxy IP and direct to internet using the Bypass
Proxy. Please, obtain the VIP Proxy and Bypass Proxy from "Show Configuration and Status" menu of each CSC.
Example of return statement on PAC file:

to Zscaler -> return "PROXY VIP-Primary:80; PROXY VIP-Secondary:80";

to Internet via Bypass Proxy -> retum "PROXY BypassIP-Primary:3128; PROXY BypassIP-Secondary:3128 ";

MNOTE: You can use either option 1) or 2) or both at the same time.



3.2 Redundant CSC - Using Cloud FW (See Appendix A for details)

/@

/I ™
Internal External
.7 Subnet Subnet
eth1 ethD
.7 eni-xx
CscC
Default ROUTE
o /
Awvailability Fone xx
4 N\
CsC
eni-yy
athi .Eo
Intemal External
Subnet Subnet
k Availability Fone yy _/

=

~

4

W
Maidenhead Bridge

High Availability to Zscaler on AWS
Sending all ports and protocols

Primary ZEN

Primary GRE Tunnel

Secondary GRE Tunnel Internet

Secondary ZEN
L@

How this works:
When configuring a CSC pair on High Availability they are capable to detect each other the reachability

to Zscaler, and to configure automatically the Route Table with the default route to intemet (0.0.0.0/0) via the
best CSC (eni-xx or eni-yy)




3.3 Redundant CSC - Using Cloud FW and PAC files (See Appendix A for details)
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best CSC (eni-xx or eni-yy)

/ (*) On the PAC file use Zscaler Global Proxy (ZGP) IPs with port 80 for traffic to Zscaler and port 3128 for Bypass
Traffic.

\ Example of return statement on PAC file:
to Zscaler -> retum "PROXY 185.46.212.88:80";

to Internet via Bypass Proxy -> retun "PROXY 185.46.212.88:3128";




3.4 Redundant CSC - For Web traffic using PAC files (See Appendix A for details)
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/ to Internet via Bypass Proxy -> retum "PROXY BypassIP-Primary:3128; PROXY Bypass|P-Secondary:3128 ";
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4

4.1

Deploy the Cloud Security Connector

Prerequisites

Before to launch the CSC you need to have this elements ready:

1.

w N

&

SSH Key. (you can use any ssh key already in use or to create one specific for the CSC)

VPC ID

. External Subnet: The External Subnet must be on the same VPC and Availability Zone

than the Internal Subnet.

Internal Subnet: The Internal Subnet must be on the same VPC and Availability Zone than
the External Subnet.

4.1.1 Prerequisites EXAMPLE:
Following an EXAMPLE of prerequisites and how to obtain it.

a) Go to your EC2 Dashboard to get the Key Pairs or to create new ones.

1 — SSH Keys: us-east-key

e —————

Key Pairs us-east-key

b) Go to your VPC Dashboard, to obtain VPC ID, and Subnets.

2 - VPC ID: vpc-0f32a676

Name - VPCID State IPv4 CIDR

Net 172-31 vpc-0132a676 available 172.31.0.018
Your VPCs

3 — External Subnet: subnet-818c0ddb (Note: Availability Zone us-east-1d and VPC ID vpc-
0f32a676)

4- Internal Subnet: subnet-8360ecd9 (Note: Availability Zone us-east-1d and VPC ID vpc-
0f32a676)

net-172-31-200 subnet-8360ecdd available Vpc-032a676 | Net 172-31 17231200024 232

wwwwwwwwwwwwww
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4.2 Launching the CSC from AWS Market

1. Go to the Cloud Security Connector for Zscaler product page at the AWS Market:

o aws marketplace

Categories v Delivery Methods v Solutions Migration Mapping Assistant  Your Saved List 1

Partners  Sellin AWS Marketplace  Amazon Web Services Home  Hef

Cloud Security Connector for Zscaler
@ By: Maidenhead Bridge  Latest Version: 2.6

Maidenhead Bridge The easiest way to connect to Zscaler
Typical Toal Price
Linux/Unix © $0.207/hr
Overview Pricing Usage Support Reviews

Product Overview

The Cloud Security Connector will allow to protect your Web traffic in

compliance with the best practices for Zscaler Web Services. No Highlights
manual configuration required: everything is automated with the
perfect configuration. Simply ingress your IPs tunnel values. = Easy to install
« Full compliance with 7scaler Rest practices
Version 26

« Easy Bypass functionality
Show other versions

By Maidenhead Bridge

Categories Security
Network Infrastructure

Operating System Linux/Unix, Ubuntu 16.04.4 LTS (Xenial
Xerus)

Delivery Methods CloudFormation Template

Please, note at the bottom that the Fulfilment Method is CloudFormation Template.
- Click “Continue to Subscribe”

2. You will be asked to accept the EULA (at the first time), then Continue..

&7 aws marketplace

Categorles v Delivery Methods ¥ Solutions v Migration Mapping Assistant  Your Saved List 1

Partners  Sellin AWS Marketplace  Amazon Web Services Home  Helf

Continue to Configuration ‘

Cloud Security Connector for Zscaler

Maidenhead Bridge

- Click “Continue to Configuration”

3. Select “Region”

or aws marketplace

Categories w  Delivery Methods v Solutions v Migration Mapping Assistant  Your Saved List 1

Partners  Sell in AWS Marketplace  Amazon Web Services Home

Cloud Security Connector for Zscaler Continue to Launch

Maidenhead Bridge

< Product Detail E e Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the
information required to configure the deployment.

Software contract

Select contract option(s)
Total contract price  $0

Due now

Fulfillment Option

CSC Deployment v

Pricing information
Software Version
’ stimate of typical
i

Whats in This Version
2.6 (Jan 30, 2019) v

Cloud Security Connector for Zscaler

Your actual charges for each
statement period may differ from
Leam more this estimate.

Software Pricing

Cloud $0.114/hr OR
Region Security $849.00/yr
Connector
for Zscaler

US East (N. Virginia) M
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- Click “Continue to Launch”

4. Choose Action: “Launch CloudFormation”

«r aws marketplace

Categories v Delivery Methods w Solutions ¥ Migration Mapping Assistant Your Saved List 1

Partners  Sell in AWS Marketpla

Cloud Security Connector for Zscaler

Maidenhead Bridge

< Product Detail Subscribe Config Launch

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option €SC Deployment

Cloud Security Connector for Zscaler

Software Version 2.6

Region US East (N. Virginia)

Usage Instructions

Choose Action

Choose this action to launch your configuration through

. v
Launch CloudFormation the AWS CloudFormation console.

Launch
- Click “Launch”
5. At this point, the “Create Stack” screen will appear.
step2 Prerequisite - Prepare template

Specify template

Atemplate is a JSON or YAML File that describes your stack'sresources and properties

Upload a template file

Amazon $3 URL

53 template URL

S3URL: htt
ee2-4da6-a81c-b38c6106264fyam|

- Click “Next”

6. Specify Details. Please insert here your values:
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» Stack Name

* VPC

* External Subnet
* Internal Subnet

* Name [of the instance] (we recommend to use the same name for the stack and the instance

for easy visualization)

* AWS Instance Type: t2.small, t2.medium, t2.large, t3a.small, t3a.medium, t3a.large,
t3.small, t3.medium, t3.large, (*)

* Key Name

(*) Important note about CSC and AWS Instance Type: AWS has not committed bandwidth (Mbps) on Burst
instances like t2, t3a or t3. The CSC is very light on resources. This type of instances are good enough in terms of
CPU / RAM and Disk requirements. In our tests, we saw the following results in terms of bandwidth performance of
t2,t3a,t3 instances and the CSCs:

» t(2 or 3a or 3).small: 200 Mbps to 400 Mbps.

»  t(2 or 3a or 3).medium: 350 Mbps to 600 Mbps.

» (2 or 3a or 3).large: around 850 Mbps.
This values correspond to the N. Virginia (us-east-1) region. This values can differ region by region. Use this as
reference only.
We recommend to use t3a instances. At the moment of writing this document t3a instances performs a little bit
better and are cheaper than t2 or t3.

Here the Screenshoot using the values of point 4.1.1 Prerequisites EXAMPLE: (please, use here
your own values)

Eha Services v Resource Groups v %

CloudFormation > Stacks > Create stack

= Specify stack details

Specify template
step2 Stack name
Specify stack details

Stack name

csc-gre-aws-06

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Network Configuration
Which VPC should this be deployed to?
Selecta VPC.

vpc0322676 (172.31.00/16) (Net 172-31) v
External Subnet
Selectan Exteral Subnet (WARNING !l must bethe same avalablity zane than Internal Submet)

subnet-818c0ddb (172.31.96.0/24) (Net-172-31-96) v
Internal Subnet
Selectan Internal Subnet (WARNING ! must bethe same availabiity zone than Esternal Submet)

subnet-8360ecd9 (172.31.200.0/24) net-172-31-200) v

Amazon EC2 Configuration

Name
cse-gre-aws-06

AWS Instance Type

t2.small v
Key Name

Key Pairnam

us-east-key v

ant [ et | [N
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— Click “Next”
— “Options Section”: Click “Next”
- “Review”: Click “Create Stack”

The Stack will show “status” CREATE_IN_PROGRESS

3W51 Services v Resource Groups + *

@ CloudFormation v  Stacks

Create Stack e Actions ~ Design template

Filter: Active =
Stack Name Created Time Status
" csc-gre-aws-2e-1 2018-04-02 22:54:52 UTC+0100
And after a while:
aW% Services Resource Groups ~ *

~—

@ CloudFormation v~  Stacks

Create Stack [~ Actions + Design template

Filter: Active ~
Stack Name Created Time Status
v csc-gre-aws-2e-1 2018-04-02 22:54:52 UTC+0100 CREATE_COMPLETE

Done! Your CSC is deployed.
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5 Accessing for first time to your CSC
1. Go to your EC2 Dashboard — Instances and select the CSC created.

ﬂ\V_W'S Services v Resource Groups v

m Comest  Actons v

Events
Tags
Reports
Instance Type Avallabilty Zone - Instance State - Status Checks * Alam Status.
Lins
2rmico usaastld @ slopped None y
12.5mall Useastla @ stopped
Instances
o tsmal sk 1d 9 ming @ 22 checks passed
Launch Templaes
2smal Usat 9 stpped
Spol Requests
tamal Uashld @ ming @ 22checks passed
Resenved Instances
woking lempll 0 smal U
Dedicated Hosls .
Scheduled Instances
Instance: | 4faso091ec1f200 (cse-re-awsd)  Elstc P: 522032461
Als Description ~ StafusChecks  Monitorng Tags
Bundl Tasks dance D HISH09IGTEATI200
ok P
PV Ps
\olumes 01 Friee ONS
Snapshols Piele s
Lifeey ¥
Schodud v VRS0
ANIID  csoqeas2-ociean (ambledT86336ca823666 Sutnel D

Flastie P

Py

Public DNS (IPv4)

y Nebworknfefce ethd

Inlface
VPCID
Alachrnt Qi
Alachment Sttus
Atichria T

Delel on erminale
Private IP Address
Prale DN Name

[Pvé Public IP IPvé IPs

IS
WA
g
thed
T Mar 19 21:44:10 GHTH000

p-17231:200:1 ec2 femal

Publc PAress -

SourcalDest, Check
Deseripton

Securty Groups
Elasl Fabrc Adapler

[
csogrbsigilanaiietaca
csnapnmalcsogreavs06
Db

2. On the bottom screen, click “eth1” and take a look of the Private IP address of the ethl. In
this example is: 172.31.200.91

3. From a machine inside the VPC, ssh the CSC using the Key, like:

ssh -i <keyname.pem> cscadmin@<eth1 Private IP>

In our example, the value is $ ssh -i us-east-key.pem 172.31.200.91

ubuntu@ip-172-31-260-163:~$ ssh -1 us-east-key.pem cscadnin@l7z.31.260.91
GRE tunnel information was never configured

Welcome to the CSC GRE Configuration Wizard

Before to start you need have the following values ready:

1) Cloudname: zscloud, zscalertwo, zscaler,etc. Check your Zscaler Admin URL htt
2) DNS Servers IPs

3) GRE Tunnel IPs: To obtain it, please submit a ticket to Zscaler Support asking for GRE tunnel IPs from Public IP 100.25.80.250

4) (Optional) Bypass Proxy PAC URL
5) (Optional) Syslog / SIEM Server/s IP/s and TCP port

Current Values Configured:

Tunnel Source IP 100.25.80.250 (* this is your Tunnel Source Public IP)

Primary Destination: 2.2.2.2

Internal Router .3.3.3/30
Internal ZEN IP: 4 .4/30

Syslog / SIEM information
Your current Syslog / SIEM configuration is:

Syslog / SIEM servers are not configured

Are you ready to continue? (y/i

://admin.<cloud name>

t to find it
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4. Your CSC is ready for the initial configuration. Just follow the instructions of the
Configuration Wizard.
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6 Initial Wizard Configuration
Please, follow this instructions to run the initial configuration of the CSC GRE for AWS:

6.1 Short Version

1. Submit a ticket to Zscaler Support asking for the GRE credentials from: “Tunnel Source IP”
showed in the console. Tell the Zscaler Team which is your AWS Datacenter or choose your
ZEN nodes using https://ips.<zscaler cloud name>.net/cenr

2. Wait for the response email from Zscaler Support that contains the details of the GRE
tunnels IPs.

3. Go to the Zscaler Console and create the “Location”
4. Run the Wizard. Insert the values. Confirm and reboot.

5. Done!

6.2 Long Version (with Example)

In this Example, after the CSC was launched, the values of my CSC are:

Services ~  Resource Groups ~ %

[ETLILEELLE | Connect || Actions v

Events
Tags Q Fiter by tags and attributes or search by keyword
Reports
Name < Instance ID Instance Type - Avallability Zone - | Instance State - Status Checks Alarm Status Public DNS (IPv4) 1Pv4 Public IP 1PV6 IPs
Limits
csc-aws-anywhere 1-0fe18b0427222b33¢ 12.micro us-east-1d @ stopped None Y
Inst csc-bkp 1-0850¢6979a4466c08 12.small us-east-1a @ stopped None Y&  ec2-3-219-197-65.com 3.219.197.65
nstances
@  csogre-aws-06 1 iomss091d1catr200 2.small us-east-1d @ running @ 272 checks passed @ NoData Vg
Launch Templates
csc-gre-aws-32 1-0735581b385061521 2.small us-east-1d @ stopped CURTLEC? Network Interface ethl
Spot Requests
Ubuntu Mate net 200 1072077 14edb5d325 ©2.small us-east-1d @ runnin @ 272 checks passed None A .
Reserved Instances @ running " Inferface 1D nl-0b6cffa 1087034315
working template 1-04b26b6e6ads5e2al ©2.small us-east-1d @ stopped None 4
Dedicated Hosts e @ stopp wRE
Attachment Owner 3
Scheduled Instances
Aftachment Status ~ attached
Capacity Reservations Instance: | i-0fa59091d1c41f200 (csc-gre-aws-06)  Elastic IP: 52.203.246.1 Attachment Time ~ Tue Mar 19 21:44:19 GMT+000
2019
AMls Description Status Checks  Monitoring Tags Delete on Terminate ~ false
Private IP Ad 2.31.200.91
Bundle Tasks Instance ID  -0fa59091d1c41£200 Public DNS (IPvd) Private DNS Na ip-172:31-200-91 ec2. intemal
Instance state  running IPv4 Public IP Public IP Addres
Instance type  t2.small 1PV6 IPs Source/Dest. Check  false
Volumes ElasticIPs  100.25.80.250%, 52.203.246.1 Private DNS Description ~ csc-gre-single-intemnal-interface
Snapshots Availability zone ~ us-east-1d Private IPs ‘Security Groups ~ csc-sg-internal-csc-gre-aws-06
Lifecycle Manager Security groups  csc-sg-external-cse-gre-aws-06. view inbound rules. view outbound rules Secondary private IPs Elastic Fabric Adapter  Disabled
Scheduled events No scheduled events VPC ID
AMI ID g lean (ami-029786556¢a523966; SubnetID  Subnet-818c0ddb (Net-172-31-96)
Security Groups Platiorm - Network interfaces _sth0
2

Flastir 1P

The internal IP (eth1) is 172.31.200.91. Doing and SSH from a machine on subnet 172.31.200.0/24
to the CSC, the initial wizard appear.

In this example:

Key Name: us-east-key.pem
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Username: cscadmin (use always “cscadmin™)

CSCIP: 172.31.200.91

$ ssh -i us-east-key.pem cscadmin@172.31.200.91

ubuntu@ip-172-31-200-163:~% ssh -i us-east-key.pem cscadmin@l72.31.280.91
#*+++GRE tunnel information was never configured?
Welcome to the CSC GRE Configuration Wizard
Before to t you need have the following values ready:
1) Cloudname: zscloud, zscalertwo, zscaler,etc. Check your Zscaler Admin URL https://admin.<cloud name=.net to find it
2) DNs Servers IPs
3) GRE Tunnel IPs: To obtain it, please submit a ticket to Zscaler Support asking for GRE tunnel IPs from Public IP 186.25.88.258
4) (optional) Bypass Proxy PAC URL
5) (Optional) syslog / SIEM server/s IP/s and TCP port
Current s Configured:
Cloudname: none
S server 169.254.169.253
Tunnel Source IP: 180.25.80.258 (* this is your Tunnel Source Public IP)
Primary Destination: 2.2.2.2
Internal Router IP: 3.3.3.3/30
Internal ZEN IP: 4.4.4.4/30
Secondary Destination: 5.5.5.5
Internal Router IP: 6.6.6.6/30
Internal ZEN IP: 7.7.7.7/30

Bypass Proxy PAC URL
Your current Bypass PAC URL is http://pac.zscalerthree.net/maidenheadbridge.com/cscbypass.pac

Syslog / SIEM information
Your current Syslog / SIEM configuration is:

Syslog / SIEM servers are not configured

Are you ready to continue? (y/n) ||

As you can see in this example, the Tunnel Source Public IP is: 100.25.80.250

6.2.1 Submit a ticket to Zscaler Support

From your Zscaler console, Submit a ticket to Zscaler Support asking for the GRE tunnels IPs from
the Public IP 100.25.80.250 and Specify your preferred ZEN nodes from https://ips.<cloud
name>.net/cenr
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Submit Ticket | Escalate Support Ticket

FedRAMP Cloud Customers: If you are using the zscalergov.net cloud, click here to submit your
ticket or call the FedRAMP Support Line at (866) 439-1163.

Product* Contact Email *

Issue Subject *

GRE tunnel credential

CC List

Description *
Primary: Washington (165.225.48.8)
Secondary: Chicago (165.225.0.159)

Request Overview * Ticket Type *

Administrative - Provisioning Request v  Task v
Product And Feature * Priority *

ZIA - General v Normal (P3) w
Area” Provisoning *

Provisioning ~  GRE Tunnel ~
Contact Name* Organization *

Contact Phone Requester Time Zone "

Enter contact phone UTC +0 GMT w

Upload a file {often helps troubleshoot issues)

[ Upload |

6.2.2 Wait for the email from Zscaler Support

After a while, you will receive an email from Zscaler Support containing the GRE information.

Tunnel Source IP: 100.25.80.250
Internal Range: 172.17.9.0-172.17.9.7

Primary Destination: 165.225.48.8
Internal Router IP: 172.17.9.1/30
Internal ZEN IP: 172.17.9.2/30

Secondary Destination: 165.225.0.159
Internal Router IP:  172.17.9.5/30
Internal ZEN IP: 172.17.9.6/30
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6.2.3 Create the Location on the Zscaler Console

After the email with the GRE tunnel information is received, you can create the Location on the
Zscaler Console. Here is the Location of this example:

Edit Location 4

LOCATION
Name Country
aws-ip-100.25.80.250 2 - Put a Name United States
State/Province Time Zone
AmericaNew York
Group
None w
ADDRESSING
sapeiPasaeszs | 3 - Select the CSC Public IP
100.25.80.250 ~
N Groctontiote lThe GRE values will appear
None -
GRE Tunnel Information o Export
No. Tunnel Sourc... Primary Dest... Secondary D... Primary Destination Internal R... Secondary Destination Internfl....
1 100.25.80.250 165.225.48.8 165.225.0.159 172.17.9.0-172179.3 172.17.9.4 -172179.7

GATEWAY OPTIONS

Enable XFF Forwarding Enforce Authentication
Enable IP Surrogate Idle Time to Disassociation

8 Hours v
Enforce Surmagate IP for Known Browsers

Enable SSL Inspection Enforce Zscaler App SSL Setting

i
8

Enforea Firewall Control

BANDWIDTH GONTROL

Enfarce Bandwidth Gontrol

| Enabe © Disable

Gancel 5 - Save “Deiete
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6.2.4 Run the Wizard

1. Select your cloud

Cloud Configuration

Your current Cloud is: none

you want to change the Cloud Name? (y/n) vy

Zscalerthree
zscloud
zscalertwo
Zscaler
Zscalerone
zscalerbeta
Mot in the 1ist? Ingress Manually
] Quit
Enter your choice: [}

2. Enter your DNS Servers or use AWS DNS server.

DNS Configuration

You are using AWS DNS server 169.254.169.253

Do you want to change the DNS servers? (y/n) |}

3. Enter the GRE tunnel values received.

GRE tunnels Configuration

Your current GRE tunnels configuration is:
Tunnel Source IP: 100.25.80.250
Primary Destination: 2.2.2.2

Internal Router IP: 3.3.3.3/30
Internal ZEN IP: 4.4.4.4/30

Secondary Destination: 5.5.5.5

Internal Router IP: 6.6.6.6/30
Internal ZEN IP: 7.7.7.7/30

Do you want to change the GRE tunnels configuration? (y/n) y

Please, Copy/Paste the GRE values received from Zscaler Support

Primary Destination (IP): 165.225.48.8
(Primary) Internal Router IP (IP/MASK): 172.17.9.1/30
(Primary) Internal ZEN IP (IP/MASK): 172.17.9.2/30

Secondary Destination (IP): 165.225.6.159
(Secondary) Internal Router IP (IP/MASK): 172.17.9.5/30
(Secondary) Internal ZEN IP (IP/MASK): 172.17.9.6/38
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4. (Optional) Enter your Bypass PAC URL. When using the Bypass Proxy functionality, you
can insert here the Bypass Proxy URL and to refresh the Bypass List.

Bypass Proxy Configuration
Your current Bypass PAC URL is http://pac.zscalerthree.net/maidenheadbridge.com/cscbypass.pac

Do you want to change the Bypass PAC URL?

Enter your choice: 1

Please, ingress Bypass PAC URL
Bypass PAC URL:http://pac.zscalerthree.net/maidenheadbridge.com/cscbypass.pac

Your current Bypass PAC URL is: http://pac.zscalerthree.net/maidenheadbridge.com/cscbypass.pac
Do you want to refresh Bypass List? (y/n)? y

[This is your current Bypass List

.ubuntu. com

weiw . Tulldomain.co.uk
.anotherdomain.com

(cont.)

.microsoftonline-p.net
.microsoftonline-p.com

Do you want apply changes? (y/n)? y

Bypass List updated sucessfully

5. (Optional) Enter your SIEM server IP and Logs.

Syslog / SIEM Configuration
Your current Syslog / SIEM configuration is:

Syslog / SIEM servers are not configured

Do you want to change Syslog / SIEM Servers values?

1) Yes

2) No

3) Reset default values
Enter your choice:

6. Finally, check and confirm the values:
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Please confirm this values:

DNS Server: AWS DNS server 169.254.169.253

GRE tunnels IP values:

Tunnel Source IP (IP): 180.25.80.258

Primary Destination: 165.225.48.8

(Primary) Internal Router IP (IP/MASK): 172.17.9.1/30
(Primary) Internal ZEN IP (IP/MASK): 172.17.9.2/38
Secondary Destination: 165.225.8.159

(Secondary) Internal Router IP (IP/MASK): 172.17.9.5/30
(Secondary) Internal ZEN IP (IP/MASK): 172.17.9.6/38

Bypass Proxy PAC URL
Your current Bypass PAC URL is http://pac.zscalerthree.net/maidenheadbridge.com/cscbypass.pac

Do you want to implement this values? (y/n)? (The CSC will reboot) [j

Done! After the reboot, the CSC is ready for Production.
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7 The Cloud Security Connector Admin Console:

The CSC SSH Console was created to simplify admin tasks showing what is important to
administrators for operation and troubleshooting. In addition to this, all monitoring tasks are able to
be done via AWS Console. Simply register the CSC instance on AWS as managed instance and you
are ready to manage the CSC using all AWS System Manager tools.

When accessing the console via SSH, you will receive the Admin Console. For example:
ssh -1 "us-east-key.pem" cscadmin@l72.31.2080.29
Maidenhead Bridge
Cloud Security Connector GRE - Single - Admin Console

EC2 Instance ID : i-0018ch74T81d79chf
AWS Availability Zone : us-east-1d

Please select an option by typing its number

Monitoring Tasks

1) Show Configuration and Status
2) Show Interfaces Traffic

3) Traceroute and Latency Test
4) Speed Test (Experimental)

CSC Admin tasks

5) AWS SSM Agent (Register or De-Register)
6) Reserved for Future Use

7) Change Timezone

Bypass Proxy
8) View Current Bypass List
9) Configure Bypass List

Log Information
18) View Current Month
11) View Last & Months

Configuration Wizards

12) Change GRE IPs, DNS servers, Cloudname, Syslog and more
13) Switch Tunnels - Primary / Secondary

14) High Availability changing Default Route

e) Exit
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The Main Section are:
* Monitoring Tasks: To check statuses, real time traffic, speed, etc.

* CSC Admin Tasks: To register the CSC for AWS management, change password and

timezone.
* Bypass Proxy: To manage the Bypass PAC URL or to enter manually the Bypasses.

* Configuration Wizard: To run the initial wizard again, to switch tunnels and configuring HA.
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7.1 Monitoring Tasks

7.1.1 Show Configuration and Status

GENERAL INFORMATION

Availability Zon

EC2 Instanc

xternal Interface (

ernal Interfac- ':
Tue 2

172.31.
200.1 is

4 | Bypass Proxy Egress IP:
: CSC GW IP \.':'thl,: f24 | Network Gateway: 172.31.
TRAFFIC REDIRECTION Options
To Zscaler: VIP Prox
Direct to Internet

| Route all traffic i
caler Global Pr

a C

ELASTIC (PUBLIC) IPs IN
G s Public IP:
y Public IP:

scaler Cloud:
GRE tunnels eg
Primary Tunnel:

zscalerthree
ss Public IP:

ZEN Public

Tunnel IPs
Secondary Tunnel:

ZEN Public

Tunnel IPs

IP:

{local 7.9.1 7 172.17.9.

IP: 16
{local

TUNNEL
Primary

Tunnel {reachability):
Layer 7
GRE ZEN Tunnel IP
Secondary Tunnel (reachability):
Layer 7
GRE ZEN Tunnel IP

Tunnel Status: Primary tunnel is active since: Mon 24 Feb 14:11:46 EST
CALER.COM PAGE STATUS

You are acc g the Intermn

Your Gateway IP Address is 1

scaler Cloud: Washingten DC in the zs

S5M Agent is acti
tration value

vers Information
: 172.31. 163
Not con

ago
role in u
Default Route to I[r'.tv:

tance ID of other
SNS message ARN= arn:aw:

| Network Gateway:
Alive

W IP | Zscaler Global Pro
{port 3128)

ria CSC GW IP

da® (this C5C)

172.

-B33431

GRS

31.96.1 is Alive

) wia C5C GW IP
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7.1.1.1 GENERAL INFORMATION

This section contains general information about the instance:

GENERAL INFORMATION
[Availability Zone: us-east-1d
EC2 Instance id: i-0fa59091d1c41f200 | Instance Type: t2.small | ami-id: a

External Interface (eth@) Subnet-i i d: eni- 3d99 ecurity-Group-id: sg-08d2bBBcE632946cd9
Internal Interface (ethl) Subnet-id: s -8360 ce-id: cffaleg7934 ecurity-Group-id: sg-0833efd4Be7anddsds
CSC date: Wed Oct 16 10:49:47 GMT 201

)

Soft version : 2.6

Important: Please, note the “Interface-id:” value. You will need it if routing traffic via the CSC.

7.1.1.2 INTERFACES INFORMATION
This section contains the interfaces information:

INTERFACES INFORMATION
External: Tunnel IP (eth@)

Internal: CSC GW IP (ethl)

7.1.1.3 TRAFFIC REDIRECTION Options

The section contains the information about how to redirect traffic to Zscaler.

TRAFFIC REDIRECTION Options
To ler: VIP Proxy: 172.31.200.35:80 (or :9400) | Route all traffic wi: C GW IP | Zscaler Global Proxies (port 80/9400) via CSC GW IP

Direct to Internet: Bypass Proxy: 172.31.200.64:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

The objective of the Cloud Security Connectors of Maidenhead Bridge is to provide a simple
architecture, 100% proven that works, to connect to Zscaler.

Every member of the CSC family follows the principle of “three IPs” on the internal side:

*  CSC GW IP (*): To be used as Default Gateway for internal devices behind the CSC
redirecting all ports and protocols to Zscaler when using Cloud Firewall.

* VIP Proxy: This Virtual IP Proxy translates the packets directly to the Zscaler proxy. To be

used when PAC files are implemented or explicit proxy.

* Bypass Proxy IP: The Bypass Proxy enables a simple way to do Direct Bypasses to
Internet. To be used when PAC files are implemented.

(*) On AWS routing tables, the value to use as a GW is the “Interface-id:” (eni-xxyyzz)
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Here an illustration about this:

CSC GW IP: all Ports and
Protocols (Cloud Firewall) ’ ? ’ to Zscaler via Tunnel

VIP Proxy: to Zscaler Proxy ) 4_ _J
Port 80, 9400, etc.

—) to Internet directly
Bypass Proxy IP: Bypass _>

to Internet via URL Host ACLs
(Port 80, 433 and High Ports)

Important: Please, see Appendix A for detailed information about traffic redirection (with
examples)

7.1.1.4 ELASTICP (PUBLIC) IPs INFORMATION

This section shows the Public IP used to initiate the tunnels to Zscaler and the Public IP used for the
Bypass Proxy functionality.

In our example:

ELASTIC (PUBLIC) IPs INFORMATION

GRE tunnels Public IP: 180.25.80.250
Bypass Proxy Public IP: 52.203.246.1

7.1.1.5 DNS INFORMATION
This section displays the DNS information. You can use the default DNS server from AWS or to

setup your own DNS servers.

DNS INFORMATION

Using AWS IP: 169.254.169.253
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7.1.1.6 ZSCALER INFORMATION

This section shows the GRE tunnel information and Tunnel Status.

CALER INFORM N
er Cloud: calerthree
unnels egress Public IP: 100.25.80.250
Primary Tunnel:

ZEN Public IP: 165.225.48.8

Tunnel IPs (localyszen): 172.17.9.1 / 172.17.9.2
Secondary Tunnel:

ZEN Public IP: 165.225.0.159

Tunnel IPs (local/zen): 172.17.9.5 / 172.17.9.6

TUNMEL STATUS
Primary Tunnel (reachability)
Layer 7 Keepalive is: Alive
GRE ZEN Tunnel IP is: Alive
Secondary Tunnel (reachability)
Layer 7 Keepalive is: Alive
GRE ZEN Tunnel IP is: Alive

Tunnel Status: Primary tunnel is active since: Wed Oct 16 08:24:17 GMT 2019

Please, pay attention to the reachability of the Keepalives and Tunnels and the Tunnel Status.

7.1.1.7 HTTP://IP.ZSCALER.COM PAGE STATUS

Zscaler recommend to check the page http://ip.zscaler.com to validate that you are using Zscaler

and to see your Zscaler Node, Cloud and IP address. The CSC does this test for you.

HTTP://IP.ZSCALER.COM PAGE STATUS
You are accessing the Internet via Zscaler Cloud: Washington DC in the zscalerthree.net cloud.

Your Gateway IP Address is 100.25.80.250

7.1.1.8 BYPASS PROXY - EGRESS INTERFACE STATUS

This sections validates if the Bypass Proxy can access internet directly going to
http://pac.<cloudname>.net

BYPASS PROXY - EGRESS INTERFACE STATUS

Bypass Proxy Egress Interface 172.31.96.193 can reach test page (http://pac calerthree.net)

7.1.1.9 AWS SSM AGENT
This section shows the status of the AWS SSM Agent.
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7.1.1.10 SYSLOG/SIEM Servers Information
When configured, this section will show the IP/s and TCP port of your Syslog/SIEM server.

SYSLOG/SIEM Servers Information
Primary Syslog IP: 172.31.200.163

Secondary Syslog IP: Not configured
Syslog TCP port: 514

7.1.1.11 HIGH AVAILABILITY Information

This section all the information when the CSC are configured on HA pair:

HIGH AVAILABILITY Information

The HA service is: active (running) since Mon 2020-84-27 23:16:36 UTC; 6min ago
IAM role in use: arn:aws:iam::544690173127:instance-profile/csc
The Default Route to Internet is using this Gateway (Target): c5e5de%9e784b (this CSC)
Current values configured are:

Route Table/s Configured (Qtyl= 2 (using VPC: vpc-8f32a676)

Route Table ID= rtb-d@98c8as

Route Table ID= rtb-89%94dbces51a782f0

Instance ID of other CSC in the pair= i-08dabbfe38df52b9c

SNS message ARN= arn:aws:sns:us-east-1:544690173127:AWS-Zscaler-Notification

If HA service is active.

* The IAM role in use

* The current “eni-xxyy” that is the default GW to internet for the Route Table/s
* Amount of Route Tables configured and VPC in use.

* The Route table ID/s

*  Which is the Instance ID of other CSC on the HA pair.

* The SNS message used for notification.
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7.1.2 Show Interfaces Traffic

You can use this section to see the traffic in real time.

tund bmon 3.8

Abort Error Carrier Error
CRC Error E Dropped
FIFD Error Frame Error Heartbeat Erro

Ip6 Address Ip6 Broadcast

Ipk Fo Ip6 Header Err
Ip6 rag
Ip6 Too Big Er
Ipi

pointopoint, noarp
Broadcast 165.225
3 Alias noguess
Tue Feb 25 84:81:11 2028 Press ? for help
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7.1.3 Traceroute and Latency Test

This test can validate the quality of the Internet path between you location and Zscaler. You can run
it with tunnels down or up. When the tunnels are up, it does a “Reverse Path” test from your active
ZEN node to your location. This is very useful to check if there is any packet loss at some point.

EN and Secondary ZEN
is UP, a MIR Reverse Path t from the active ZEN to your Public IP
is equal 38. This test take a while

ing Primary
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05T: ip-172-31-
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7.1.4 SPEED TEST

This test is experimental due to we are using third party tools (speedtest.net) but it works fine in

most cases.

We are using t3a.small instance for the CSC and the download value was 723.90 Mbit/s

SPEED TEST
This is experimental. We are using third party tools. (Speedtest.net)
Results can be inaccurate or none. The test takes a while

Testing from

Retrieving speed L

Selecting best s r based on ping...

Hosted by Sprint (Washington, DC) [2.52 km]: 18.645 ms

Testing download SPeed. . ...uuuieuausuaassaaasasasaaasassanasaasasasasansaa
Download: 723.90 Mbit/s

Testing upload spe

Upload: 694.81 Mbit/s

7.2 CSC Admin Tasks

CSC Admin tasks

5) AWS 55M Agent (Register or De-Register)

6) Reserved for Future Use
7) Change Timezone

5. AWS SSM Agent (Register or De-Register)
6. Reserved.

7. Change Timezone: In case if needed, you can select your Timezone here.

7.2.1 AWS SSM Agent (Register | De-Register)

The CSC AWS has installed the AWS SSM Agent that allows you to check remotely the status of
the CSC and “Run Commands” using AWS Systems Manager.

Note: You can learn more about “Run Commands” on Appendix B

Important (**): You can manage the CSC for AWS from ANY AWS Availability Zone. In this
example, we have running the CSC for AWS on N. Virginia (us-east-1) but we want to manage it
from the Ireland (eu-west-1). It is advisable to manage all CSC (for AWS/Azure/Vmware/Hyper-V)
from the same AWS availability zone.

Here is the screenshot of our CSCs under management before to add the CSC for AWS:
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Please, note that in this example the availability zone is eu-west-1
The steps required to register the AWS SSM Agent are two:

1. Go to: AWS Systems Manager -> Hybrid Activations -> click “Create activation”

aws Services v  Resource Groups v %

AWS Systems Manager X . .
Activation setting
Createa

Quick Setup New on hybrid and

After you comp! activation code and ID. Use the code and ID to register SSM Agent

v
Activation description- Optional

CloudWatch Dashboard csc-bkp

OpsCenter

Resource Groups

Trusted Advisor & PHD

Automation

Maintenance Windows @ To register more than 1,000 managed instance in the current AWS account and
Region, change your account settings to use advanced Instances. Learn more [5

1AM role

© Use the default role created by the system
(AmazonEC2RunC

Select an existing custom IAM role that has the required permissions

Activation expiry date

Run Command

State Manager

Patch Manager

Distributor
Default instance name- Optional

csc-bkp| |

Parameter Store

Documents

cancet

Note: We recommend to create an Activation per CSC and on “Default instance name” to put the
name of the CSC instance (or CSC ID o or the name of your “Location” for easy identification)

When you click “Create an Activation” you will receive the following information:
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@ You have successfully created a new activation. Your activation code is listed below. Copy this code and keep it in a safe place as you will not be able to access it again.

Activation Code Awdok/NYw/R8WMs20191

Activation ID 9cfa62f5-c314-40df-b2b9-5ecef5a991c7

You can now install amazon-ssm-agent and manage your instance using Run Command.Learn more

Please, keep copy this values on a safe place. You will need this to register the AWS SSM client on
the CSC.

2. From the CSC Admin Tasks Menu, select “5) AWS SSM Agent (Register or De-Register)”.
You will asked for the Activation Code, Activation ID and AWS Region where to register
the CSC. (Check your AWS URL https://eu-west-1.console.aws.amazon.com/ec2/v2/home?
region=eu-west-1#)

Selection: 5

The 55M Agent is inactive (dead) since Wed 2619-10-16 12:51:23 GMT; 9min ago

Do you want to Register (start) the AWS SSM Agent (y/n) y

Please, ingress Activation Code, Activation ID and Region (example: eu-west-1)
Activation Code ¢/ Y WMs28191

Activation ID :9cfab2f5-c314-40df-b2b9-5ecef5a991cy

Region :eu-west-1

Done! Check now “Show Configuration and Status” :

S55M Agent is active (running) since Wed 2019-18-16

Registration values: {"ManagedInstanceID":"mi-0a3041f

Go to AWS Systems Manager — Managed Instances and you will see the new CSC added. (csc-bkp
in this case)

AWS Systems Manager| X AWS Systems Manager

Quick Setup "< Managed Instances Settings
A Managed instances =
OpsCenter

Resource Groups

Trusted Adviser & PHD Attributes.Ping status: Online X | ‘ Clear filters

Inst - N e Platform Platform Agent —— Computer

nstance ame ing status address

Automation g type name version name
Maintenance Windows

I ©online Linux Ubuntu |

| mi-0a3041fd8ga25291a csc-bkp @ online Linux ubuntu - ‘

Compliance 23
Managed Instances

I  online Ling Ubunty I
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7.2.2 Reserved for future use

This menu is reserved for future use.

7.2.3 Change Timezone

The CSC automatically takes the time and timezone from the virtual platform but you can change if
it is not correct or you want another value.

7.3 Bypass Proxy

When using PAC files, the Bypass Proxy allows you to connect certain domains direct to Internet.
By default, all domains are blocked and you need to insert the domains that you want to allow to go
direct.

Bypass Proxy

8) View Current Bypass List
9) Configure Bypass List

7.3.1 View Current Bypass List
This commands shows the current domains and subdomains allows to go direct to Internet. By
default the list is “blank” blocking all traffic.

Selection: 8

This is the list of current Domains configured:

.ubuntu. com

www . Tulldomain. co.uk
.anotherdomain. com

7.3.2 Configure Bypass List
In order to configure the Bypass List you have two options:
Selection: 9

Please, select method to configure Bypass List

1) Auto - Bypass PAC URL
2) Manual

3) Quit

Enter your choice:
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7.3.2.1 1) Auto - Bypass PAC URL
This is the recommended method to use. You need to create a “Bypass PAC file” on your Zscaler
console. The CSC will read the “Bypass List” from the “Bypass PAC file”.

By default, the CSC has configured this PAC URL.:

http://pac.<yourcloudname>.net/something/<pacname>.pac

* You can change this URL via console menu. You can use an internal URL if you want.

The idea of the “Bypass PAC file” is to act a central repository of all bypasses required. Moreover,
if you are managing the CSCs using AWS, you can update all CSCs in your network doing one

AWS Run Command.
Example of “Bypass PAC file”

function FindProxyForURL (url, host) {
var bypassproxy = "PROXY 1.1.1.1:3128; PROXY 2.2.2.2:3128";

//* CSC bypass*/

if ((shExpMatch(host, "*.firstdomain.com")) ||
(shExpMatch(host, "www.fulldomain.co.uk")) ||
(shExpMatch(host, "portquiz.net")) ||
(shExpMatch(host, "*.salesforce.com")) ||
(shExpMatch(host, "*.lastdomain.com"))) {
return bypassproxy

}
}

Note 1: It is mandatory to use this function and format. Feel free to add lines but don’t change the format. We
recommend to start filling the first line and the last line. Use middle lines for copy/paste.

Note 2: The Bypass Proxy port is 3128

7.3.2.2 Example Using Bypasses
The following example is the case redundant CSCs and bypasses direct to internet.

In this example the redirection method is PAC files only.

Requirements:

1. Create the “Bypass PAC” with the list of domains you want to bypass on your Zscaler
console. Copy the URL.

Bypass PAC on Zscaler Console:

Administrator Guide v 2.8 Page 36 of 66 Date 27/04/2020


http://pac/

Maidenhead Bridge — CSC for AWS

PAC FILE CONTENTS

function FindProxyForURL(url, host) {
var bypassproxy = "PROXY 1.1.1.1:3128; PROXY 2.2.2.2:31287;

J/* C5C bypass#*/

if (({shExpMatch{hest, "*.firstdomain.com™))
(shExpMatch{host, “www.fulldomain.co.uk™})
(shExpMatch{host, “portquiz.net”)})
(shExpMatch{hest, "®.salesforce.com™))
(shExpMatch{host, "#.lastdomain.com™)})) {
return bypassproxy

Ry
Pl = GO AD O0 == O LA s L

Note: The line “var bypassproxy = "PROXY 1.1.1.1:3128; PROXY 2.2.2.2:3128";” is doing nothing here. You can
leave as is on the Bypass PAC but you need to put the correct values in the production PAC.

Bypass PAC URL on this example

http://pac.zscalerthree.net/maidenheadbridge.com/bypass.pac

2. Configure the URL of the “Bypass PAC” on each CSC and refresh the list.

ection] 9
P1e.35e‘ select methed to configure Bypass List

f1) Auto - Bypas

ZJ Manual

3) Quit

fEnter your choice: |1

Please‘ select method to configure Bypass List

ample
C C URL and/or Update Bypasses
f 37 Quit
EEnter your choice: |2

Your current sypass Pac VAL i<

List
pass PAC URL

URL
scalerthree.net/maidenheadbridge . com/bypass.pac

f Your current Bypass PAC URL is: : calerthree.net/maidenheadbridge. com/by
Da you want to refresh By
This is your current Bypass List
rstdomain.com
www . fulldomain. co.uk
Eportquiz
1 com
.com

BU you want apply changes? (y/n)? y

ass List updated sucessfully

3. Check your VIP Proxy and Bypass Proxy using “Show Configuration and Status” on each
CSC.
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TRAFFIC REDIRECTION Options
To Zscaler: VIP Proxy: 172.31.202.98:80 (or :9400) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 80/9400) via CSC GW IP
Direct to Internet: Bypass Proxy: 172.31.202.81:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

RAFFIC REDIRECTION Options
o Zscaler: VIP Proxy: 172.31.200.35:80 (or :9400) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 80/9400) via CSC GW IP
Direct to Internet: Bypass Proxy: 172.31.200.64:3128 | Zscaler Global Proxies (port 3128) via CSC GW IP

4. Create your production PAC file and Copy/Paste the section for Bypasses. Put the right
values for variables “tozscaler” and “bypassproxy”

function FindProxyForURL(url, host) {

var privateIP = /A(0[10|127]192\.168|172\.1[6789]|172\.2[0-9]|172\.3[01]]169\.254|192\.88\.99)\.[0-9.]+5/;
var resolved_ip = dnsResolve(host);

/* Don't send non-FQDN or private IP auths to us */

if (isPlainHostName(host) || isinNet(resolved_ip, "192.0.2.0", "255.255.255.0") || privatelP.test(resolved_ip))
return "DIRECT";

var tozscaler = "PROXY 172.31.202.98:80; PROXY 172.31.200.35:80";
var bypassproxy = "PROXY 172.31.202.81:3128; PROXY 172.31.200.64:3128";

/I FTP goes via Zscaler
if (url.substring(0, 4) == "ftp:")
return tozscaler

// Domains to bypass via bypassproxy

if ((shExpMatch(host, "*.firstdomain.com")) ||
(shExpMatch(host, "www.fulldomain.co.uk™)) ||
(shExpMatch(host, "portquiz.net")) ||
(shExpMatch(host, "*.salesforce.com")) ||
(shExpMatch(host, "*.lastdomain.com™))) {
return bypassproxy

}

// Default Traffic Forwarding to Zscaler
return tozscaler

Production PAC file URL on this example

http://pac.zscalerthree.net/maidenheadbridge.com/production.pac

5. Checking traffic “tozscaler” and “bypass” using CURL command:

CURL command is available on Linux and Win10. You can check the traffic “tozscaler” or
“bypass” using the following commands:

Traffic “tozscaler”
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Put the values of the VIP Proxy on “--proxy”

In this example:

Linux:

curl -s --proxy http://172.31.202.98:80 ip.zscaler.com | grep You

Win 10:
curl -s --proxy http://172.19.0.195:80 ip.zscaler.com | findstr You

Result expected:

<div class="headline">You are accessing the Internet via Zscaler Cloud: Washington DC in the zscalerthree.net
cloud.</div>

<div class="details" style="margin-top: 20px">Your request is arriving at this server from the IP address <span
class="detailOutput">165.225.9.6</span></div>

<div class="details">Your Gateway IP Address is <span class="detailOutput'">3.219.197.65</span></div>

Bypass Traffic:

We are testing the website “portquiz.net” to check that the Bypass works. The page “portquiz.net”
returns your public IP and TCP port. Please, note this is a third party tool and sometimes is takes
long to answer or is unresponsive.

In this example:

Linux:

curl -s --proxy http://172.31.202.81:3128 portquiz.net

Win 10:
curl -s --proxy http://172.31.202.81:3128 portquiz.net

Result expected:

Port 80 test successful!
Your IP: 3.231.138.134

6. Checking traffic “tozscaler” and “bypass” using Browser command:

Please, setup the Browser proxy using the production PAC URL. In our example is:
http://pac.zscalerthree.net/maidenheadbridge.com/production.pac
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Traffic “tozscaler”

Go to page: ip.zscaler.com and using Chrome Developer tools check the proxy in use:

<« C @ Notsecure | ipzscaler.com A = e
“ % 0] | Elements Console  Sources H
R N N " ® 0O v Q Preservelog [ Disable cache | Online v | £ %

You are accessing the Internet via Zscaler Cloud: Washington DC in the Filte Hide data URLS

zscalerthree.net cloud.

Ll XHR JS (S5 Img Media Font Doc WS Manifest Other

I 100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms H
Your request is arriving at this server from the IP address 165.225.9.6 — -

The Zscaler proxy virtual IP is 165.225.8.31.

The Zscaler hostname for this proxy appears to be zs3-was1-2e4-sme.

review Response  Timing

The request is being received by the Zscaler Proxy from the IP address 3.219.197.65 ~ General

Your Gateway P Address is 3.219.197.65 0 ;zy”t,;aw;ummm_m RequestURL: hitp://ip.zscater. con/
[ | iquery.min.js

[-] ZscalerLoga-RGB.png

|| HelveticaNeuelTStd-Regular....
|| HelveticaNeuelTStd-Regular....

Request Method: GET
Status Code: @ 200 0K

Remote Address: 172.31.262.98:86 |

Referrer Policy: no-referrer-when-downgrad

[] HelveticaNeuelTStd-Md.woff2 | v Response Headers  view source
[_] HelveticaNeueLTStd-Md.woff Access-Control-Allow-Methods: GET, OPTION:
|| Fontawesome-webfont.woff... HEAD
L] fontawesome-webfont.woff?... | access-Control-Allow-Origin: *
t bfont.ttf2v. . c keep-alive
Maidenhead Bridge [ Jfzscaterporial Content-Encoding: gzip

[] zscaler.portal

Content-Type: text/html
|| zscaler.usrport?_sm_au_=ivV...

Date: Thu, 17 Oct 2619 89:57:51 GMT

R 2T4TnqoQkkj1)
® Would you like to Logout? ] datsimagefpngbase.. Servar: nginx
Transfer-Encoding: chunked

|| Favicon.ico
Request Headers  view source
Your user name is: first24last24@maidenheadbridge.com. v Rea
Accept: text/html,application/xhtml+xmL,
ogout Uication/xml;q=0.9, image /webp, inage/apng
*/*;q=0.8, application/signed-exchange;v=
3
Need help? Contact our support team at +91-8000000000 | support@maidenheadbridge.corm )
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=8.9
18 ronuocte | 704 KR brancForrar  CaChe-Control: max-age=0

Bypass Traffic

Using our example, we are going to http://www.salesforce.com and using Chrome Developer tools
check the proxy in use:

&« C @& salesforce.com

&

& il Elements  Console  Sources

® Q| v Q Preserve log Disable cache | Online v | # % |1
Filter | Hide data URLs
G0 XHR JS CSS Img Media Font Doc WS Manifest Other

10000 ms. 20000 ms. 30000 ms. 40000 ms. 50000 ms. 60000 ms. 7000¢

Connect to your customers in a whole new way
with the world’'s #1 CRM platform.

START MY FREE TRIAL ‘WATCH DEMOS jquery.min.772fb04d4ce536d

| utils.min.a532609d64abb59b.

| spacer.gif

|_] granite.min.e67470fde615e2.

[ ] jquery.min.ddob395cT41ce2.

|| onetrustConsent.js

| | clientlibs_onetrust.min.7352. v Response Headers view source

[] clientlibs_onetrust.min.agace

|| modern.min.3a0ad4c761449..

[] dlientlibs_analytics_top.min.2
satelliteLib-eb844e404d0d73

Preview Response Cookies »

~ General

Request URL: https://wwe.salesforce.com/
Request Method: GET

Status Code: @ 200 0K

Remote Address: 172.31.262.81:3128

Salgs  Mome Accouts w  Opportnites v Cases v WaveforSufep W for Soes Mgy

183

Referrer Policy: no-referrer-when-downgrade

Waew o SsesOpt W For Sales Exec | Dashboards v More

Cosec Desis by Segrmer
o Accept-Ranges: bytes

Content-Encoding: gzip

Content-Length: 33749

Content-Type: text/html

clientlibs_base.min.d63a6d9..

Average:

o
% dlientlibs_base.min.d41dscd.

i " e ] allbundle.d7015839992¢c40.
A,— shared min dRessNAASFNRA!

I
- Date: Thu, 17 Oct 2019 18:69:17 GMT
dlientlibs_search.min.d41d8c. :
o = Referrer-Policy: no-referrer-when-downgrade
] lientlibs_sfdc_forms.min.da
Server: Apache

strict-Transport-Security: max-age=31536000; i

ncludeSubDomains; preload
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7.3.2.3 2) Manual
If you want to update manually your bypass list, follow this steps
1. Select Option 2)

Please, select method to configure Bypass List

- Bypass PAC URL

Enter your choice: 2

Please, read the instructions carefully:

You are going to edit the list using NAND editor
The following formats are accepted:

Full Domains: 'www.example.com'
Wildcard for subdomains: '.example.com' - This will allow all subdomains of example.com

To save, press CTRL-X and 'Yes'

Paid attention to ERROR messages if any. ERRORs must be corrected before to continue

2. Ingress “y”

GNU nano 2.5.3

File: domains Modified

.firstdomain.com
wiww . fulldomain.co.uk
portquiz.net
.salesforce.com
.lastdomain.com

www .manualinput . conf]

Exit

E Get Help E Write out  Where Is Cut Text Justify [ Cur Pos
] ~

i Read File g Replace Uncut Textj] To Spell gl Go To Line

3. Add/ Delete / Modify your full domains and subdomains
4. Please, CTL+X and “Yes” (and after next prompt Enter) to Save

5. The modified Bypass List will be displayed.
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This is your current Bypass List

.firstdomain.com

www . Tulldomain. co.uk
portquiz.net
.salesforce.com
.lastdomain. com

www . manualinput.com

Do you want apply changes? (y/n)?

6. Apply Changes (y) or discard (n). If “y” you will receive the following message
7. Bypass List update successfully.
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7.4 Configuration Wizards

In this section you can run the initial configuration wizard to change GRE IPs, DNS servers and/or
Cloud Name, an easy way to Switch tunnels and to configure High Availability.

Configuration Wizards
12) Change GRE IPs, DNS serwvers, Cloudname, Syslog and more

13) Switch Tunnels - Primary / Secondary
14) High Availability changing Default Route

7.4.1 12) Change GRE IPs, DNS servers, Cloudname, Syslog and more

This is the same than the initial configuration Wizard explained at the beginning of this manual.

Welcome to the CSC GRE Configuration Wizard
Before to start you need have the following values ready:
Zscaler Admin URL https://admin.<cloud name=.net to find it

To obtain it, please submit a ticket to Zscaler Support asking for GRE tunnel IPs from Public IP 18@.25.88.258
¢ PAC URL

is your Tunnel Source Public IP)
Primary Destination:

Internal Router IP:
Internal ZEN IP:

ac.zscalerthree. net/maidenheadbridge. com/bypass.pac

Syslog / SIEM information

Your current Syslog / SIEM configuratiom is:

J/ SIEM IP: 172.31. 163
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7.4.2 13) Switch Tunnels - Primary | Secondary

This section shows your current settings and statuses and allows to switch tunnels

ZSCALER TNFORMATION
-

z er Cloud:
GRE tunnels egre: 3.219.197.65
Primary Tunnel:
ZEN Public IP: 165 .30
Tunnel IPs (loc z : 2.17.71.209 / 172.17.71.218@
ondary Tunnel:
ZEN Public IP: .38.51
Tunnel IPs z : 172.17.71.213 / 172.17.71.214

TUNNEL STATUS
imary Tunnel (reachability):
Layer 7 Keepalive is: Alive
GRE ZEN Tunmel IP is: Alive
Secondary Tunnel {reachabilit
yer 7 Keepalive is: Alive
GRE ZEN Tunnel IP is: Alive

Tunnel Status: Primary tunnel is active since: Thu Oct 17 ©8:07:44 GMT 2019

P. LER.COM PAGE STATUS
You are acce g the Internet w. aler Cloud: Washingten DC in the zscalerthree.net cloud.
ateway IP Address is 3.219.197.65

you want to c ar) Secondary Tunnel?
Selecting Yes will reboot the

1) Yes
2) No
Enter your choic
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7.4.3 14) High Availability changing Default Route

In this section you can configure the CSC on HA pair to manage automatically the default route to
Internet.

Selection: 14

This Wizard is for High Availability scenarios when changing default route to Internet.

How to configure:
1) Deploy a pair of CSCs with the following conditions:
1.1) There is connectivity each other wia their internal interfaces. (Mandatory)
1.2) They are in different availability zones. (Recommended)
2) Create an IAM role with the following permissions and apply it to each CSC:
-> List: 'DescribeInstances' and 'DescribeRouteTables’
> Write: 'ReplaceRoute’
-> List: 'ListSubscriptionsByTopic'
-> Write: 'Publish’
3) Get the 'Route Table ID' of the Route Table/s where there is Default Route (0.0.8.0/0) to Internet
4) Get the 'Instance ID' of the other CSC on the pair
) Create a SNS notification and get the 'ARN'
) Run the Wizard on each CSC and input the following values: (all wvalues are mandatory)
6.1) Route Table ID/s (where there is Default Route to internet)
6.2) Instance ID of other CSC on the pair.
6.3) ARN of the SNS message for Notications of Route changes.

(SR SN

[

works:

on the HA pair will automatically select the Gateway (Target) for the Default Route on the Route Table/s.
change occurs, you will receive a SNS message notifying the new Gateway (Target).
routing table you can check Destination: 0.08.8.8/8 Target: eni-x z

service in NOT Active

want to configure it? (y/m)? |

Help provided:

How to configure:
1) Deploy a pair of CSCs with the following conditions:
1.1) There is connectivity each other via their internal interfaces. (Mandatory)
1.2) They are in different availability zones. (Recommended)
2) Create an IAM role with the following permissions and apply it to each CSC:
2.1) EC2 -> List: 'Describelnstances' and 'DescribeRouteTables'
2.2) EC2 -> Write: 'ReplaceRoute’
2.3) SNS -> List: 'ListSubscriptionsByTopic'
2.4) SNS -> Write: 'Publish’
3) Get the 'Route Table ID' of the Route Table/s where there is Default Route (0.0.0.0/0) to Internet

4) Get the 'Instance ID' of the other CSC on the pair
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5) Create a SNS notification and get the '"ARN'

6) Run the Wizard on each CSC and input the following values: (all values are mandatory)

6.1) Route Table ID/s (where there is Default Route to internet).
6.2) Instance ID of other CSC on the pair.

6.3) ARN of the SNS message for Notications of Route changes.

How it works:

The CSCs on the HA pair will automatically select the Gateway (Target) for the Default Route on

the Route Table/s.

When a change occurs, you will receive a SNS message notifying the new Gateway (Target).

On the routing table you can check Destination: 0.0.0.0/0 Target: eni-xxxyyyzzz

74.3.1 High Availability configuration on detail

1. Deploy a pair of CSC on the different availability zones.

Name Instance ID Instance Type Availability Zone
csc-gQre-aws-v-2-7c-1 i-0010c674f81d79chf t3a.small us-east-1d
GSC-gre-aws-v-2-7c-2 i-05e327b84e9bbd 9 t3a.small us-east-1a
2. Create an IAM role with the following policies:

EC2 - List: 'Describelnstances' and 'DescribeRouteTables'

EC2 - Write: 'ReplaceRoute’

SNS -> List: 'ListSubscriptionsByTopic'

SNS — Write: 'Publish’
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for AWS

aws

Services v

Identity and Access
Management (IAM)
Dashboard

~ Access management

Groups

Users

Policies
Identity providers
Account settings
~ Access reports
Access analyzer
Archive rules
Analyzers

Settings
Credential report
Organization activity

Senvica control policies (SCPs)

awg

Identity and Access
Management (IAM)

Dashboard

+ Access management
Groups

Users.

Roles

Identity providers
Account settings
~ Access reports

Access analyzer
Archive rules
Analyzer details

Credential report

Organization activity

Service control policies (SCPs)

EME Services -

Identity and Access
Management (IAM)

Dashboard

+ Access management
Groups

Users

Roles

Identity providers

Account settings

v Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report

Organization activity

Services v

Resource Groups

Roles > csc-ha-aws-role
“«

Summary
Role ARN  am:aws:iam: [ o'e/csc-ha-aws-role 21
Role description  Allows EC2 instances to call AWS services on your behalf. | Edit
instance Profile ARNs  arn:aws:iam | I s t2nce-profie/csc-ha-aws-role ¢y
Path |
Creation time  2019-10-26 09:18 UTC+0100
Lastactivity  2020-04-27 23:47 UTC+0100 (Today)
Maximum CLUAPI session duration 1 hour Edit
Permissions | Trust relationships | Tags | AccessAdvisor | Revoke sessions

~ Permissions policies (1 policy applied)

Attach policies

Policy name

{}JSON Edit policy

Q Filter

Service ~ Access level

‘Allow (2 of 228 services) Show remaining 226
EC2 Limited: List, Write

SNS Limited: List, Write

Resource Groups v

Policies > csc-ha-aws-iam

Summary

Policy ARN

Description

Permissions  Policyusage | Policy versions

y summary | {}JSON Edit policy

Q Fiter

Action (3 of 363) Show remaining 360

Resource

All resources

All resources

O [ —

1AM Policy for Instance running cse-ha-aws script

Access Advisor

List (2 of 100 actions)
Describelnstances
DescribeRouteTables

Wite (1 of 240 actions)

All resources

All resources

ReplaceRoute All resources
Resource Groups ~
Policies >
Summary
Policy ARN  am:awsiam -7:polwcy"csc'haraws—\am
Description 1AM Pelicy for Instance running csc-ha-aws seript
Permissions || Policy usage Policy versions  Access Advisor

{}JSON Edit policy

Q Fiter

Action (2 of 33) Show remaining 31

List (1 of 5 actions)
ListSubscriptionsByTopic
Write (1 of 16

's)

Publish

Resource

All resources

All resources
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3. Apply the IAM roles to each CSC on the pair.

Q, Filter by tags and attributes or search by keyword

1 -

Instance ID ~ Instance Type ~ Availability Zone ~ In

Connect us-east-1d a
CcsC-gre-aws-v-2-7 us-east-1a o
T "%  Create Template From Instance s aaed "]
working template Launch More Like This sEaskid a

Instance State

csc-gre-aws-32
Add/Edit Tags

csc-bkp
Image

Networking

Attach to Auto Scaling Group
CSegre-awe 08 Attach/Replace 1AM Role

csc-aws-anywhercede T E B iG]

Change Termination Protection
View/Change User Data
Change Shutdown Behavior
Change T2/T3 Unlimited
Get Sysiem Log

Instance: | i-0010c674f81d79chf (csc-gre-aws-v-2-Tc-1)

Get Instance Screenshot

Description Status Checks Monitoring Tag:

~ Resource Groups ~

Instances > Attach/Replace IAM Role

Attach/Replace IAM Role

Select an 1AM role to attach to your instance. If you don't have any IAM roles, choose Create new |AM role to create a role in the 1AM ¢
If an IAM role is already attached to your instance, the IAM role you choose will replace the existing role.

Instance ID i-0010c674f81d79cbf (csc-gre-aws-v-2-Tc-1) €

IAM role* | csc-ha-aws-role v C Createnew IAMrole @
* Required
Name - Instance ID InstanceType ~ Avallabllity Zone ~ Instance State + Status Checks ~ AlarmStatus  Public DNS (IPvé) 1Pvap
-0010c674181d79cbf  t3a.small us-east-1d @ running © 22 checks None Y  €c2-100-25-80-250.c0. 10028

@  cscgre-aws-v-2-7c-1

Instance: | i-0010¢674181d79cbf (csc-gre-aws-v-2-7c-1)

Description  Status Checks

Instance ID
Instance state
Instance type

Finding

Private DNS

Private IPs
Secondary private IPs
vec D

Subnet ID

Network interfaces

Elastic IP: 3.225.208.27

Monitoring | Tags.
1.00106674181d79cbT
running

t3a.small

Optin to AWS Compute Optimizer for recommendations. Learn more.
p-172-31-96-220.ec2 internal

172:31.200.29, 172.31.96.220

172:31.200.71, 172.31.200.214, 172.31.96.80

VpC-0f32a676 (Net 172-31)

Subnet-818c0ddb (Net-172-31-96)

etho

eth1

Attached the role to the other CSC on the pair as well.

Public DNS (IPva)
1Pv4 Public 1P
1PV6 IPs

Etastic IPs
Availabilty zone
‘Security groups
Scheduled events
AMIID

Platform

£62-100-25-80-250.comput
100.25.80.250

100.25.80.2507, 3.225.208.
us-east-1d
csc-sg-extemal-csc-gre-aw:
No scheduled events

Cso-gre-aws-v-2-7b-with-ke

IAMrole  Gsc-ha-aws-role
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4. Obtain your Route Table ID:

Note: You can add multiple Route Table ID on this version 2.8

Go to VPC - Route Tables and get your table ID

VPC Dashboard
Fillr by VPC:

Name - Route Table 1D - Explicit subnet associatior ~Edge associat tions VvPCID
1b-0bdbb54e72751618 2 subnets
1b-0768066411750e1c
tb-0c518dcTc34e1ci03

View | Al outes. -

Destination

172:31.00/16

s 3

BB 2RI

82,68.6.7229

Note 1: The CSC pair will modify the default route (0.0.0.0/0)“Target”, setting the “eni-xxyy”
values. Other Destination will remain untouched.

Note 2: We sure to add other destinations, like your internal subnets or your public IPs via the
proper “Target” in order to do not loose connectivity to the VPC.

Apply the Subnet Associations to the Routing Table:

wuuT

B CSCinternal RT rtb-d090c8a8 3 subnets
Route Tables
Internet Gateways Route Table: rtb-d090c8a8
Egress Only Internet =
G?ateways Y Summary Routes Subnet Associations Edge Associe
DHCP Options Sets Edit subnet associations
Elastic IPs
Endpoints
Endpoint Services Subnet ID IPv4 CIDR IPv6 CIDR
NAT Gateways subnet-69¢24b45 | AWS ... 172.31.80.0/20
Peering Connections subnet-36e9f053 172.31.0.0/20

subnet-8360ecd9 | net-17...  172.31.200.0/24

5. Create “Endpoints” to AWS services (EC2, SNS, S3, etc)

When changing the default route to internet via Zscaler you potentially will lost contact with some
AWS services. For the CSC on the pair is mandatory to create two endpoints: to EC2 and SNS.
Please, note that you may require to add some more for your services.
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aws 4
> Services v Resource Groups v %
VPC Dashboard Create Endpoint Actions v
Filter by VPG
Q Select a VPC Filter by tags and attributes or sea keyword
Name Endpoint ID + VvPCID Service name
ConnecttoEC2  vpce-0622dbb7101b32cch | Net 172-31 com.amazonaws.us-east-1.ec2
Your VPCs Connectto SNS  vpce-0d31184a05344fc2f 5676 | Net 172-31 com.amazonaws.us-east-1.5ns
Subnets

Route Tables
Internet Gateways

Egress Only Intemet
Gateways

DHCP Options Sets
Elastic IPs

Endpoints

6. Create SNS message for Alerts.

Obtain the ARN

aws Services v Resource Groups v %

Amazon SNS. X

AWS-Zscaler-Notification e |[ o

Details

WS Zscaler-Notifcation

B R m—

Access policy | Delivery retry policy (HITP/S) | Delivery status logging | Encryption | Tags

Subscriptions (1
Q

® Endpoint status Protocol

Do you want to configure it?
IAM role in use: arn:aws:iam::544698173127:instance-profile ha-aws-role

Please, input the following values

Route Table ID= rtbh-d 8

Do you want to add another Route Table ID? (y/
Route Table ID= rtb-08994dbce551a7820

ler-Notifi
Values to configure are:
Routing Tables=2
Routing Table ID= rtb-d
i able ID= rtb-08994dbce551:
ID of other in the pair
ge ARN= arn:aws:sns:us-east-1:544698173127:AWS-Zscaler-Notification

Do you want to apply changes? (y/n)? y

HA is : active (running) since Mon 20820-84-27 23:16:36 UTC; 28ms ago

Done!
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8. Notifications from CSC on HA
Each CSC on the pair will send notifications when:
— There is no connectivity at all with Zscaler. No CSC is able to reach Zscaler.
— At power up the CSC will notify the current “eni-xxyy” used as default GW to internet
— On routing change, the CSCs will notify the changes.

Example of notifications:

AWS Notification Message = inboxx

AWS-Zscaler-Notification <no-reply@sns.amazonaws.com>

Mon, 27 Apr, 21:28 (2 hours ago) ¥
tome -

INFO (from i-Odabbfe38df32b9cd, us-east-1): Default Route to Zscaler Gateway Changed to CSC Interface: eni-0666d7ceb0c78c289 of Instance i-Odabbfe38df52b%cd

If you wish to stop receiving notifications from this topic, please click or visit the link below to unsubscribe:

hitps://sns.us-east-1.amazonaws.com/unsubscribe html?SubscriptionAm=arn:aws:sns:us-east-1:544690173127:AWS-Zscaler-Notification: 4aed0be5-49hf-426a-b906-1113e35a3950&
Endpoint=alarsen@maidenheadbridge.com

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at hiips://aws. amazon.com/support

Also, Logs are generated:

Apr 27 23:17:40 root: (MHB-CSC)(INFO) Default Route to Zscaler using CSC Interface: eni-@

c5e5de9e784b of Instance i-027f6d85bdbcbdb2b
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8 Appendix A - Traffic Redirection Examples

8.1 Single CSC - Using Cloud FW and/or PAC files
8.1.1 Network Diagram

- ™ Y

Maidenhead Bridge

/ - A\\ Single CSC

Sending all Ports and Protocols
I and/or using PAC files

Subnet

F'nmary ZEN

i E‘}j

Internet

Direct Bypasses to Trusted Sites

How this works:

1) Sending all Ports and Protocols: On your routing table set the default route to intemet via the CSC Interface-id
\ / (eni-xxyyyzz) as
2) On the PAC file sent the traffic to Zscaler using the GSC VIP Proxy IP and direct to internet using the Bypass
Proxy. Please, obtain the VIP Proxy and Bypass Proxy from "Show Configuration and Status” menu of each CSC.
Example of return statement on PAC file:
to Zscaler -> return "PROXY VIP-Primary:80; PROXY VIP-Secondary:80";
1o Intemet via Bypass Proxy -> retumn "PROXY BypassIP-Primary:3128; PROXY BypassIP-Secondary:3128 ";

NOTE: You can use either option 1) of 2) or both at the same time.

8.1.2 Traffic Redirection

8.1.2.1 Using Cloud FW - All ports and protocols to Zscaler

Important: This method provides no redundancy. Later on this guide we show examples with high
availability,

1. Deploy a CSC on your VPC

2. Check “Show Configuration and Status™ to obtain the “Interface-Id:” of eth1

GENERAL INFORMATION
Availabi ¢ Zone: us-east-1d
EC2 Instance id: i-8fa590891d1c41f200 | Instance Type: t2.small | ami-id

: ami-Be9786556ca523966
External Inter 1) bnet-id: subnet b | Inte e-

i 0 ity-Group-id: sg-8d2b88c6632946cd9
Internal Inter (ethl) |Subnet-id: subnet-8360ecdd | Inte e-id: eni-0b6cffalb87934315 || S ity-Group-id: sg-833efd40e740dd848
C5C date: Thu 17 68:29:11 GMT 2619
Soft version : 2.6

In this example the value is: eni-Ob6cffa1087934315

3. Create a Route table with a route 0.0.0.0/0 — Target (GW): eni-xxyyzz
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AWS

Services v *

Resource Groups ~

4 N. Virginia +

Route Table: rtb-d090c8a8
Internet Gateways

VPC Dashboard Create route table Actions v

Filter by VPC: 1

QSeIecl a VPG Q Filter by tags and attributes or search by keyword

. Name ~ Route Table ID ~ Explicit subnet associatior ~ Main VPC ID -

CSC Route Table Back Up rtb-0c518dc7c34e1cf03 Yes vpe-0f32a676 | Net 172-31

Your VPCs @ CSCinternal RT rtb-d090cBad 3 subnets No vpc-0f32a676 | Net 172-31

Subnets rth-e560389d subnet-818c0ddb No vpc-0f32a676 | Net 172-31

Route Tables

Egress Only Internet Summary Routes Subnet Associations Route Propagation Tags
Gateways
DHCP Options Sets Edit routes
Elastic IPs
Endpoints View  All routes -
Endpoint Services Destination Target Status Propagated
NAT Gateways
172.31.0.0116 local active No

Peering Connections

| 0.0.0.0/0 eni-0b6cffa1087934315 | active No
=€ [s2.68.6.72129 igw-def1b4bg | active No

Note: When creating the route for 0.0.0.0/0 take care of creating another route for your remote access to the subnet if
necessary. In this example, the IP: 82.68.6.72/29 is our public IPs to access to instances behind the CSC.

4. Associate the Subnets to the Route Table

aws

2 Services v

Resource Groups

VPC Dashboard
Filter by VPC:

Q, Selecta VPC

Name

LUsU Route lable Back Up

@ CSC Internal RT |

Your VPCs

Subnets
Route Tables Route Table: rtb-d090c8a8

Internet Gateways

Summary Routes
Egress Only Internet
Sl Edit subnet associations
DHCP Options Sets
Elastic IPs
Endpoints

Subnet ID

*

Create route table Actions ¥
4

Q Filter by tags and attributes or search by keyword

- Route Table ID
rib-Uch18dc/ cd4eT1ciul
rtb-d090cBa8

rth-e560389d

Subnet Associations

IPv4 CIDR

O subnet-69c24b45 | AWS ...

subnet-36e9f053

enhnat-R1ANarAQ | nat-17

NAT Gateways

Peering Connections

5. Done. All traffic will go via the CSC.

172.31.80.0/20
172.31.0.0/20

1772 24 200 NI2A
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8.1.2.2 Using PAC files only (*)

(*) Important: This method forwards only Web Traffic to Zscaler. (HTTP, HTTPS, FTP) due to the
default GW to the internet is not the CSC. In the next example we will show a combination of both
redirection methods: all port and protocols and PAC files at the same time.

1. Deploy a CSC on your VPC

2. Check Check “Show Configuration and Status” to obtain the “VIP Proxy” and “Bypass
Proxy” IPs.

RAFFIC REDIRECTION Options

o Zscaler: |VIP Proxy: 172.31.200.35:80 (or :9400)| | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 80/9400) wia CSC GW IP
Pirect to Internet: Bypass Proxy: 172.31.200.64:3128|| Zscaler Global Proxies (port 3128) via CSC GW IP

In this example the values are:
VIP Proxy: 172.31.200.35:80
Bypass Proxy: 172.31.200.64:3128

3. (Optional) Create a “Bypass Proxy PAC” file or manual entry the domains to Bypass. Here
an example.

function FindProxyForURL(url, host) {
var bypassproxy = "PROXY 1.1.1.1:3128; PROXY 2.2.2.2:3128";

//* CSC bypass*/

if ((shExpMatch(host, "*.firstdomain.com")) ||
(shExpMatch(host, "www.fulldomain.co.uk")) ||
(shExpMatch(host, "portquiz.net")) ||
(shExpMatch(host, "*.salesforce.com")) ||
(shExpMatch(host, "*.lastdomain.com"))) {
return bypassproxy

Get the URL of the Bypass PAC and configure it on the CSC and refresh the list using Menu 9)

Bypass Proxy
8) View Current Bypass List

9) Configure Bypass List

4. Create a “Production PAC”
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In the example below you can see that variables “tozscaler” and “bypassproxy” are with the values
of VIP Proxy and Bypass Proxy respectively. Also, due to the default route is via the AWS Internet
Gateway, it is possible to use the ZEN nodes (or DIRECT) as backup method if the CSC is turned
off.

function FindProxyForURL(url, host) {

var privatelIP = /A(0]10]127]192\.168|172\.1[6789]|172\.2[0-9]|172\.3[01]|169\.254]|192\.88\.99)\.[0-9.]+$/;
var resolved_ip = dnsResolve(host);

/* Don't send non-FQDN or private IP auths to us */
if (isPlainHostName(host) || isinNet(resolved_ip, "192.0.2.0", "255.255.255.0") || privateIP.test(resolved_ip))
return "DIRECT";

var tozscaler = "PROXY 172.31.200.35:80; PROXY ${GATEWAY }.80; PROXY ${SECONDARY_GATEWAY }:80; DIRECT";
var bypassproxy = "PROXY 172.31.200.64:3128; DIRECT";

/I FTP goes via Zscaler
if (url.substring(0, 4) == "ftp:")
return tozscaler

// Domains to bypass via bypassproxy

if ((shExpMatch(host, "*.firstdomain.com")) |
(shExpMatch(host, "www.fulldomain.co.uk")) ||
(shExpMatch(host, "portquiz.net")) ||
(shExpMatch(host, "*.salesforce.com")) ||
(shExpMatch(host, "*.lastdomain.com"))) {
return bypassproxy

}

// Default Traffic Forwarding to Zscaler
return tozscaler
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8.1.2.3 Using Cloud FW & PAC Files at the same time

There are cases where you need to do bypasses for certain instances but not for all. In this case, you
can setup a PAC file on this particular instances for this purpose. In your production PAC file the
variables “tozscaler” and “bypassproxy” will be:

var tozscaler = "PROXY 172.31.200.35:80";
var bypassproxy = "PROXY 172.31.200.64:3128";

And your routing table like previous example:

) Services v Resource Groups * /! r  N.Virginia v
~—

VPC Dashboard Create route table Actions v
Filter by VPC:
QSeIelﬂ a\VPC Q Filter by tags and attributes or search by keyword

Name Route Table ID ~ Explicit subnet association ~ Main VPC ID

CSC Route Table Back Up rth-0c518dc7c34e1cf03 - Yes vpc-0f32a676 | Net 172-31
Your VPCs @ CSCintenal RT rth-d090cBa8 3 subnets No vpc-0f32a676 | Net 172-31
Subnets rth-e560389d subnet-818c0ddb No vpe-0f32a676 | Net 172-31
Route Tables

Route Table: rtb-d090c8a8
Internet Gateways

Egress Only Internet Summary Routes Subnet Associations Route Propagation Tags
Gateways
DHCP Options Sets Edit routes
Elastic IPs
Endpoints View  All routes -
Endpoint Services Destination Target Status Propagated
NAT Gateways
172.31.0.016 local active No
Peering Connections
| 0.0.0.0/0 enlbeﬁcﬂa1DB?934315| active No
[82.68.6.72129 igw-def1b4b8 | active No

Combining this two methods you are able to send all ports and protocols to Zscaler and also to use
the bypass capacity of the CSC.
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8.2 Redundant CSC - Using Cloud FW

8.2.1 Network Diagram

W
\ Maidenhead Bridge

\ High Availability to Zscaler on AWS
Sending all ports and protocols

External
Subnet

Internal
Subnet

ethl

Primary ZEN

~ EE:
@ izl
j
ey Primary GRE Tunnel
Availability Fone xx
! —>
\ Secondary GRE Tunnel Internet
Secondary ZEN | >

=]

How this works:

‘When configuring a CSC pair on High Availability they are capable to detect each other the reachability

to Zscaler, and to configure automatically the Route Table with the default route to intemet (0.0.0.0/0) via the
best CSC (eni-xx or eni-yy)

- /

The network diagram shows 2 x CSC on different availability zones with the tunnels to Zscaler up
and running.

In order to select which CSC to use, simply follow run the HA wizard (Menu 14). See section:
7.4.3 of this manual.
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8.3 Redundant CSC - Using Cloud FW and PAC files

8.3.1 Network Diagram

)
\ Maidenhead Bridge

\ High Availability to Zscaler on AWS
Sending all ports and protocols
and using PAC files (*)

Intemal
Subnet

External
Subnet

eth1 eth0
F'nmaryZEN
CcsC
ZGP:80
ZGP:3128
F\H ary GRE Tunnel

Availabilit} Zone xx

Internet

GRE Tunnel

csc

2GP:80
ZGP:3128

SeCDl—IdﬂW ZEN Direct Bypasses to Trusted Sites

Internal Extemal
Subnet Subnet How this works:

When configuring a CSC pair on High Availability they are capable to detect each other the reachability
to Zscaler and to automatically the Route Table with the default route to intemet (0.0.0.0/0) via the

best CSC (eni-xx or eni-yy)

(*) On the PAC file use Zscaler Global Proxy (ZGP) IPs with port 80 for traffic to Zscaler and port 3128 for Bypass
Traffic.
Example of retum statement on PAC file

to Zscaler -> retumn "PROXY 185.46.212.88:80";
to Internet via Bypass Proxy -> retum "PROXY 185.46.212.88:3128";

8.3.2 Traffic Redirection

8.3.2.1 Using Cloud FW (Sending all ports and protocols)

Idem than before. Run Menu 14 ( High Availability changing Default Route) on the CSC.
Instructions on section 7.4.3

8.3.2.2 and Using PAC files

There are situation where you need to use the PAC files on specific machines due to you want to use
the Bypass Proxy capacity. In this case, you need to create the PAC files as shown on 8.1.1.2 but
your variables “tozscaler” and “bypassproxy” will be using the Zscaler Global Proxies:

var tozscaler = "PROXY 185.46.212.88:80; DIRECT";
var bypassproxy = "PROXY 185.46.212.88:3128; DIRECT";

C REDIRECTION Options
caler: VIP Proxy: 172.31. 4[|[| 35:80 (or :94@80) | Route all traffic via CSC GW IP | Zscaler Global Proxies (port 80/94008) via CSC GW IP

Dlre t to Internet: Bypass Proxy: 172.31.200.64:3128 | [Zscaler Global Proxies (port 3128] via CSC GW IP
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8.4 Redundant CSC - For Web traffic using PAC files
8.4.1 Network Diagram

\,
{ \ Maidenhead Bridge
/ et \ High Availability to Zscaler on AWS

For HTTP/S traffic using PAC files

Primary ZEN
Hap
(Primary) Ef;g
4|—’ > Bt
Availability Zone xx Primary GRE Tunnel
Secondary GRE Tunnel Internet

csc
(Secondary)

Secondary ZEN —l_’ et Eppacses o T i
vier ¢

VIP proxy
Bypass Proxy eth0

How this works:

On the PAC file sent the traffic to Zscaler using the CSC VIP Proxy IP and direct to intemet using the Bypass
Proxy. Please, obtain the VIP Proxy and Bypass Proxy from "Show Configuration and Status" menu of each CSC.

Example of return statement on PAC file:
to Zscaler -> return "PROXY VIP-Primary.80; PROXY VIP-Secondary:80';
/ to Intemet via Bypass Proxy -> retum "PROXY BypassIP-Primary-3128; PROXY BypassIP-Secondary:3128 ",

8.4.2 Traffic Redirection: Using PAC files (Primay /| Secondary Proxy)

In some situation you may want to send Web Traffic Only. In this case, you need to create the PAC
files as shown on 8.1.1.2 but your variables “tozscaler” and “bypassproxy” will be using the “Vip
Proxy” and “Bypass Proxy” of each CSC. Using the example values:

var tozscaler = "PROXY 172.31.200.35:80; PROXY 172.31.202.98:80; DIRECT";
var bypassproxy = "PROXY 172.31.200.64:3128, PROXY 172.31.202.81:3128; DIRECT",;

TRAFFIC REDIRECTION Options

CSCa To Zscaler:| VIP Proxy: 172.31.200.35:80 (or :9460) |
Direct to Internet: Bypass Proxy: 17 200.64:3128
CSCh :9400) | |
»,81:3128
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9 Appendix B - AWS Systems Manager “Run
Commands” to monitor the CSC

When you have your CSC registered on AWS as “managed instance” you can execute the
“Monitoring Tasks” and also to “Update Bypass List”. This is particular important if you have
several CSCs.

9.1 AWS Systems Manager: Documents

In order to execute “Run Commands” you need to have “Documents” created. “Documents”
contains a series of commands to execute. For simplicity purposes, we provide the “Documents”
required for the operations of the CSC.

You can create Documents for CSC, Copying/Pasting the information that follows.

9.1.1 Creating a Document

From AWS Systems Manager > Shared Resources > Documents — Click “Create Document”

» —

Command and fill “Content”

Put the “Name”, “Document Type

S ervices esource Groups
AWS Systems Manager| X Create document
Quick Setup " Document details
Document defines the actions that AWS Systems Manager performs on your managed instance
Cloudwatch Dashboard Name
OpsCenter
MHB-CSC-ShowConfigurationAndStatus.
Resource Groups
Trusted Advisor & PHD
Target t
Le Mors
v C
Automation
Maintenance Windows Document type - optianal
Commany d document t -
Compliance
Inventory
Managed Instances. Content
Hybrid Activations
Session Manager
O JsoN YAML
Run Commans d
State Manage
Patch Manag: o
i Configur a
Distributos
Parameter Store
g
n
Reload
» Document tags - optional

Click “Create Document”
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9.1.2 List of Documents

Please, create the “Documents” using this values:

Name

MHB-CSC-ShowConfigurationAndStatus-AWS

Content

{
"schemaVersion":"2.2",
"description":"MHB - CSC - Show Configuration and Status",
"mainSteps":[
{
"action":"aws:runShellScript",
"name":"Runscripts”,
"inputs":{
"runCommand":[
"sudo -u ubuntu /home/cscadmin/aws-mt4"

Name

MHB-CSC-SpeedTest

Content

{
"schemaVersion":"2.2",
"description":"MHB - CSC - Speed Test",
"mainSteps":[

{
"action":"aws:runShellScript",
"name":"Runscripts",
"inputs":{
"runCommand":[
"/home/cscadmin/aws-mt7"

Name

MHB-CSC-TraceRouteAndLatencyTest

Content

{
"schemaVersion":"2.2",
"description":"MHB - CSC - TraceRoute and Latency Test",
"mainSteps":[
{
"action":"aws:runShellScript",
"name":"Runscripts”,
"inputs":{
"runCommand":[
"/home/cscadmin/aws-mt6"
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Name

MHB-CSC-UpdateBypassList

Content

{
"schemaVersion":"2.2",
"description":"MHB - CSC - Update Bypass List",
"mainSteps":[
{
"action":"aws:runShellScript",
"name":"Runscripts",
"inputs":{
"runCommand":[
"/home/cscadmin/aws-bp-refresh-list"

Name

MHB-CSC-ShowLogCurrentMonth

Content

{
"schemaVersion": "2.2",
"description": "MHB - CSC - Show Log Current Month",
"mainSteps": [
{

"action": "aws:runShellScript",

"name": "Runscripts",

"inputs": {

"runCommand": [
"/home/cscadmin/aws-1-current-month"

Name

MHB-CSC-ShowLogCurrentMonth-2500Characters

Content

{
"schemaVersion": "2.2",
"description": "MHB - CSC - Show Log Current Month - (last 2500 characters)",
"mainSteps": [
{

"action": "aws:runShellScript"”,

"name": "Runscripts",

"inputs": {

"runCommand": [
"/home/cscadmin/aws-1-current-month-2500"
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Name

MHB-CSC-ShowLogLastSixMonths

Content

{

"schemaVersion": "2.2",

"description": "MHB - CSC - Show Log Last Six Months",

"mainSteps": [
{
"action": "aws:runShellScript"”,
"name": "Runscripts",
"inputs": {
"runCommand": [
"/home/cscadmin/aws-1-last-6-months"

Name

MHB-CSC-SwitchTunnels

Content

{
"schemaVersion": "2.2",
"description": "MHB - CSC — Switch Tunnels",
"mainSteps": [
{

"action": "aws:runShellScript",

"name": "Runscripts",

"inputs": {

"runCommand": [
"/home/cscadmin/aws-tun-switch"

Name

MHB-CSC-ShowHA

Content

{
"schemaVersion": "2.2",
"description": "MHB - CSC - Show HA",
"mainSteps": [
{
"action": "aws:runShellScript",
"name": "Runscripts",
"inputs": {
"runCommand": [
"sudo -u ubuntu /home/cscadmin/aws-mt4 | tail -8"
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9.1.3 Run Commands

After you created the Documents, you are ready to Run Commands on the CSC.

You can see the results of the operation on the “Output” section or to store the results on a S3
Buckets for further inspection.

Note: The “Output” Section allows only 2500 characters. The Traceroute and Latency Test uses
more than 2500. We recommend to store this command on a S3 bucket directly.

To Run Commands go to: AWS Systems Manager > Instances & Nodes > Run Command
Here an example of Running: MHB-CSC-ShowConfigurationAndStatus
1. Run a Command

2. Select the Document created (Tip: Select “Owned by me”)

q__\ﬂ_s_ Services Resource Groups ~ *
AWS 5y5tem5 Ma"ager X AWS Systems Manager Run Command
Quick Setup New Run a command

Command document
CloudWatch Dashboard Select the type of command that you want to run.

OpsCenter
Resource Groups

Trusted Advisor & PHD

=

Owner: Owned by me X | Clear filters

Automation

Maintenance Windows

Name
v|:| CloudWatchAgentinstallAndConfigure
Compliance
CloudWatchAgentUpdate
Inventory
Managed Instances MHEB-CSC-Any-UpdateZscalerVPNnodes

Hybrid Activations

MHB-C5C-ShowConfigurationAndStatus

Session Manager
MHB-C5C-ShowLogCurrentMonth

Run Command

3. Scroll down and Select the Instances

4. We are selecting only one instance, but you can select as much as you want.
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Command parameters

AWS Systems Manager | X

Targets
CloudWatch Dashboard s
OpsCenter Specify instance tags 1 Choose instances manually
Specity o E . ctinst — nein o
Resource Groups
Trusted Advisor & PHD.
mi.0a3041f088a25291a X
Automation
Instances
Maintenance Windows
Q
¥ Instances & Node:
Compliance
B Nme Instance ID Instance state Avallablity zone

nventory
Managed nstances ————

Hybrid Activations

| cecokp mi-023041faB8a25297a

Session Manager

5. Click Run

Next Screen is:

® Command ID: 405b68.

235-b474-57

AWS Systems Manager Run Command Command ID:

Command ID: 405b682e-5be6-423a-b474-575ef6e61bda
Command status

Overall status Detailed status # targets
@ 5uccess @ success 1

Targets and outputs

Q

Instance ID Instance name Status

mi-0a3041fd88a25291a ip-172-31-201-239 @ Success

6. Click “Instance ID” (mi-0a3041fd88a25291a)

7. Expand “Output”

Groups %

© CommandID: 405b682¢-5be6-4235.

Quick Setup " AWS Systems Manager > Run Command > Command D: 405b682e-Sbe6-425a-b474-575ef6es Toda
%7 Opesations Mamgen Output on mi-0a3041fd88a25291a

ClouaWateh Dashboara

Opsdentir Step 1- Command description and status

Resource Groups

stats Detated status Response code Step name
Trusted Advisor & PHD © i ©success o Runscrpts
(A omnation v Step 1- Output
i
Compliance
Inventory

araednstncs
IN—
Sesionorger

State Manager

Patch Manager
Distrbutor

Parameter Store

Documents
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10

Appendix C: Release Notes

10.1 Version 2.8

The version 2.8 comes with the following enhancements:

1.
2.
3.
4,

New! You can configure multiple Route Tables on High Availability.
New! OS base system is Ubuntu 18.04.4 LTS (bionic).
Updated “Configuration and Status” Menu.

Forced route to AWS DNS via ethl.

10.2 Version 2.7

The version 2.7 comes with the following enhancements:

5.

New! “High Availability changing default route”. Now, you can configure a pair of CSC on
High Availability to manipulate automatically the default route to internet via Zscaler.

Updated “Configuration and Status” Menu.

MTR (MyTraceRoute Test) now runs directly via TCP/80 to the ZEN Primary and
Secondary. This avoid to enable incoming ICMP rules on security groups.

10.3 Version 2.6

The version 2.6 comes with the following enhancements:

1.

Added to Wizard Configuration menu: From the Wizard you can change the Syslog Servers
in addition to GRE tunnel IPs, DNS Servers and Bypass PAC URL.

New! Switch tunnels configuration wizard. In some circumstances, customers asked us an
easy way to switch tunnels Primary / Secondary. Now is possible to do with a single
command.

Logs to Syslog server. On version 2.6 you can setup one or two Syslog servers where to
send the information about Tunnel Status.

Updated “Configuration and Status” Menu.
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